Dhofar Pay Terms and Conditions

Bank Dhofar SAOG: Terms and Conditions for Dhofar-Pay
Definitions and Interpretation

1- Preamble:

Dhofar-Pay is an innovative application provided by Bank Dhofar
SAOG ("Bank Dhofar" or “Bank”) as part of the Bank’s Mobile
Banking Application (“Mobile Banking”) that enables the User to
securely enroll their existing Debit or/and Credit Card (“Card”)
into the application, creating a virtual card linked to such Bank
card (“Virtual Card”), whereas the Virtual Card can be used to
make purchases through the User’s mobile device, offering a
convenient and efficient payment solution (“Dhofar-Pay”).
These terms and conditions govern the use of Dhofar-Pay
(“Dhofar-Pay Terms and Conditions”), which are to be read in
conjunction with the Bank Dhofar Mobile Banking terms and
conditions (“MB Terms and Conditions”) and the prevailing terms
and conditions applicable to the User’s Card and Bank account,
as applicable (“Other Terms”), which the User has already agreed
to.

Capitalized terms in these Dhofar-Pay Terms and Conditions
shall have the same definition outlined in the MB Terms and
Conditions and the Other Terms. In case of any conflict or
contradictions between these Dhofar-Pay Terms and Conditions,
the MB Terms and Conditions and the Other Terms, the order of
prevalence is as follows to the extent of such conflict or
contradiction:

1. these Dhofar-Pay Terms and Conditions,

2. the MB Terms and Conditions,

3. the Other Terms.
All other provisions of the MB Terms and Conditions and the
Other Terms shall apply and remain in full force and effect.

These Dhofar-Pay Terms and Conditions outline the rights,
obligations, and responsibilities of the User in relation to Dhofar-
Pay. By enrolling in Dhofar-Pay and tapping to the “Accept
toggle button, and using the service, the User acknowledges and
agrees to be bound by these Dhofar-Pay Terms and Conditions.
It is important to read and understand these Dhofar-Pay Terms
and Conditions carefully before proceeding with enrollment and
use of Dhofar-Pay.

2- Definitions:

Security Credentials: the User’s details such as , login password
or biometric, which are required to access Dhofar-Pay or
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required for payment through Dhofar-Pay based on the security
specifications and rules developed by the Bank on Dhofar-Pay.

Del/ice: An electronic device such as a -smart phone, tablet,
smart watch or other such similar device.

3- Enrollment, Deactivation and Usage:

To enroll the Virtual Card in Dhofar-Pay, the User must follow
the enrollment instructions provided in the Dhofar-Pay user
guide displayed in the Bank’s website available at
[https://www.bankdhofar.com/electronic-channels/]. The User
must provide accurate, complete, and updated information
during enrollment and promptly notify the Bank of any changes.

The User is responsible for safeguarding their Security
Credentials and preventing unauthorized usage of their Virtual
Card or Device. This includes maintaining strong passwords and
not sharing Security Credentials with others.

The User may use their Virtual Card for contactless payments,
subject to the terms outlined herein and in the MB Terms and
Conditions.

Th} User is eligible to enroll any or all of their Bank Dhofar Cards
fon Dhofar-Pay on a single Device or on multiple Devices. Any
notification relating to transactions done using Dhofar-Pay will
be sent to the registered mobile number of the primary
cardholder and this includes any verification or authentication
messages on which action may be required. If action is required,
the Bank may choose to only accept a response from the primary
cardholder or via the primary cardholder's mobile phone failing
which a pending enrollment or transaction may be rejected.

The Bank currently does not impose any additional fees for using
the Virtual Card. Yet, the User’s telecommunications or wireless
provider may impose web-enablement, data usage, text
messaging fees or other charges for the use of Dhofar-Pay. The
User shall be solely responsible for such charges. If the User is
travelling overseas, the User should ensure that they fully
understand what and how much these charges are.

The Bank will determine, in its sole discretion, which User Cards
will be eligible for use through Dhofar-Pay. The Bank reserves
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the right to decline the enrollment of any User Card on Dhofar-
Pay without any justification or reasoning.

The Dhofar-Pay service is exclusively available within Mobile
Banking application and can be activated upon request. The User
also has the option to deactivate or reactivate this service
through the Mobile Banking application as needed. The User can
remove their Card from Dhofar-Pay either by deactivating it
directly from the application or by contacting the Bank. Once a
Card is deactivated from Dhofar-Pay, they will need to re-enroll
their Card if they wish to use it again through the Dhofar-Pay
service. In the event that the User suspends or deactivates their
Card from Dhofar-Pay, they can still utilize their physical Card for
transactions, provided their Card account with the Bank is valid,
active, and in good standing to the satisfaction of the Bank.

The Mobile Banking application will automatically deactivate the
Virtual Card under certain circumstances, including:
1. Clearing mobile data associated with the Mobile Banking
application,
2. Re-installing the Mobile Banking application,
3. Selecting "deactivate" from the Dhofar-Pay registration
page,
4. Selecting "un-link" from the Mobile Banking application
settings,
5. Performing a device restoration or factory reset, and/or
6. At the sole discretion of the Bank.

For security purposes, the User may be prompted to re-enroll
their Card from time to time. Failure to do so upon request will
result in the inability to use the Virtual Card for purchases or
otherwise through Dhofar-Pay.

The Bank may:

(i) Terminate the User's use of the Dhofar-Pay,

(ii) Modify or suspend the types of transactions or Oman
Rials amounts permitted to be used by the Card
through Dhofar-Pay,

Change a Card's eligibility for use through Dhofar-Pay,
and/or,
Alter the Card authentication process at any time.

(iif)
(iv)

If the Bank cancels or suspends the User's Card due to
circumstances including, but not limited to, fraud or suspected
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incidents, or any other reason, the User will not be permitted to
use it through Dhofar-Pay. It is important to note that this
restriction may apply even if the activated symbol for the Card is
still visible on the User's Dhofar-Pay interface.

The Bank reserves the right to revise these Dhofar-Pay Terms at
any time by updating them on the Bank's website
[www.bankdhofar.com] and within the Mobile Banking
application with prior notice to the User of not less than 15
(fifteen) days. The User is bound by such revisions and is advised
to review the current Dhofar-Pay Terms and Conditions posted
on the Bank's website [www.bankdhofar.com] and within the
Dhofar application periodically.

4-  Availability:

Dhofar-Pay is available for use on compatible Devices. There are
certain circumstances for which the Bank cannot be held
responsible, as they are beyond the Bank’s control or relate to
the functionality of Dhofar-Pay or other systems used by the
Bank. These include, but are not limited to:

(i) The performance or operation of the User's Device,
The performance or operation of Dhofar-Pay, and,

If the Bank discontinues or suspends the User's access
to Dhofar-Pay, or if the User's device is no longer
compatible with Dhofar-Pay.

The Bank reserves the right to restrict or disable Dhofar-Pay for
the User for reasons including and without limitation, misuse,
fraud, or any other reason or without any reasoning or
justification.

The User is accountable for maintaining the confidentiality of
their Security Credentials and preventing unauthorized use of
their Virtual Card on Dhofar-Pay or their Device. This includes
selecting a robust login password, safeguarding their login
password, and ensuring that they do not store another person's
Biometric on their Device. Guidelines may be issued by the Bank
from time to time to outline how to secure the User's Security
Credentials. It is crucial for the User to review these guidelines
carefully and adhere to them.

The Bank reserves the right to monitor and investigate any
suspicious or unauthorized activity related to Dhofar-Pay usage.
The User agrees to cooperate with any such investigations and
provide necessary assistance as requested by the Bank.

The User agrees to promptly report any unauthorized
transactions, security breaches, or suspected fraudulent
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activities related to Dhofar-Pay to the Bank. Failure to report
such incidents in a timely manner may result in the User being
held liable for any resulting losses.

The Bank shall use commercially reasonable efforts to ensure
the continuous availability and functionality of Dhofar-Pay.
Ho}ever, the Bank does not guarantee uninterrupted access to
Dhpfar-Pay and reserves the right to suspend, modify, or
discontinue the service at any time without prior notice.

The Bank shall offer customer support services to address User
induiries, complaints, or issues related to Dhofar-Pay. This may
involve providing assistance through various channels such as
[Call Center, Banks website:
(https://www.bankdhofar.com/contact-us/#)]

5- Privacy and Sharing of Data:

The User acknowledges and agrees that the Bank may collect,
disclose, store, and utilize technical, transactional, location, or
other general or personal information about the User and their
usage of the Virtual Card through Dhofar-Pay. This includes any
information communicated to the Bank concerning the User's
Card usage and/or Dhofar-Pay usage. The User further agrees
and acknowledges that the Bank may disclose such data and
information to:

a) The Bank itself, as well as the Bank’s subcontractors, agents,
affiliates, and, where necessary, their regulators and
authorities; and

b) The relevant payment network specified on the User's Card,
along with the payment network's subcontractors, agents,
affiliates, and, where necessary, their regulators and
authorities.

The Bank will provide certain account and transactional
information related to each Virtual Card for display on Dhofar-
Pay. This may include details of the User's most recent
transactions or other data related to the User and/or the Virtual
Card. If applicable, the User may have the option to customize
or decline the display of such data on Dhofar-Pay. For guidance
on whether this feature can be manually turned off, the User is
encouraged to contact the Bank directly through official
channels.
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By enrolling their Card on Dhofar-Pay, the User consents to
receiving electronic messages from the Bank through Dhofar-
Pay. These messages may include, but are not limited to,
marketing communications and service messages relevant to
Dhofar-Pay.

6- Liability:

The Security Credentials will be treated as Card details. Allowing

another person to register their login password or fingerprint on

the User's device will be considered a failure to maintain the

confidentiality of their Security Credentials. Consequently, the

consequences of failing to safeguard the Security Credentials will

be equivalent to those for any other Card details. For instance

and without limitation, the Bank will not be liable to refund the

User for unauthorized transactions if the User consents to others

using the device.

It is the User's responsibility to promptly report to the Bank if:

a) Their Card or device is lost, stolen, or tampered with.

b) Their Security Credentials are compromised.

c) There is unauthorized access to their Card, Security
Credentials, or Dhofar-Pay.

Before disposing of their device or temporarily lending it to
someone else (e.g., for repair or replacement), the User must
deactivate or delete their Virtual Card from Dhofar-Pay.

ThE User agrees to assume liability for all instructions or
transactions conducted on their Card through Dhofar-Pay that
are linked to their account number, regardless of whether they
authorized them. The User acknowledges the possibility of
unauthorized transactions occurring through Dhofar-Pay and
accepts all associated risks. Such instructions and transactions
are irreversible and binding on the User.

The Bank shall not bear liability for any damages, losses, or
liabilities incurred by the User resulting from their use of Dhofar-
Pay, including but not limited to instances service disruption,
termination, internet connection issues, fraud, theft of Device,
or use by a third party of Dhofar-Pay. The Bank shall also not be
liable for any failures by the User to deactivate Dhofar-Pay. The
User agrees to indemnify and hold the Bank harmless against any
cla'ms, losses, liabilities, damages, costs, and expenses arising
from their use of Dhofar-Pay. This includes, but is not limited to,
instances of misuse, fraud, criminal activities, unauthorized
transactions, or breaches of security, as well as breaches of
these Dhofar-Pay Terms and Conditions.

7- Intellectual Property:
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All intellectual property rights associated with Dhofar-Pay,
including but not limited to trademarks, copyrights, patents, and
trade secrets, shall remain the exclusive property of the Bank.
The User acknowledges and agrees that they shall not acquire
any ownership or other rights in or to Dhofar-Pay except for the
limited right to use Dhofar-Pay in accordance with these Dhofar-
Pay Terms and Conditions. Any unauthorized use, reproduction,
or distribution of Dhofar-Pay or any associated intellectual
property shall constitute a breach of these terms and may result
in legal action by the Bank to protect its intellectual property
rights.
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