
Internet Card Acquiring Services Merchant Agreement 

This Internet Card Acquiring Services MERCHANT AGREEMENT, including the 
attached Merchant application (the “Application”) (which is an integral part 
hereof and is expressly integrated herein and made a part hereof) (collectively 
referred to as the “Agreement”) is entered into by and between BANK DHOFAR 
S.A.O.G (hereinafter referred to as the “Bank”) and the undersigned Merchant 
(hereinafter referred to as the “Merchant”).

PREAMBLE

WHEREAS, the Bank is engaged in the general banking business and is a 
full-fledged member of Visa International and MasterCard Worldwide, including, 
but not limited to, providing acquiring services to merchants that accept a valid 
card bearing the service mark of VISA, MasterCard, Diners Club or American 
Express (hereinafter each referred to as the “Card”) for payment for Products (as 
defined below).

WHEREAS, the Merchant desires to use the ITA’s Sultanate of Oman e-Payment 
Gateway services to authorize and process Card Transactions and use the 
Internet Acquiring Services (as defined below) provided by the Bank to settle 
Card Transactions for payment by Cardholders for Products obtained from the 
Merchant through the Internet.

NOW, THEREFORE, in consideration of the representations, covenants and/or 
promises made in this Agreement (including the Application), the parties hereby 
agree as follows:

1. RECITALS AND DEFINITIONS.

The Merchant hereby acknowledges and a�rms each of the Recitals 
contained above.

The parties agree that the Preamble as set forth herein is incorporated herein 
by reference and made a part of this Agreement.

The Merchant acknowledges that the signature of the Bank’s sales 
representative on the Application does not constitute an approval by the Bank 
of this Agreement and that this Agreement is not and shall not be e�ective 
until it has been approved by the Bank.

Such approval, if given, shall be evidenced by the issuance of an approved 
Merchant Account Number by the Bank to the Merchant.

Capitalized terms used in this Agreement shall have the meanings set forth 
herein, including the following capitalized terms set forth below:

“Merchant” means the person or the legal entity named in this Agreement and, 
if approved and accepted by the Bank, who enters into this Agreement with 
the Bank with the aim to use the Services.

“Association” means any entity formed to administer and promote the Cards 
(including without limitation VISA and MasterCard). 

“Authorization” means the approval given by, or on behalf of, the Issuing Bank 
to validate a Transaction for a Merchant or another a�liate bank. 

“Batch” means a day’s worth of Transactions, including Sales Records and 
Credit Records, to be processed by the Bank at end of each Business Day. 

“Business Day” means any day on which the Bank is open for business, other 
than Fridays & Saturdays or other bank holidays.

“Card” means a valid credit card or a valid debit card or a valid pre-paid card 
bearing the service mark of VISA, MasterCard, Diners Club or American 
Express.

“Cardholder” means the individual whose name is embossed on a valid Card 
and any authorized user of such Card.

“CISP” means the Cardholder Information Security Program implemented by 
VISA to protect Cardholder data. The (“CISP”) applies to the Merchant if the 
Merchant processes or stores Cardholder data as a result of Internet or 
Mail/Telephone acceptance of VISA Card account information. A copy of the 
complete VISA Cardholder Information Security Standards manual and a 
Self-Assessment Worksheet can be obtained online at www.visa.com/cisp.

“Chargeback” means the procedure by which a Sales Record or other indicia 
of a Card Transaction (or disputed portion thereof) is denied or returned to 
the Bank or to the Issuing Bank after it was entered into the appropriate 
settlement network for payment, in accordance with the Rules, for failing to 
comply with the Rules including, without limitation, Cardholder disputes, the 
liability of which falls on the Merchant.

“CTMF” or “MATCH File” means the combined terminated merchant file 
maintained by MasterCard and containing the business name(s) of merchants 
and the names and identification of principals of merchants which have had 
their merchant processing agreements terminated for one or more of the 
reasons specified in the Rules.

“Credit Record” means all documents or the electronic record of such 
documents used to evidence any refund or price adjustment given by the 
Merchant to a Cardholder for a previous sale Transaction, which must conform 
to the Rules. The format for each Credit Record must be approved by the 
Bank.

“SA” or “Settlement Account” means a direct deposit account open in a 
financial institution designated by the Merchant as the account to be debited 
and credited by the Bank for Card Transactions, and by the Bank for fees, 
Chargebacks, and other amounts due under or in connection with this 
Agreement.

“Discount Fee” means the amount charged to the Merchant for processing its 
daily Card Transactions, which is computed as a percentage of the gross 
amount of the Merchant’s Sales Records. Discount Fee shall not be reimbursed 
to the Merchant even when Merchant needs to perform any refund or price 
adjustment after the Sale Record is completed. Discount Fee shall be 
deducted from the gross sales amount acquired by the Bank on behalf of the 
Merchant, and the net credit shall be paid to the Settlement Account.

“Electronic Record” means data that is transcribed in a form acceptable to the 
Bank and suitable for electronic processing.

“Event of Default” means those events listed in Clause 15 of this Agreement. 
Settlement Networks.

“e-Payment Gateway” means the payment service that allows the Merchant to 
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participate in acceptance of the Card Transactions made by Customers via 
certain electronic access methods.

“Equipment” means the electronic devices made available by the Bank to the 
Merchant in order to process the Card Transactions.

“Interchange Fee” means the fee that is paid daily by the Bank to VISA, 
MasterCard or any other association for entering Sales Records and Credit 
Records into their respective Settlement Networks.

“Issuing Bank” means the Cardholder’s bank, or the bank that has issued a 
Card.

“ITA” means the Sultanate of Oman’s Information Technology Authority.

“Merchant Account Number” means the number assigned and issued by the 
Bank to the Merchant, if and only if, the Merchant is approved and this 
Agreement is accepted by the Bank that numerically identifies the Merchant 
to the Bank for accounting, billing, customer service and other related 
purposes in connection with the Services. Issuance of the approved Merchant 
Account Number to the Merchant will evidence the acceptance and approval 
of the Merchant of the provisions of this Agreement.

“Merchant Reserve Account” or “Reserve Account” means an account 
established at and managed by the Bank for the deposit of the funds received 
from the Merchant pursuant to this Agreement as collateral to protect the 
Bank against actual or contingent liability or losses (i.e. reserves) that might be 
incurred by the Bank should the Merchant be unable or fail to pay 
Chargebacks, adjustments, fees and other charges and obligations due to the 
Bank under this Agreement.

“Monthly Sales Processing Volume” or “Monthly Sales Volume” means the 
gross Omani Rial (OMR) amount of Card Sales Records, before return, refund, 
or exchange that are generated by the Merchant and processed by the Bank 
during a calendar month pursuant to this Agreement.

“Products” means goods and/or services sold, rented or rendered by the 
Merchant.

“Recurring Transaction” means a transaction whereby the Merchant charges 
a Cardholder’s Card periodically for recurring goods or services (e.g., monthly 
insurance premiums, yearly subscriptions, annual membership fees) that are 
to be delivered or performed periodically.

“Rules” means the written rules and regulations, system manuals, procedures 
and requirements, releases and interpretations thereof and other 
requirements (whether contractual or otherwise) imposed or adopted by any 
Association (including without limitation VISA, MasterCard, Diners Club and 
American Express) as the same may be amended from time to time. The Bank 
shall provide the relevant Rules to the Merchant and advise the Merchant in 
prior notice via written communication whenever there is any change to the 
Rules.

“Sales Record” means all documents or the electronic record of such 
documents used to evidence the sale of Products through the use of the 
Cards. The format for each Sales Record must be approved by the Bank.

“Services” means the acquiring activities undertaken by the Bank (including 
by or through authorized third party service providers) to acquire and settle 
VISA, MasterCard, Diners Club and American Express Card Transactions 
undertaken by Cardholders at the Merchant’s Internet website for 
Goods/Services purchase, whose business is registered in the Sultanate of 
Oman, and all other activities necessary for the Bank to perform the functions 
required by this Agreement for all other cards, if any, that may be covered by 
this Agreement.

“Transaction” means the initiation of a sale inquiry or a consummation of a 
sale/rental of Products or of a credit to a Cardholder by the Merchant by 
means of a Sales Record or Credit Record, respectively.

“Transmittal” means the process whereby Sales Records and Credit Records 
are electronically transferred in the form of electronic records.

These Internet Acquiring Services terms and conditions govern the 
relationship between the Bank and the Merchant for all the Merchant’s 
Products and Services available on the Internet.

These Internet Acquiring Services terms and conditions expressly govern, 
without limitation, software products, hosting services, secure payment 
gateway services and related support and maintenance services obtained 
through the Bank in connection with the Merchant’s Products available on the 
Internet.

The Merchant understands and agrees that it may be required to enter into 
additional specific agreements for software products, hosting services or 
other e-Commerce products and services as the Bank nay determine at its sole 
discretion.

2. HONORING CARDS. 

The Merchant shall follow the procedures for Card acceptance in the manner 
provided for under this Agreement in connection with each Transaction and 
shall fully comply with and abide by all applicable Rules, as amended from 
time to time by the Associations and as accordingly advised by the Bank 
through written communication within a reasonable advance notice period. 

While honoring Card, the Merchant shall abide by the terms and conditions set 
out in this Agreement, the Rules and the following VISA and MasterCard 
instructions: the Merchant (i) shall honor, without discrimination, all valid 
Cards when properly presented as payment by a bona fide Cardholder for a 
bona fide Transaction; (ii) shall not establish procedures that discourage, 
favor, or discriminate against the use of any particular Card. If the Merchant 
does not deal with the public at large (e.g. a private club), the Merchant must 
honor all valid Cards of Cardholders who have purchasing privileges or 
memberships with the Merchant; (iii) shall not establish minimum or maximum 
Transaction amounts as a condition for accepting Cards; (iv) shall not impose 
any surcharge or fee for accepting a Card or establish any special conditions 
for accepting a Card; (v) unless permitted under the Rules, the Merchant shall 
not require a Cardholder to provide any personal information, such as a home 
or business address or telephone number, or a driver’s license or other proof 
of identification as a condition of honoring a Card, unless instructed by the 
Bank. The exception to this is for a mail/telephone order or delivery required 
Transaction; (vi) any taxes that the Merchant collects (and any other similar 
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handling fees) must be included in the total Transaction amount and not 
collected separately in cash nor processed as an additional Transaction; (vii) 
shall not indicate that Visa, MasterCard or any other Association endorses its 
goods or services; and (viii) Shall adequately display Visa, MasterCard and, if 
applicable, other Association decals and program marks on the promotional 
materials as required by any Association Rules.

3. AUTHORIZATIONS.

The Merchant understands and acknowledges that an Authorization only 
confirms the availability of the Cardholder’s credit at the time of the 
Authorization, and as such does not warrant that the person presenting the 
Card is the rightful Cardholder, nor is it an unconditional promise, guarantee or 
representation by the Bank that a Transaction is or will be deemed valid and 
not subject to dispute, debit or Chargeback.

The Merchant understands that, without limitation thereto, processing of 
Transactions when a Card is not present may result in an exception to normal 
processing, including if, unauthorized software or direct data transmission 
information results in erroneously transmitted data; and the Merchant further 
understands and agrees that, failure to abide by the procedures and Rules, 
including without limitation, those set forth below (which are in addition to 
and not in lieu of the Rules and/or terms of this Agreement), may subject the 
Merchant to increased risk of possible Chargeback, penal charges and/or 
termination of this Agreement.

The Bank shall endeavor to increase the protection of the Merchant by 
enrolling the Merchant for 3D secure authentication processing with the 
respective Card Associations.

The Merchant: (i) shall authorize all Transactions and refrain from setting any 
floor limits to the Transactions; (ii) failure to authorize sales Transaction may 
result in a Chargeback and/or the termination of this Agreement; (iii) the 
Merchant may not attempt to obtain multiple Authorizations for a single 
Transaction; (iv) authorizations cannot be “forced in” by reducing the 
Transaction amount to find an approved authorized amount; and (v) For 
Cards other than VISA and MasterCard (if any, that the Bank have expressly 
approved for the Services), the Merchant shall follow the procedures and 
Rules for Authorization and acceptance for each such other Card Association.

In case the Merchant engages in the practice of delayed delivery or accepting 
deposits, then the Merchant shall respect the following additional Rules and 
requirements (in addition to, and not in lieu of, other applicable procedures 
and Rules) to obtain Authorization for any delayed delivery or deposit balance 
Transaction Authorization:  where merchandise is to be shipped or services 
provided at a later date, an Authorization is considered to be valid if: (i) the 
merchandise shipping date is within seven (7) calendar days of the date 
Authorization was obtained or the services are provided; and (ii) the 
Transaction amount does not exceed the authorized amount plus fifteen 
percent (15%), representing shipping costs. In any case, all Transactions with 
an Authorization dated more than fifteen (15) days or the agreed time 
required for shipment or services between the Merchant and the Cardholder 
prior to the shipping date or date services are rendered, may result in an 
increased risk of Chargeback, and in case of a dispute, a copy of the 
agreement between the Merchant and the Cardholder shall be provided to the 
Bank.

4. PAYMENTS SETTLEMENT.

The Merchant shall at all times maintain a Settlement Account with the Bank 
or with another financial institution of the Merchant’s choice provided that 
such financial institution: (i) belongs to the Central Bank of Oman; (ii) is a 
member of the Automated Clearing House (the “ACH”) network; (iii) can 
accept ACH transactions; and (iv) is in position to debit and/or credit funds in 
the frequency agreed upon between the Bank and the Merchant.

Funds due to the Merchant for Transactions shall be processed and 
transferred to the Settlement Account in the frequency agreed upon between 
the Bank and the Merchant.

Merchants having their Settlement Account maintained by the Bank shall 
allow the Bank to directly credit/debit such Settlement Account to settle 
funds payment corresponding to all Sales Records, Credit Records and any 
applicable charges thereto; and the Bank shall credit the net amount of Sales 
Record to such Settlement Account after deducting discount fees from the 
settlement amounts and any other recovery of dues such as Chargebacks and 
fraud related charges.

Merchants having their Settlement Account maintained by another financial 
institution shall allow the Bank to settle funds payment for the Merchant by 
sending payment request via the ACH system to the financial institution for 
crediting/debiting to the Settlement Account; and in such case, shall 
authorizes such financial institution to e�ect all such net credit to the 
Settlement Account.

The Merchant shall provide a separate direct-debit authorization form to the 
financial institution where the Settlement Account is maintained knowing that 
such authorization shall be, without respect to the source of any funds in the 
Settlement Account, irrevocable and coupled with an interest, and shall 
remain in full force and e�ect until the Bank has given written notice to such 
financial institution that all monies due under this Agreement and any other 
agreements with the Bank have been paid in full. The Merchant further 
authorizes the Bank, at its sole discretion, to debit any other banking account 
maintained by the Merchant for any and all such amounts due by the Merchant 
to the bank. Alternatively, the Bank may elect to invoice the Merchant for any 
such amounts, net due thirty (30) days after the invoice date or on such earlier 
date as may be specified.

The Merchant hereby authorizes the Bank to access information from the 
Settlement Account and to initiate credit and/or debit entries and 
adjustments, as well as any credit entries made in error, to the Settlement 
Account by the ACH transfer process and/or through direct instructions to (or 
such other arrangements as we deem appropriate) the financial institution 
where the Settlement Account is maintained for amounts due under this 
Agreement and any other agreements with the Bank.

All settlements towards the Transactions shall be net of credits/refunds, 
adjustments, applicable Discount Fees when due, Chargebacks or other 
adjustments, charges and any other amounts then due from the Merchant.

The Merchant understands and hereby acknowledges that the Discount Fee is 
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earned at the time of the Transaction and is not subject to refund.

Within the first twenty four (24) hours after funds or any other payments due 
to the Merchant are credited to the Settlement Account, such funds shall be 
subject to, among other things, Chargebacks (including the Bank related 
losses) fees, assessments, and fines imposed by the Associations if any; and 
the Bank may debit or credit the Settlement Account for any deficiencies, 
overages, fees, fines, charges, and pending Chargebacks, or may deduct such 
amounts from any settlement funds due to the Merchant.

In the event that a payment is rejected by the Merchant’s bank or fails to arrive 
within five (5) Business Days after the Bank’s attempted ACH payment, the 
Bank may provide an option to issue cheques for any funds due to the 
Merchant until the ACH problem is resolved provided that all such payments 
and the resolution of all such issues are solely borne by the Merchant. Should 
the Merchant accept to avail cheques from the Bank, the Bank may charge a 
processing fee per cheque, notwithstanding any lesser amount shown in this 
Agreement.

The Merchant understand that due to the nature of the ACH and the electronic 
networks utilized for the movement of funds and the fact that not all banks 
belong to the ACH network payments to the Merchant can be delayed and 
therefore, the Bank cannot guarantee the timeliness with which any ACH 
payment may be credited by the Merchant’s Settlement Account.

The Bank shall not be liable for any delays in receipt of funds or errors in debit 
and credit entries caused by third parties, including but not limited to any 
Association or the Merchant’s financial institution, and the Merchant shall 
cooperate with the Bank to help resolve any problems in crediting/debiting 
the Settlement Account.

The Bank reserves the right to divert and hold all funds when the Bank is 
investigating the breach of any warranty, covenant, representation, or 
agreement by the Merchant or has reasonable cause to believe that the 
Merchant may have violated any provision of this Agreement and/or the Rules 
and/or is engaged in illegal, fraudulent or suspicious activity.

The Merchant hereby agrees to be bound by the terms of the operating rules 
of the automated clearing house system as in e�ect from time to time.

5. RETURNS AND CREDITS.

In case, during the term of this Agreement, any goods are accepted for return 
or any services are refunded, terminated or cancelled, or any price adjustment 
is allowed by the Merchant (other than involuntary refunds by airlines or other 
carriers when required by applicable tari�s and except where otherwise 
required by law or governmental regulations), the Merchant may not make 
any cash refund to the Cardholder and shall process a Credit Record 
Transaction within three (3) Business Days from the occurrence of such return, 
refund, cancellation or adjustment; and in such occurrence, the Merchant may 
not be entitled to any refund of any of the fees or charges associated with the 
original Transaction and initially due by the Merchant towards the Bank.

The Merchant shall date each Credit Record with the Transaction date 
including: (i) thereon a brief description of returned goods and/or refunded, 
terminated or cancelled services and/or prices adjusted; and (ii) the amount of 
credit in su�cient details to identify the Transaction; and provide the 
Cardholder with a completed copy of such Credit Record at the time of each 
return or cancellation of a Transaction.

With proper disclosure at the time of the Transaction, the Merchant may: (i) 
refuse to accept goods in return or exchange and refuse to issue a refund to a 
Cardholder; or (ii) accept the returned goods in exchange for the Merchant’s 
promise to deliver Products of equal or greater value available from the 
Merchant at no additional cost to the Cardholder. For the purposes of this 
paragraph, proper disclosure shall be deemed to have been given only if, at 
the time of the Transaction, the following notice appears on all copies of the 
Sales Record (or disclosure if Card is not present) in legible letters at least 
one-quarter (1/4) inch high and adjacent to the text stating “NO REFUND” or 
“EXCHANGE ONLY” or “IN STORE CREDIT ONLY” as applicable, or equivalent 
language. Even with this provision being adhered to it does not guarantee 
avoidance of Chargeback.

6. RESERVE ACCOUNT.

Notwithstanding any other provision to the contrary contained in this 
Agreement, the Merchant hereby expressly acknowledges that the Bank 
reserves the right to establish and the Merchant hereby authorizes the Bank to 
establish, at any time prior to, at, or after termination of this Agreement and 
with or without prior notice to the Merchant a non-interest bearing Reserve 
Account.

The Reserve Account funds may be used to cover Chargebacks, credits, fines, 
costs, assessments, and other obligations of the Merchant that are incurred 
under this Agreement.

The initial amount of the Reserve Account shall be set by the Bank in its sole 
discretion, based upon, but without limitation thereto, the Merchant’s 
processing history and the potential overall credit risk to the Bank.

At the Bank’s sole discretion the Reserve Account may be funded on a rolling 
reserve basis (the “Rolling Reserve”) from a portion (percentage) of the funds 
from each Transaction and/or by requiring a deposit of funds to the Reserve 
Account.

If a Reserve Account is required at the time that the Application is approved, 
the amount of the Reserve Account and the funding method (up-front 
deposit, fixed amount or Rolling Reserve), including the percentage applicable 
for each Sale Transaction and the number of months used for such Rolling 
Reserve shall be as stated on the Application unless otherwise modified and 
agreed upon in writing by the Merchant and the Bank.

If a Reserve Account is required at a later time, the Bank may establish the 
Reserve Account immediately and notify the Merchant of that fact (or any 
changes in the required reserve amount, funding method, Rolling Reserve 
percentage or period, or other terms).

The Merchant acknowledges and understands that the Reserve Account 
Maintenance Fee disclosed in the Application will be deducted on a monthly 
basis from funds in the said Reserve Account.

The Merchant hereby authorizes the Bank, without notice or demand, if the 
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Merchant fails to respond within a reasonable time as determined by the Bank, 
to o�set any related fees, losses, charges, costs and amounts for any other 
obligations of the Merchant due the Bank under this Agreement from and 
against the Merchant’s Reserve Account funds or any other deposit accounts 
of the Merchant maintained at any financial institution when adequate funds 
are not available in the Settlement Account or from funds otherwise due to the 
Merchant under this Agreement.

The Merchant hereby expresses in writing and hereby gives the necessary 
instructions and authorizations to permit such o�set by the Bank from any 
deposit accounts held by any financial institutions for the Merchant, and 
further releases such financial institutions from any liability for any good faith 
compliance with the express written instruction and authorization as set forth 
herein to permit such o�set by the Bank. The Merchant further agrees that 
such financial institutions may rely upon an executed copy of this Agreement 
as may be provided by the Bank for the purposes such o�set.

After payment or adequate provision for payment is made by the Merchant to 
the Bank for all obligations on the part of the Merchant to the Bank under this 
Agreement, including, without limitation, any and all amounts due for any 
payment gateway utilized by the Merchant under this Agreement and the 
Rules, the Merchant may request the Bank to disburse any and all funds due 
the Merchant remaining in the Reserve Account.

Unless otherwise agreed upon in writing by the Bank, such funds shall not be 
disbursed to the Merchant until the end of two hundred and seventy (270) 
days from the date of the last Chargeback or Transaction, whichever is later, 
unless the Bank in its sole and absolute discretion, has reasons to believe that 
Chargeback rights under the then applicable Rules may be longer than such 
two hundred and seventy (270) day period of time, in which event such funds 
may not be disbursed until the expiration of the period of time for such 
Chargeback rights.

If requested by the Merchant, the Bank shall set the date when funds available 
in the Reserve Account, held beyond such two hundred and seventy (270) day 
period as referenced above, may be released and shall notify the Merchant of 
such date. No funds held in the Reserve Account shall accrue or bear interest.

Without limiting the rights of the Bank set forth above, the Merchant 
acknowledges that the establishment of, or a change in the amount 
percentage or other terms of Reserve Account and/or increase to the 
Discount Fee or other Fees may, without limitation thereto, result from the 
Bank’s determination that any of the following has occurred: (a) the Merchant 
engages in any processing of charges which represents an overcharge to the 
Cardholder by duplication of charges; (b) any activity designed by the 
Merchant to circumvent a pre-requisite when attempting to process a 
Transaction for a Cardholder; (c) failure by the Merchant to fully disclose the 
true nature of its business to the Bank to permit a fully-informed decision as to 
the suitability of Merchant for approval of the Application and the acceptance 
of this Agreement; (d) failure by the Merchant to fully disclose the true 
ownership, or any change in such ownership, of the Merchant’s business entity; 
(e) processing by the Merchant of unauthorized charges; (g) processing by 
the Merchant of any credits through any Cardholder account; (h) any 
misrepresentation made by the Merchant in completion of the Application or 
any breach of any other covenant, warranty or representation of the Merchant 
contained in this Agreement, including, without limitation, a change of type of 
business without prior approval by the Bank; (i) the Merchant has 
Chargebacks which exceed one percent (1%) (as determined by the 
Associations and amended from time to time) of the total number of Sales 
Record Transactions completed by the Merchant in any given thirty (30) day 
calendar period, such thirty (30) day calendar period not limited to any 
specific monthly cycle; (j) excessive number of requests for retrieval of 
documentation; (k) excessive credits that exceed sale Transactions by ten 
percent (10%); (l) any form of financial instability or diminishment of the 
financial condition of the Merchant; or (m) whenever the Bank, in its sole 
discretion, believes that the Bank has a credit risk exposure and that recovery 
of any amounts due or which may become due from the Merchant, are in 
jeopardy or that the Bank may incur losses in connection with or related to the 
Services provided to the Merchant under this Agreement.

7. LIEN, SECURITY INTEREST AND SET-OFF.

The Merchant hereby grants the Bank a lien and security interest in and to any 
of the Merchant’s funds pertaining to the Transactions contemplated by this 
Agreement now or hereafter in the Bank’s possession, whether now or 
hereafter due or to become due to the Merchant for the purpose of securing 
the Merchant’s obligations towards the Bank and its a�liates under this 
Agreement and any other agreement for the provision of the Services or the 
furniture of the related equipment.

The Bank shall be entitled to set-o� against any amounts due and payable by 
the Merchant and not paid by the Merchant in the agreed upon manner any 
amounts held by the Bank for the account of the Merchant in with all the 
related charges being borne by the Merchant. In addition to the foregoing, the 
Merchant agrees that all cash, credit balances, goods and other assets 
including, but not limited to, precious metals whether coined or not, shares, 
stocks, bonds, notes, cheques, debentures, certificates of deposit, negotiable 
instruments including bills under collection and any other securities of any 
kind whatsoever, which are at the time being or could be in the future in the 
possession of the Bank, its custody or power, or deposited with or transferred 
to the Bank, its agents or any of its branches for the Merchant’s account 
whether held individually or jointly with any other person, including all rights 
and entitlements arising therefrom or attached thereto shall be charged as a 
continuing security in favor of the Bank and may be, in that sense, set o�, 
appropriated, sold or applied in or towards due payment to the Bank of all 
sums to the due satisfaction of all the obligations for which the Merchant is at 
the time being or in the future indebted or liable to the Bank on any account 
or in any manner whatsoever, and whether individually or jointly with any 
other person, and under whatever name or form.

The Merchant agrees to duly execute and deliver to the Bank such instruments 
and documents as may be reasonably requested to render enforceable such 
lien, security interest, right to set o�, recoupment and subordination set forth 
in this Agreement. 

8. REQUESTS FOR ADJUSTMENTS OR REFUNDS.

Requests for adjustments shall be made through a written notification to the 
Bank within thirty (30) days after any debit or credit is or should have been 
e�ected.
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If the Merchant notifies the Bank after such time period, the Bank may, in its 
absolute discretion, assist the Merchant, at its own expense, in investigating 
whether any adjustments are appropriate and whether any amounts are due 
to or from any other parties without any obligation on the back of the Bank to 
investigate or to continue such investigation or to carry out any future 
investigation or e�ect any such adjustments.

9. CHARGEBACKS.

The Merchant shall be responsible for any and all Chargebacks as well as 
Association fines, assessments and fees related to or arising out of such 
Chargebacks in the manner provided for in the Rules, and shall reimburse the 
Bank for and upon its demand, the face amount of such Chargebacks, fines, 
assessments and fees. Further, the Merchant shall be liable and shall reimburse 
the Bank for any and all return items, or other losses resulting from the 
Merchant’s failure to produce, within the applicable time limits, any Sales 
Records as it may be requested by the Bank. 

The Bank shall have the right to debit the Merchant’s incoming Chargebacks, 
through the Settlement Account or any other funds of the Merchant in the 
Bank’s direct or indirect control by reason of the security interest granted to 
Bank by the Merchant pursuant to Clause 15 of this Agreement, and to charge 
such Chargebacks to the Merchant, including without limitation, in any of the 
following situations: (a) where the Transaction is for a type of Product sold 
other than as disclosed in the Application and approved in advance by Bank 
and the sales Transaction was charged back; (b) where the goods have been 
returned or the services cancelled by a Cardholder and the Cardholder 
requested a Credit Record and such Credit Record was not processed by the 
Merchant within three (3) Business Days; and (c) where a Cardholder 
contends or disputes in writing to the Bank or to the Issuing Bank that: (i) the 
products were not received by the Cardholder; or (ii) the products received by 
a Cardholder do not conform to the description on the Sales Record; or (iii) 
the products were sold in a misleading fashion or manner by the Merchant; or 
(iv) the products were defective; or (v) the dispute reflects a claim or defense 
authorized against issuers or creditors by a governmental agency, a relevant 
statute or regulation; (vi) where a Sales Record or Credit Record was not 
received by the Bank as required in accordance with the terms of this 
Agreement or those of the Rules; (vii) where the Sales Record was not 
completed as required by this Agreement or by the Rules; (viii) the Cardholder 
has certified in writing to the Bank or to the Issuing Bank that the Cardholder 
did not make or authorize such a Transaction (ix) where the Issuing Bank or 
the Bank has information or belief that the Merchant fraud occurred at the 
time of the Transaction(s), whether or not such Transaction(s) was properly 
authorized by the Issuing Bank, and the Cardholder neither participated in nor 
authorized the Transaction(s); (x) in any other situation where the Sales 
Record was executed or depository credit was given to the Merchant in 
circumstances constituting a breach of any representation or warranty of the 
Merchant or in violation of the Rules, whether or not a Transaction is charged 
back by the Issuing Bank.

If, with respect to any one of the Merchant’s outlets, the amount of any Card 
counterfeit or fraud incidences becomes excessive, and in the sole and 
absolute discretion of Bank, the Merchant may be charged back for all 
Transactions terminated immediately for such cause, and the Merchant’s 
funds, including but not limited to those incoming Transactions; and those in 
the Merchant’s Account and Reserve Account shall be held pursuant to the 
provisions of this Agreement, including without limitation pursuant to the 
provisions of Clauses 6 and 7 of this Agreement.

The Bank shall have the right to assess the Chargeback Fee for each 
Chargeback plus the amount of any Chargeback fines or penalties assessed by 
the Associations against the Bank for Transactions arising from the activities 
of the Merchant, or any other charges as may be established by the Bank from 
time to time. Further, the Bank shall have the right to assess, at its sole and 
absolute discretion, the fee for processing any fines or penalties that may be 
charged by the Associations towards the Bank.

Should the Merchant agree to process any Transaction while the Card is not 
present, then the Merchant shall bear one hundred percent (100%) of the risk 
of Chargeback and any fees resulting from such Transaction as provided for 
under the Rules, and the Merchant shall, without limiting any other provisions 
in this Agreement, hold the Bank harmless from any losses, claims and costs 
arising from or associated with all such Transactions and/or Authorizations.

10. ADDITIONAL RULES FOR MAIL, TELEPHONE, E-COMMERCE (INTERNET) 
AND RECURRING TRANSACTIONS. 

The Merchant understands that Mail, Telephone and E-Commerce (Internet) 
orders and sale Transactions have substantially higher risk of Chargeback and 
Cardholder dispute than Card “present” (e.g. in a face-to-face) Transactions, 
as the Merchant will not have an imprinted or magnetically “swiped” 
Transaction with the Cardholder’s signature on the Sales Record; and as such, 
the Merchant shall be assuming a greater risk associated with accepting Card 
“not present” Transactions, including Mail, Telephone and E-Commerce 
(Internet) Transactions. The Merchant understands that Sales Records 
submitted for Mail, Telephone, Recurring Transactions, Pre-Authorized Orders 
and E-Commerce (Internet) Transactions are subject to Bank’s increased risk 
management and security review procedures and may result in delays or holds 
of funds being released to the Merchant.

The Merchant acknowledges that all mail order Transactions, telephone order 
Transactions, Recurring Transactions and E-Commerce (Internet) 
Transactions are di�cult to defend against Chargeback and agrees that it shall 
take reasonable precautions to protect against such Chargebacks, including, 
but not limited to the following: (i) delivering Products only to the 
Cardholder’s billing address where the Issuing Bank sends the Cardholder’s 
billing statement; (ii) using a delivery service that maintains shipping logs and 
requires signatures by a person receiving the Products; (iii) (iv) obtaining 
CVV2/CVC2 verification from the Issuing Bank if the Merchant processes 
Recurring Transactions and charges a Cardholder’s account periodically for 
recurring Products (e.g., monthly insurance premiums, yearly subscriptions, 
annual membership fees, etc.). The Merchant shall further (in addition to, and 
not in lieu of, other applicable procedures and Rules) comply with the 
following: (i) have the Cardholder complete and deliver to the Merchant a 
written request for such Products to be charged to the Cardholder’s account. 
The written request shall at least specify the Transaction amounts, the 
frequency of recurring charges and the duration of time for which the 
Cardholder’s permission is granted and be provided promptly in response to a 
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Cardholder’s request for copy; (ii) if the Recurring Transaction is renewed, 
then the Cardholder shall complete and deliver to the Merchant a subsequent 
written request for the continuation of such Products to be charged to the 
Cardholder’s account; (iii) the Merchant may not complete a Recurring 
Transaction after receiving a cancellation notice from the Cardholder or 
Issuing Bank or after a request for Authorization has been denied; (iv) the 
Merchant shall perform an AVS inquiry for at least the first Transaction and 
then annually thereafter, if applicable. The Merchant further understands that 
penalties can be assessed by the Associations for failure to comply with rules 
applicable to Recurring Payment transactions, and that a Recurring 
Transaction may not include partial payments for Products purchased in a 
single Transaction. No charges may be imposed in connection with a 
Recurring Transaction. In any case, all Transactions with an Authorization date 
more than fifteen (15) days prior to the shipping date or date services are 
rendered are subject to a greater risk of possible Chargeback.

In case the Merchant is an E-Commerce (Internet) merchant, and accepts 
orders via the Internet, the Merchant shall (in addition to, and not in lieu of, 
other applicable procedures and Rules) comply with the following: (a) post its 
privacy and security policies on its websites, where such policies shall be 
clearly marked for consumers to see and review; (b) the Merchant’s websites 
shall include all the following information in a prominent manner: (i) Complete 
description of the Products o�ered; (ii) returned Products and refund policy. 
If the Merchant does not o�er refunds or makes such other restrictions, the 
words “no refund”, or other appropriate terminology, shall be prominently and 
legibly written or typed or displayed on the Merchant’s websites for 
goods/service purchase used by the Merchant with respect to performance of 
this Agreement and provided to the customer; (iii) method for the 
Cardholders to acknowledge their acceptance of the terms and conditions for 
returned merchandise or for the refund policy, such acknowledgement should 
be in a format that complies with the Associations’ guidelines for proper 
disclosure; (iv) customer service contact, including email address and/or 
telephone number; (v) transaction currency; (vi) any applicable export or legal 
restrictions; (vii) delivery policy; (viii) consumer data privacy policy; and (ix) 
description of the Transaction security used on the Merchant’s website; and 
(c) use an Internet acquiring transaction indicator in order to identify the 
Internet Acquiring Transactions in the Authorization request and clearing 
record.

11. FEES AND CHARGES.

Fees payable by the Merchant in consideration of the Services shall include:

- Local Debit Cards : _________ %

  (Visa and Master Card) : _________ %

- All Other Cards : _________ %

- Monthly merchant maintenance fee @ OMR50 per month; and

- Other charges will be applied if mandated by Card Associations.

Settlements of Transactions shall be net of any credits/refunds, adjustments, 
applicable Discount Fees when due, Chargebacks and any other amounts then 
due from the Merchant.

All credits to the Merchant’s Settlement Account or other payments to the 
Merchant shall be provisional and are subject to, among other things, final 
audit, Chargebacks (including the Bank’s related losses), fees and fines 
imposed by the Associations; and the Merchant further allows the Bank to 
debit or credit the Settlement Account for any deficiencies, overages, fees and 
pending Chargebacks, and to deduct such amounts from any settlement funds 
due to the Merchant. Alternatively, the Bank may elect to invoice the Merchant 
for any such amounts, net due within thirty (30) days from the invoice date or 
on any such earlier date as may be specified by the Bank.

In case any fees due to the Bank are not paid within ten (10) days of their due 
date, the Bank may temporarily suspend the Services until the fees are paid in 
full. In such occurrence, the Merchant shall to pay three (3) months 
maintenance fee as a re-instatement fee to the Bank to re-activate the 
Services while in the temporary cancellation status. 

In case any fees due to the Bank are not paid within thirty (30) days of their 
due date, the Bank may temporarily cancel all services. In such occurrence, 
and in case the Merchant subsequently wishes to re-enroll for the Services, 
then the Merchant shall sign up as any new merchant and newly pay all the 
associated fees/charges.

12. FINES AND EXCESSIVE CHARGEBACK FEES.

The Merchant shall pay for and indemnify and hold harmless the Bank from 
any fines or penalties imposed on the Bank by any Association resulting from 
the Merchant’s activities, acts or omissions, Chargebacks and any other fees or 
fines imposed by an Association with respect to the Merchant’s acts or 
omissions, whether such activities occur or the fines, penalties, or other 
assessments are imposed, during or after the Term of this Agreement.

In case the Merchant’s Chargeback percentage for any line of business 
exceeds the estimated industry Chargeback percentage, as set out from time 
to time by the Bank in accordance with the Rules in order to reflect changes in 
the industry Chargeback percentage reported by the Associations, the 
Merchant shall, in addition to the Chargeback fees and any applicable 
Chargeback handling fees or fines, pay the Bank an excessive Chargeback fee 
in accordance to the Rules.

13. RETRIEVAL AND STORAGE OF SALES RECORDS, CREDIT RECORDS, 
TRANSACTION DATA AND INFORMATION.

The Merchant shall establish a system to store and maintain copies of Sales 
Records and Credit Records in such a manner so as to forward such sales 
Records and Credit Records to the Bank in no longer than two (2) working 
days from any request made by the Bank for such purpose. The failure to 
respond to such request constitutes a violation of this Agreement and may 
result in a Chargeback.

Should the Merchant deliver the requested Sales Records Sales Records and 
Credit Records longer than the timeframe described in the preceding 
paragraph while it has been established that such Sales Records or Credit 
Records constitutes a Chargeback to the Merchant, the Bank may levy the 
processing fees determined in the Rules in addition to such Chargeback fee.

AVS

15

11

50

30

10

3

30

12

13

2

The Merchant shall keep all Sales Records and Credit Records for at least 
twenty four (24) months from their occurrence for the perusal of the 
Associations.

14. TERM.

This Agreement shall enter into force from its signing date (the “E�ective 
Date”) and remain in force for twelve (12) consecutive months therefrom (the 
“Initial Term”).

The Initial Term shall be thereafter automatically renewed for additional 
twelve (12) consecutive months terms unless earlierterminated in accordance 
with the provisions of clause 15below.

15. TERMINATION.

Any Party may terminate this Agreement prior to the expiration of any running 
term by serving a thirty (30) days written notice provided that such notice 
shall be e�ective at the expiration of any running existing term.

Notwithstanding the above, the Bank, and in addition to any rights of 
immediate termination without notice as may be contained elsewhere in this 
Agreement, may terminate this Agreement, and at the Bank’s discretion, any 
merchant processing agreement(s) of any other business that is commonly 
owned or controlled by the Merchant for any reason or cause (or for no 
reason) whatsoever upon ten (10) Business Days prior written notice to the 
Merchant. Such termination shall become e�ective on the later of ten (10) 
Business Days from the date such notice is given in the manner prescribed for 
notices herein or the date specified in such notice.

The Bank may terminate this Agreement upon the occurrence of one or more 
of the events stated below (the “Events of Default”) upon serving a 
termination notice e�ective upon its serving to the Merchant. The following 
events (but not limited to the following) shall be considered as Events of 
Default: (a) the Bank determines that the Merchant’s type of business as 
indicated on the Application di�ers from the actual type of business the 
Merchant operates; (b) the Merchant moves or relocates to a new location 
without giving the Bank notice prior to, or within thirty (30) days after, the 
move; (c) The business as conducted by the Merchant could endanger the 
safety and/or soundness of the Bank; (d) the Merchant files for bankruptcy or 
is otherwise shown to be insolvent; (f) the Merchant has Chargebacks which 
exceed one percent (1%) of the total number of Transactions completed by 
Merchant in any thirty (30) calendar day period; (g) the Merchant owes money 
to Bank and fails to make a timely payment thereof; or (h) the Merchant 
breaches any of the provisions contained in this Agreement. 

Notwithstanding anything to the contrary in this Agreement, the parties 
hereby further agree and acknowledge that in addition to any other remedies 
contained in this Agreement or otherwise available under applicable law, if (a) 
the Merchant breaches this Agreement by improperly terminating it prior to 
the expiration of the Initial Term; or (b) if this Agreement is terminated by the 
Bank prior to the expiration of the Initial Term due to any Event of Default by 
the Merchant (both “Early Termination”), then in either event, the Bank shall 
su�er a substantial injury that is di�cult or impossible to accurately estimate. 
Consequently, and considering the costs that the Bank may incur by reason of 
such Early Termination, including without limitation those incurred in 
processing the Application and approving Merchant for the Services, and in an 
e�ort to liquidate in advance the sum that should represent such damages, 
the parties have agreed that the Merchant shall pay, as liquidated damages the 
sum of three hundred Omani Rials (OMR 300), which shall not be construed as 
a penalty.

Any and all obligations of any party to this Agreement to pay funds to another 
shall survive any expiration or termination of this Agreement.

16. CTMF (or MATCH FILE) TERMINATION RELATED PROVISIONS.

The Merchant expressly agrees that the Bank shall be entitled to report the 
business name(s) of the Merchant and the names and identification of its 
principals to the CTMF or MATCH File in the event that this Agreement is 
terminated because of one or more of the reasons specified in the Rules, which 
include without limitation, those that constitute an Events of Default under this 
Agreement.

17. REPRESENTATIONS AND WARRANTIES.

Without limiting any other warranties, covenants and agreements hereunder, 
the Merchant agrees, represents and warrants to the Bank that at all times 
during the term of this Agreement that: (a) it is lawfully engaged in the 
business described on the Application and is duly licensed under the laws of 
Oman; (b) it is fully compliant with all applicable laws, and with the Rules; (c) 
it will give prior notice to the Bank if it intends to change the nature of its 
business as indicated in the Application or to modify the ownership of the 
business; in which case, the Bank will have the right to terminate this 
Agreement or amend this Agreement accordingly; (d) all of its business 
locations engage in the same or substantially similar business activity as that 
listed in the Application; (e) it o�ers no enticements or incentives to 
Cardholders in connection with the sale of Merchant’s Products; (f) it will not 
use any personal Card owned by the Merchant, or any Card which the 
Merchant is authorized to purchase its own goods or service at the Merchant’s 
website. Such use is deemed a “cash advance” which is prohibited by the 
Rules and this Agreement and can result in immediate termination of this 
Agreement; (g) it uses both the name and address shown on the Application 
on all Sales Records and Credit Records and does not use any other name, 
unless a descriptor is used to further identify the Transaction and agreed to by 
the Bank; (h) it will not submit any Transaction that was previously charged 
back or declined; (i) it shall not, without the Cardholder’s prior written consent, 
sell, purchase, provide or exchange Card account information in the form of 
Sales Records, mailing lists, magnetic tapes or any other media obtained by 
reason of a Transaction to any third party other than Merchant’s agents for the 
purpose of assisting the Merchant in its business, or to the Bank or pursuant to 
any lawful government demand; (j) it has the authority to enter into this 
Agreement and that the person(s) signing on behalf of the Merchant is/are 
specifically authorized and directed to do so by the Merchant; and (k) as to 
each Transaction covered under this Agreement, the Merchant specifically 
represents and warrants that: (i) the Sales Transaction is valid in form and has 
been completed in accordance with all applicable requirements and the Rules; 
(ii) the Merchant has delivered the goods to the Cardholder or completed the 
service described on the Sales Record in accordance with the Merchant’s 
agreement with the Cardholder, and that Merchant has, in inventory, the 
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goods sold if not delivered at the time of sale; (iii) each Sales Record 
represents the Cardholder’s indebtedness for the total amount shown therein; 
(iv) the Merchant’s disclosure will clearly state that Cardholder has no defense 
right of o�set or counterclaim against the Merchant in connection with the 
purchase of the Products; (v) the Merchant has not charged the Cardholder 
directly or indirectly any separate or additional fee(s) such as a surcharge or 
portion of any discount or charge imposed upon the Merchant by this 
Agreement in connection with the Transaction other than as may be required 
by law (this Paragraph shall not, however, be construed as prohibiting 
discounts to customers or for charges such as bona fide commissions, fees for 
special handling or expedited services, postage and handling, and similar 
charges that are charged to the Cardholder regardless of the form of 
payment); (vi) each Transaction was placed by a person who is the Cardholder 
of the Card; (vii) has included all items of Products purchased in a single 
Transaction and the total amount on a single Sales Record; (viii) does not 
represent the refinancing of an existing obligation of the Cardholder including 
any obligation owed to the Merchant or arising from the dishonor of a personal 
cheque; (ix) is not a “cash advance”; and (x) the Merchant shall not submit any 
Transaction for entry into interchange, directly or indirectly, any Card 
Transaction that it knows to be fraudulent or not authorized by the 
Cardholder.

The Merchant understands and agrees that violation of any of the foregoing 
warranties, representations, covenants and agreements or otherwise provided 
in this Agreement, shall be an Event of Default, and may cause this Agreement 
to be immediately terminated, or subject to termination, have all funds placed 
into a Reserve Account pursuant to Clause 6 of this Agreement, and result in 
the Merchant placed on the Combined Terminated Merchant File (CTMF) or 
MATCH File pursuant to Clause 15of this Agreement.

18. INDEMNIFICATION.

The Merchant shall indemnify and hold the Bank, the Bank’sa�liates, o�cers, 
directors, employees, consultants, agents, service providers and licensors 
harmless from and against any and all association fines or fees (pursuant to 
Section 18 of this Agreement) and all losses, liabilities, damages and expenses 
(including attorney’s fees and collection costs) resulting from any breach of 
any warranty, covenant or agreement or any misrepresentation by the 
Merchant under this Agreement including, without limitation, a violation of the 
Rules, or arising out of the Merchant’s or the Merchant’s employees’ 
negligence or wilful misconduct, in connection with Card Transactions or 
otherwise arising from Merchant’s provision of Products to Cardholders, and 
any and all third party claims, liability, damages, and/or costs, including but 
not limited to attorney's fees, arising from: (i) any third-party claim, action, or 
allegation of infringement, misuse, or misappropriation based on information, 
data, files, or other materials submitted by the Merchant to the Bank and vice 
versa; (ii) any access of any other financial institutions, cards through the 
Equipmentor any action, omission, or any other cause or fault or misuse of the 
Equipment caused by the Merchant or any of its employees, o�cials, agents or 
representatives; (iii) any fraud, misrepresentation, manipulation, or other 
breach of this Agreement; and/or (iv) the Merchant’s violation of any law or 
rights of a third party.

In such occurrence, the Bank reserves the right, at its own expense, to assume 
the exclusive defence and control of any matter otherwise subject to 
indemnification by the Merchant, in which event the Merchant shall fully 
cooperate with the Bank in asserting any available defences.

The Merchant may not settle any action or claims on behalf of the Bank 
without the Bank’s prior written consent.

19. LIMITATION OF LIABILITY.

THIS AGREEMENT IS A SERVICE AGREEMENT. THE BANK DISCLAIMS ALL 
OTHER REPRESENTATIONS OR WARRANTIES, EXPRESS OR IMPLIED, 
MADE TO THE MERCHANT OR ANY OTHER PERSON, INCLUDING WITHOUT 
LIMITATION, ANY WARRANTIES REGARDING QUALITY, SUITABILITY, 
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OR 
OTHERWISE OF ANY SERVICES OR ANY GOODS PROVIDED INCIDENTAL 
TO THE SERVICES PROVIDED UNDER THIS AGREEMENT. 

NOTWITHSTANDING ANYTHING IN THIS AGREEMENT TO THE CONTRARY, 
IN NO EVENT SHALL THE BANK, OR ITS AFFILIATES OR ANY OF ITS 
RESPECTIVE DIRECTORS, OFFICERS, EMPLOYEES, AGENTS OR 
SUBCONTRACTORS, BE LIABLE UNDER ANY THEORY OFTORT, 
CONTRACT, STRICT LIABILITY OR OTHER LEGAL THEORY, FOR LOST 
PROFITS, LOST REVENUES, LOST BUSINESS OPPORTUNITIES, DELAYS IN 
THE RECEIPT OF FUNDS OR ERRORS IN DEBIT AND CREDIT ENTRIES 
CAUSED BY THIRD PARTIES INCLUDING ANY CARD ASSOCIATION AND/OR 
THE MERCHANT’S FINANCIAL INSTITUTION, EXEMPLARY, PUNITIVE, 
SPECIAL, INCIDENTAL, INDIRECT OR CONSEQUENTIALDAMAGES, EACH 
OF WHICH IS HEREBY EXCLUDED BY AGREEMENT OF THE PARTIES, 
REGARDLESS OF WHETHER SUCH DAMAGES WERE FORESEEABLE OR 
WHETHER ANY PARTY OR ANY ENTITY HAS BEEN ADVISED OF THE 
POSSIBILITY OF SUCH DAMAGES.

20.MONEY LAUNDERING PREVENTION.

The Bank may take whatever action it considers appropriate to meet any 
obligations, either in the Sultanate of Oman or elsewhere in the world, relating 
to the prevention of fraud, money laundering or terrorism financing and the 
provision of financial and other services to persons who may be subject to 
sanctions. 

Such actions include, but are not limited to, investigating, blocking and 
intercepting any Transaction particularly in the case of international transfer of 
funds; it may also include making enquiries to establish whether the Merchant 
and/or the Cardholder is subject to financial sanctions. 

The Bank shall not be liable for any loss, liability, delay or cost incurred by you 
as a result of such actions taken by it.

21. COMPLIANCE.

The Merchant shall comply and cause each of its employees to comply with 
this Agreement and all the applicable rules and regulations including, but not 
limited to, regulatory approvals and requirements applicable in the Sultanate 
of Oman by virtue of its obligations under this Agreement. The Merchant shall 
further conduct regular periodic monitoring of compliance with the regulatory 
requirements as instructed by the Bank from time to time.
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The Merchant shall comply with the Rules, including without limitation, those 
relating to Cardholder information security issues, non-disclosure of 
Cardholder information and Transaction documents, retention and storage of 
Cardholder and Transaction information and other security procedures 
adopted by the Associations.

The Merchant further confirms its agreement to abide by and fully comply 
with the CISP including the following procedures: (i) install and maintain a 
working network firewall to protect data accessible via the Internet; (ii) keep 
security patches up-to-date; Encrypt stored data; (iii) encrypt data sent across 
networks; (iv) use and regularly update anti-virus software; (v) restrict access 
to data by business “need to know”; (vi) assign a unique ID to each person 
with computer access to data; (vii) refrain from using vendor-supplied 
defaults for system passwords and other security parameters; (viii) track 
access data by unique ID; (ix) maintain a policy that addresses information 
security for employees and contractors; and (x) restrict physical access to 
Cardholder information. The Merchant understands that VISA may impose 
restrictions, fines, or prohibit the Merchant from participating in VISA 
programs if it is determined that the Merchant is non-compliant with the CISP. 
The Merchant may be required to comply with an audit to verify compliance 
with security procedures. The Merchant may seek compliance through 
adopting the relevant Payment Gateway functions, which are maintained to 
be CISP compliant.

The Merchant additionally confirms its agreement to abide by and fully 
comply with the following Transaction information security related 
procedures: (i) the sale or disclosure of databases containing Cardholder 
Account numbers, personal information, or other Card Transaction 
information to third parties is strictly prohibited by the Rules; (ii) unless the 
Merchant obtains consents from the Bank and each applicable Association, 
Issuing Bank and the Cardholder, the Merchant shall not use, disclose, sell or 
disseminate any Cardholder information obtained in connection with a Card 
Transaction (including without limitation, the names, addresses and Card 
account numbers of Cardholders, copies of imprinted Sales Records and/or 
Credit Records, mailing lists, magnetic tapes or other media obtained in 
connection with a Sales Record and/or Credit Record) except for purposes of 
authorizing, completing and settling Card Transactions and resolving any 
Chargebacks, retrieval requests or similar issues involving Card Transactions, 
other than pursuant to a court or governmental agency request, subpoena or 
order; (iii) proper controls for, limit access to, and render unreadable prior to 
discarding all records containing Cardholder account numbers and Card 
imprints shall be implemented by the Merchant; (iv) magnetic stripe data  shall 
not be retained and/or stored after a Transaction has been authorized; (v) 
electronically  captured signature of a Cardholder stored shall not be 
reproduced except upon a specific request of the Bank; (vi) all media 
containing Cardholder names, Cardholder account information, and other 
personal information, as well as Card imprints (such as Sales Records and 
Credit Records, auto rental agreements, and carbons) shall be stored in an 
area limited to selected personnel and, prior to discarding any such 
information, destroy it in a manner that renders the data unreadable; and (vii) 
in the event of the Merchant’s failure, including bankruptcy, insolvency, or 
other suspension of business operations, any materials that contain 
Cardholder account numbers, personal information, or Transaction 
information shall not be sold, transferred, or disclosed to third parties, and 
shall be returned to the Bank and/or destroyed upon acceptable proof of 
destruction to the Bank.

22.FORCE MAJEURE.

No party shall be liable for any default or delay in the performance of its 
obligations under this Agreement if and to the extent such default or delay is 
caused, directly or indirectly, by (i) fire, flood, elements of nature or other acts 
of God; (ii) any outbreak or escalation of hostilities, war, riots or civil disorders 
in any country; (iii) any act or omission of the other party or any government 
authority; (iv) any labor disputes (whether or not employees’ demands are 
reasonable or within the party’s power to satisfy); or (v) the non-performance 
by a third party for any similar cause beyond the reasonable control of such 
party, including without limitation, failures or fluctuations in 
telecommunications or other equipment.

In any such event, the non-performing party shall be excused from any further 
performance and observance of the obligations so a�ected only for as long as 
such circumstances prevail and such party continues to use commercially 
reasonable e�orts to recommence performance or observance as soon as 
practicable.

23.CONFIDENTIALITY.

The Merchant acknowledges that, pursuant to this Agreement, the Bank may 
provide to the Merchant information that is proprietary to the Bank. This 
includes any or all forms of media and information sent to the Merchant 
regardless of whether it is sent to the Merchant by email or in any another 
manner. 

The Merchant agrees to keep such proprietary information confidential and 
secure. The Merchant may not use, copy, adapt, alter all or part of the 
proprietary information which is disclosed or otherwise comes into its 
possession under or in relation to this Agreement and which is of a 
confidential nature. 

The Bank may disclose information to third parties pursuant to this Agreement 
in the following cases: (i) in order to comply with government or court orders; 
or (ii) if the Merchant gives the Bank a written permission to do so; or (iii) to 
enforce or defend the Bank’s rights in connection with this Agreement.

24.INTELLECTUAL PROPERTY.

Any data, information, logo, developed programs, or other information given 
to any Party by virtue of this Agreement or being associated with the 
personnel of any of the Parties shall remain the exclusive property of such 
Party.

The Merchant may not publish, release or make use of any data, information, 
logo, developed programs, or any other proprietary name and/or symbol of 
the Bank, VISA or MasterCard, unless the materials containing the same are 
provided to the Merchant by the Bank and/or are approved in advance by 
Bank, and, in either event, only while this Agreement is in e�ect, or until the 
Merchant is notified by the Bank or by VISA or MasterCard to cease usage.
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25.ADVERTISMENT.

The Merchant shall display the Banks’ advertising and promotional materials at 
noticeable points in the premises of the Merchant where the Equipment is 
installed. The Merchant further undertakes not to use any other material 
referring to the Bank or any other name, logo or design associated with the 
Cards without the Bank’s prior written consent.

26.ADDRESS AND NOTICES.

Unless otherwise provided herein, any notice, request, instruction or other 
document required permitted or to be given under this Agreement shall be in 
writing and if given by the Bank to the Merchant shall be deemed to have been 
given on the date and at the time the same shall be delivered personally or 
deposited in the postal system and addressed to the Merchant at the 
addresses on the execution page of this Agreement or at such other addresses 
as the Merchant may give to Bank from time to time by written notice, and if 
given by the Merchant to the Bank shall be deemed to have been given on the 
date and at the time the same shall be delivered personally or mailed by 
certified mail, postage prepaid with return receipt requested (such mailed 
notice to be e�ective on the date such receipt is acknowledged or refused)at 
the Bank’s address mentioned in its o�cial papers or at such other addresses 
as the Bank, as applicable, may give to the Merchant from time to time by 
written notice. Notice may also be sent by facsimile or email, and in such 
occurrence, such notice shall be deemed delivered at the date and time it was 
sent by either party to the other.

The Merchant shall keep the Bank informed about its business location at all 
times, during the Term of this Agreement, and, if the Bank holds Reserve 
Account funds for Merchant after the expiration or termination of this 
Agreement, then for such time until any Reserve Account funds are fully 
disbursed or applied by the Bank against amounts due from the Merchant.

27.FINANCIAL AND OTHER INFORMATION.

Upon request, Merchant will provide the Bank quarterly financial statements 
within forty-five (45) days after the end of each fiscal quarter and annual 
audited financial statements within ninety (90) days after the end of each 
fiscal year.

Such financial statements shall be prepared in accordance with generally 
accepted accounting principles. The Merchant shall also provide such other 
financial statements and other information concerning the Merchant’s 
business and its compliance with the terms and provisions of this Agreement 
as the Bank may reasonably request.

The Merchant authorizes the Bank to obtain from third parties financial and 
credit information relating to the Merchant in connection with its 
determination whether to accept this Agreement and the Bank’s continuing 
evaluation of the financial and credit status of the Merchant.

The Bank may also access and use information which the Merchant has 
provided to the Bank for any other reason. Upon request, the Merchant shall 
provide to the Bank or its representatives reasonable access to the Merchant’s 
facilities and records for the purpose of performing any inspection and/or 
copying of the Merchant’s books and/or records deemed appropriate.

The Merchant will provide the Bank with written notice of any judgment, writ, 
warrant of attachment, execution or levy against any substantial part 
(twenty-five percent (25%) or more in value) of Merchant’s total assets not 
later than three (3) days after Merchant becomes aware of the same.

28.MISCELLANEOUS.

The o�cial text of this Agreement shall be in Arabic. In the event of any 
dispute concerning the interpretation or construction of this Agreement, 
reference shall be made only to this Agreement as written in Arabic. Should it 
be required to translate this Agreement into the English language or any other 
language, the Arabic language version of this Agreement shall nevertheless 
prevail.

The headings and subheadings contained herein shall not be considered a part 
of this Agreement. Words in this Agreement that are in the singular include the 
plural and vice versa, unless the context requires otherwise.

This Agreement may be executed in multiple counterparts, all of which shall 
constitute one agreement.

This Agreement and its annexes are the entire agreement between the Bank 
and the Merchant concerning the Services provided by the Bank to the 
Merchant under this Agreement and supersede all previous agreements, 
communications, representations or discussions between the Bank and the 
Merchant relating to this Agreement. Any other banking agreements made 
between the Bank and the Merchant and/or any other obligations pertaining 
to the Merchant’s bank accounts held by the Bank shall remain unchanged.  

The Bank may change or cancel the one or more of the Services as described 
herein at any time without cause, subject to applicable laws and regulations 
and upon a seven (7) days’ written notice served to the Merchant prior to 
entry into force. The Merchant agrees to review such amendments 
immediately upon receipt of such notice, and in case a termination notice is 
not sent within the seven (7) days abovementioned term in accordance with 
the applicable terms and conditions of this Agreement, the content of such 
notice shall be e�ective at the expiry of such notice term.

Each of the terms of this Agreement is severable from the others and if one or 
more of them becomes void, illegal or unenforceable, the remainder will not be 
a�ected in any way. 

Subject as provided below, a person who is not a party to this Agreement has 
no right to enforce any provision of this Agreement. A�liates of the Bank 
which are not parties to this Agreement, and any sub-contractor of the Bank 
or its a�liates may nevertheless enforce this Agreement against the Merchant, 
subject to and in accordance with this Agreement and any applicable 
regulations and laws.

This Agreement shall be binding upon and inure to the benefit of the parties 
and their respective successors and assigns. 

The Parties to this Agreement do not require the consent of any person who 
is not party to this Agreement to rescind or vary this Agreement at any time.

All representations, warranties, covenants and indemnities shall survive the 
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expiration or termination of this Agreement. 

The Merchant shall review Operating Manuals concerning the procedures to 
be followed and prescribed forms to be used in carrying out the Transactions 
while using the Equipment as delivered along with the Equipment or published 
by the Bank on its website from time to time.

Personal Information Protection. Parties agree to comply with all applicable 
personal data protection and other laws to the same or similar purpose in all 
relevant jurisdictions.

The Bank shall provide the Merchant with statements via e-mail to the email 
address provided in this Agreement and as recorded in the Bank’s systems. 
Should the Merchant require paper or duplicate statements or any other 
additional documentation, then the Bank may charge an appropriate fee for 
the provision of such paper or duplicate statements or additional 
documentation.

Except in the case of manifest error, any Statement provided by the Bank shall 
be conclusive as to all matters of fact to which it refers. The Bank may only 
accept to consider disputes made to such Statements if submitted in writing 
within Thirty (30) days’ of receipt by the Merchant.

Neither the failure nor any delay on the part of the Bank to exercise any right, 
remedy, or privilege hereunder shall operate as a waiver or give rise to an 
estoppel nor be construed as an agreement to modify the terms of this 
Agreement, nor shall any single or partial exercise of any right, remedy, or 
privilege with respect to any occurrence to be construed as a waiver of such 
right, remedy, or privilege.

No waiver by a party hereunder shall be e�ective unless it is in writing and 
signed by the party making such waiver, and then such waiver shall apply only 
to the extent specifically stated in such writing. 

Any transfer or assignment of this Agreement by the Merchant, without the 
prior written consent of the Bank, by operation of law or otherwise, is voidable 
by the Bank. Furthermore, the Merchant shall indemnify and hold the Bank 
harmless from all liabilities, Chargebacks, expenses, costs, fees and fines 
arising from such transferee’s or assignee’s submission of Card transactions to 
the Bank for processing.

Subject to the Rules, the Bank shall only assign or transfer this Agreement and 
its rights and obligations hereunder and/or may delegate its duties hereunder, 
in whole or in part, to any third party, on the condition of receiving prior 
written consent by the Merchant.

Nothing in this Agreement shall be deemed to constitute a partnership 
between the Parties nor constitute either Party as being the agent of the other 
Party or otherwise entitle a Party to have authority to bind the other Party for 
any purpose other than the purpose contemplated in this Agreement.

During the Term of this Agreement, the Merchant shall not enter into any 
agreement or engage with any other service provider for the provision of 
Services similar to or competitive with the e-Payment Gateway Services 
subject of this Agreement.

29.LEGAL FEES AND COSTS.

The Merchant agrees to pay the legal fees and costs the Bank will incur in 
seeking legal advice in matters not in the ordinary course of the Services 
relationship established under this Agreement, including, without limitation, 
contract disputes, legal procedures, bankruptcy or similar events, whether the 
fees or costs are incurred during or after the Term of this Agreement.

30.GOVERNING LAW AND DISPUTE RESOLUTION.

This Agreement and any dispute, claim or issue arising out of or in connection 
with this Agreement, whether of a contractual or non-contractual nature, shall 
be governed by the laws of the Sultanate of Oman. Parties agree to 
irrevocably submit to the exclusive jurisdiction of the courts of the Sultanate 
of Oman.

For and on behalf Bank Dhofar

Mr. __________________________________________________

Position: __________________________________________________

Date: __________________________________________________

Signature: __________________________________________________

For and on behalf of Merchant

Mr. __________________________________________________

Position: __________________________________________________

Date: __________________________________________________

Signature: __________________________________________________
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This Internet Card Acquiring Services MERCHANT AGREEMENT, including the 
attached Merchant application (the “Application”) (which is an integral part 
hereof and is expressly integrated herein and made a part hereof) (collectively 
referred to as the “Agreement”) is entered into by and between BANK DHOFAR 
S.A.O.G (hereinafter referred to as the “Bank”) and the undersigned Merchant 
(hereinafter referred to as the “Merchant”).

PREAMBLE

WHEREAS, the Bank is engaged in the general banking business and is a 
full-fledged member of Visa International and MasterCard Worldwide, including, 
but not limited to, providing acquiring services to merchants that accept a valid 
card bearing the service mark of VISA, MasterCard, Diners Club or American 
Express (hereinafter each referred to as the “Card”) for payment for Products (as 
defined below).

WHEREAS, the Merchant desires to use the ITA’s Sultanate of Oman e-Payment 
Gateway services to authorize and process Card Transactions and use the 
Internet Acquiring Services (as defined below) provided by the Bank to settle 
Card Transactions for payment by Cardholders for Products obtained from the 
Merchant through the Internet.

NOW, THEREFORE, in consideration of the representations, covenants and/or 
promises made in this Agreement (including the Application), the parties hereby 
agree as follows:

1. RECITALS AND DEFINITIONS.

The Merchant hereby acknowledges and a�rms each of the Recitals 
contained above.

The parties agree that the Preamble as set forth herein is incorporated herein 
by reference and made a part of this Agreement.

The Merchant acknowledges that the signature of the Bank’s sales 
representative on the Application does not constitute an approval by the Bank 
of this Agreement and that this Agreement is not and shall not be e�ective 
until it has been approved by the Bank.

Such approval, if given, shall be evidenced by the issuance of an approved 
Merchant Account Number by the Bank to the Merchant.

Capitalized terms used in this Agreement shall have the meanings set forth 
herein, including the following capitalized terms set forth below:

“Merchant” means the person or the legal entity named in this Agreement and, 
if approved and accepted by the Bank, who enters into this Agreement with 
the Bank with the aim to use the Services.

“Association” means any entity formed to administer and promote the Cards 
(including without limitation VISA and MasterCard). 

“Authorization” means the approval given by, or on behalf of, the Issuing Bank 
to validate a Transaction for a Merchant or another a�liate bank. 

“Batch” means a day’s worth of Transactions, including Sales Records and 
Credit Records, to be processed by the Bank at end of each Business Day. 

“Business Day” means any day on which the Bank is open for business, other 
than Fridays & Saturdays or other bank holidays.

“Card” means a valid credit card or a valid debit card or a valid pre-paid card 
bearing the service mark of VISA, MasterCard, Diners Club or American 
Express.

“Cardholder” means the individual whose name is embossed on a valid Card 
and any authorized user of such Card.

“CISP” means the Cardholder Information Security Program implemented by 
VISA to protect Cardholder data. The (“CISP”) applies to the Merchant if the 
Merchant processes or stores Cardholder data as a result of Internet or 
Mail/Telephone acceptance of VISA Card account information. A copy of the 
complete VISA Cardholder Information Security Standards manual and a 
Self-Assessment Worksheet can be obtained online at www.visa.com/cisp.

“Chargeback” means the procedure by which a Sales Record or other indicia 
of a Card Transaction (or disputed portion thereof) is denied or returned to 
the Bank or to the Issuing Bank after it was entered into the appropriate 
settlement network for payment, in accordance with the Rules, for failing to 
comply with the Rules including, without limitation, Cardholder disputes, the 
liability of which falls on the Merchant.

“CTMF” or “MATCH File” means the combined terminated merchant file 
maintained by MasterCard and containing the business name(s) of merchants 
and the names and identification of principals of merchants which have had 
their merchant processing agreements terminated for one or more of the 
reasons specified in the Rules.

“Credit Record” means all documents or the electronic record of such 
documents used to evidence any refund or price adjustment given by the 
Merchant to a Cardholder for a previous sale Transaction, which must conform 
to the Rules. The format for each Credit Record must be approved by the 
Bank.

“SA” or “Settlement Account” means a direct deposit account open in a 
financial institution designated by the Merchant as the account to be debited 
and credited by the Bank for Card Transactions, and by the Bank for fees, 
Chargebacks, and other amounts due under or in connection with this 
Agreement.

“Discount Fee” means the amount charged to the Merchant for processing its 
daily Card Transactions, which is computed as a percentage of the gross 
amount of the Merchant’s Sales Records. Discount Fee shall not be reimbursed 
to the Merchant even when Merchant needs to perform any refund or price 
adjustment after the Sale Record is completed. Discount Fee shall be 
deducted from the gross sales amount acquired by the Bank on behalf of the 
Merchant, and the net credit shall be paid to the Settlement Account.

“Electronic Record” means data that is transcribed in a form acceptable to the 
Bank and suitable for electronic processing.

“Event of Default” means those events listed in Clause 15 of this Agreement. 
Settlement Networks.

“e-Payment Gateway” means the payment service that allows the Merchant to 
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participate in acceptance of the Card Transactions made by Customers via 
certain electronic access methods.

“Equipment” means the electronic devices made available by the Bank to the 
Merchant in order to process the Card Transactions.

“Interchange Fee” means the fee that is paid daily by the Bank to VISA, 
MasterCard or any other association for entering Sales Records and Credit 
Records into their respective Settlement Networks.

“Issuing Bank” means the Cardholder’s bank, or the bank that has issued a 
Card.

“ITA” means the Sultanate of Oman’s Information Technology Authority.

“Merchant Account Number” means the number assigned and issued by the 
Bank to the Merchant, if and only if, the Merchant is approved and this 
Agreement is accepted by the Bank that numerically identifies the Merchant 
to the Bank for accounting, billing, customer service and other related 
purposes in connection with the Services. Issuance of the approved Merchant 
Account Number to the Merchant will evidence the acceptance and approval 
of the Merchant of the provisions of this Agreement.

“Merchant Reserve Account” or “Reserve Account” means an account 
established at and managed by the Bank for the deposit of the funds received 
from the Merchant pursuant to this Agreement as collateral to protect the 
Bank against actual or contingent liability or losses (i.e. reserves) that might be 
incurred by the Bank should the Merchant be unable or fail to pay 
Chargebacks, adjustments, fees and other charges and obligations due to the 
Bank under this Agreement.

“Monthly Sales Processing Volume” or “Monthly Sales Volume” means the 
gross Omani Rial (OMR) amount of Card Sales Records, before return, refund, 
or exchange that are generated by the Merchant and processed by the Bank 
during a calendar month pursuant to this Agreement.

“Products” means goods and/or services sold, rented or rendered by the 
Merchant.

“Recurring Transaction” means a transaction whereby the Merchant charges 
a Cardholder’s Card periodically for recurring goods or services (e.g., monthly 
insurance premiums, yearly subscriptions, annual membership fees) that are 
to be delivered or performed periodically.

“Rules” means the written rules and regulations, system manuals, procedures 
and requirements, releases and interpretations thereof and other 
requirements (whether contractual or otherwise) imposed or adopted by any 
Association (including without limitation VISA, MasterCard, Diners Club and 
American Express) as the same may be amended from time to time. The Bank 
shall provide the relevant Rules to the Merchant and advise the Merchant in 
prior notice via written communication whenever there is any change to the 
Rules.

“Sales Record” means all documents or the electronic record of such 
documents used to evidence the sale of Products through the use of the 
Cards. The format for each Sales Record must be approved by the Bank.

“Services” means the acquiring activities undertaken by the Bank (including 
by or through authorized third party service providers) to acquire and settle 
VISA, MasterCard, Diners Club and American Express Card Transactions 
undertaken by Cardholders at the Merchant’s Internet website for 
Goods/Services purchase, whose business is registered in the Sultanate of 
Oman, and all other activities necessary for the Bank to perform the functions 
required by this Agreement for all other cards, if any, that may be covered by 
this Agreement.

“Transaction” means the initiation of a sale inquiry or a consummation of a 
sale/rental of Products or of a credit to a Cardholder by the Merchant by 
means of a Sales Record or Credit Record, respectively.

“Transmittal” means the process whereby Sales Records and Credit Records 
are electronically transferred in the form of electronic records.

These Internet Acquiring Services terms and conditions govern the 
relationship between the Bank and the Merchant for all the Merchant’s 
Products and Services available on the Internet.

These Internet Acquiring Services terms and conditions expressly govern, 
without limitation, software products, hosting services, secure payment 
gateway services and related support and maintenance services obtained 
through the Bank in connection with the Merchant’s Products available on the 
Internet.

The Merchant understands and agrees that it may be required to enter into 
additional specific agreements for software products, hosting services or 
other e-Commerce products and services as the Bank nay determine at its sole 
discretion.

2. HONORING CARDS. 

The Merchant shall follow the procedures for Card acceptance in the manner 
provided for under this Agreement in connection with each Transaction and 
shall fully comply with and abide by all applicable Rules, as amended from 
time to time by the Associations and as accordingly advised by the Bank 
through written communication within a reasonable advance notice period. 

While honoring Card, the Merchant shall abide by the terms and conditions set 
out in this Agreement, the Rules and the following VISA and MasterCard 
instructions: the Merchant (i) shall honor, without discrimination, all valid 
Cards when properly presented as payment by a bona fide Cardholder for a 
bona fide Transaction; (ii) shall not establish procedures that discourage, 
favor, or discriminate against the use of any particular Card. If the Merchant 
does not deal with the public at large (e.g. a private club), the Merchant must 
honor all valid Cards of Cardholders who have purchasing privileges or 
memberships with the Merchant; (iii) shall not establish minimum or maximum 
Transaction amounts as a condition for accepting Cards; (iv) shall not impose 
any surcharge or fee for accepting a Card or establish any special conditions 
for accepting a Card; (v) unless permitted under the Rules, the Merchant shall 
not require a Cardholder to provide any personal information, such as a home 
or business address or telephone number, or a driver’s license or other proof 
of identification as a condition of honoring a Card, unless instructed by the 
Bank. The exception to this is for a mail/telephone order or delivery required 
Transaction; (vi) any taxes that the Merchant collects (and any other similar 
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handling fees) must be included in the total Transaction amount and not 
collected separately in cash nor processed as an additional Transaction; (vii) 
shall not indicate that Visa, MasterCard or any other Association endorses its 
goods or services; and (viii) Shall adequately display Visa, MasterCard and, if 
applicable, other Association decals and program marks on the promotional 
materials as required by any Association Rules.

3. AUTHORIZATIONS.

The Merchant understands and acknowledges that an Authorization only 
confirms the availability of the Cardholder’s credit at the time of the 
Authorization, and as such does not warrant that the person presenting the 
Card is the rightful Cardholder, nor is it an unconditional promise, guarantee or 
representation by the Bank that a Transaction is or will be deemed valid and 
not subject to dispute, debit or Chargeback.

The Merchant understands that, without limitation thereto, processing of 
Transactions when a Card is not present may result in an exception to normal 
processing, including if, unauthorized software or direct data transmission 
information results in erroneously transmitted data; and the Merchant further 
understands and agrees that, failure to abide by the procedures and Rules, 
including without limitation, those set forth below (which are in addition to 
and not in lieu of the Rules and/or terms of this Agreement), may subject the 
Merchant to increased risk of possible Chargeback, penal charges and/or 
termination of this Agreement.

The Bank shall endeavor to increase the protection of the Merchant by 
enrolling the Merchant for 3D secure authentication processing with the 
respective Card Associations.

The Merchant: (i) shall authorize all Transactions and refrain from setting any 
floor limits to the Transactions; (ii) failure to authorize sales Transaction may 
result in a Chargeback and/or the termination of this Agreement; (iii) the 
Merchant may not attempt to obtain multiple Authorizations for a single 
Transaction; (iv) authorizations cannot be “forced in” by reducing the 
Transaction amount to find an approved authorized amount; and (v) For 
Cards other than VISA and MasterCard (if any, that the Bank have expressly 
approved for the Services), the Merchant shall follow the procedures and 
Rules for Authorization and acceptance for each such other Card Association.

In case the Merchant engages in the practice of delayed delivery or accepting 
deposits, then the Merchant shall respect the following additional Rules and 
requirements (in addition to, and not in lieu of, other applicable procedures 
and Rules) to obtain Authorization for any delayed delivery or deposit balance 
Transaction Authorization:  where merchandise is to be shipped or services 
provided at a later date, an Authorization is considered to be valid if: (i) the 
merchandise shipping date is within seven (7) calendar days of the date 
Authorization was obtained or the services are provided; and (ii) the 
Transaction amount does not exceed the authorized amount plus fifteen 
percent (15%), representing shipping costs. In any case, all Transactions with 
an Authorization dated more than fifteen (15) days or the agreed time 
required for shipment or services between the Merchant and the Cardholder 
prior to the shipping date or date services are rendered, may result in an 
increased risk of Chargeback, and in case of a dispute, a copy of the 
agreement between the Merchant and the Cardholder shall be provided to the 
Bank.

4. PAYMENTS SETTLEMENT.

The Merchant shall at all times maintain a Settlement Account with the Bank 
or with another financial institution of the Merchant’s choice provided that 
such financial institution: (i) belongs to the Central Bank of Oman; (ii) is a 
member of the Automated Clearing House (the “ACH”) network; (iii) can 
accept ACH transactions; and (iv) is in position to debit and/or credit funds in 
the frequency agreed upon between the Bank and the Merchant.

Funds due to the Merchant for Transactions shall be processed and 
transferred to the Settlement Account in the frequency agreed upon between 
the Bank and the Merchant.

Merchants having their Settlement Account maintained by the Bank shall 
allow the Bank to directly credit/debit such Settlement Account to settle 
funds payment corresponding to all Sales Records, Credit Records and any 
applicable charges thereto; and the Bank shall credit the net amount of Sales 
Record to such Settlement Account after deducting discount fees from the 
settlement amounts and any other recovery of dues such as Chargebacks and 
fraud related charges.

Merchants having their Settlement Account maintained by another financial 
institution shall allow the Bank to settle funds payment for the Merchant by 
sending payment request via the ACH system to the financial institution for 
crediting/debiting to the Settlement Account; and in such case, shall 
authorizes such financial institution to e�ect all such net credit to the 
Settlement Account.

The Merchant shall provide a separate direct-debit authorization form to the 
financial institution where the Settlement Account is maintained knowing that 
such authorization shall be, without respect to the source of any funds in the 
Settlement Account, irrevocable and coupled with an interest, and shall 
remain in full force and e�ect until the Bank has given written notice to such 
financial institution that all monies due under this Agreement and any other 
agreements with the Bank have been paid in full. The Merchant further 
authorizes the Bank, at its sole discretion, to debit any other banking account 
maintained by the Merchant for any and all such amounts due by the Merchant 
to the bank. Alternatively, the Bank may elect to invoice the Merchant for any 
such amounts, net due thirty (30) days after the invoice date or on such earlier 
date as may be specified.

The Merchant hereby authorizes the Bank to access information from the 
Settlement Account and to initiate credit and/or debit entries and 
adjustments, as well as any credit entries made in error, to the Settlement 
Account by the ACH transfer process and/or through direct instructions to (or 
such other arrangements as we deem appropriate) the financial institution 
where the Settlement Account is maintained for amounts due under this 
Agreement and any other agreements with the Bank.

All settlements towards the Transactions shall be net of credits/refunds, 
adjustments, applicable Discount Fees when due, Chargebacks or other 
adjustments, charges and any other amounts then due from the Merchant.

The Merchant understands and hereby acknowledges that the Discount Fee is 
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earned at the time of the Transaction and is not subject to refund.

Within the first twenty four (24) hours after funds or any other payments due 
to the Merchant are credited to the Settlement Account, such funds shall be 
subject to, among other things, Chargebacks (including the Bank related 
losses) fees, assessments, and fines imposed by the Associations if any; and 
the Bank may debit or credit the Settlement Account for any deficiencies, 
overages, fees, fines, charges, and pending Chargebacks, or may deduct such 
amounts from any settlement funds due to the Merchant.

In the event that a payment is rejected by the Merchant’s bank or fails to arrive 
within five (5) Business Days after the Bank’s attempted ACH payment, the 
Bank may provide an option to issue cheques for any funds due to the 
Merchant until the ACH problem is resolved provided that all such payments 
and the resolution of all such issues are solely borne by the Merchant. Should 
the Merchant accept to avail cheques from the Bank, the Bank may charge a 
processing fee per cheque, notwithstanding any lesser amount shown in this 
Agreement.

The Merchant understand that due to the nature of the ACH and the electronic 
networks utilized for the movement of funds and the fact that not all banks 
belong to the ACH network payments to the Merchant can be delayed and 
therefore, the Bank cannot guarantee the timeliness with which any ACH 
payment may be credited by the Merchant’s Settlement Account.

The Bank shall not be liable for any delays in receipt of funds or errors in debit 
and credit entries caused by third parties, including but not limited to any 
Association or the Merchant’s financial institution, and the Merchant shall 
cooperate with the Bank to help resolve any problems in crediting/debiting 
the Settlement Account.

The Bank reserves the right to divert and hold all funds when the Bank is 
investigating the breach of any warranty, covenant, representation, or 
agreement by the Merchant or has reasonable cause to believe that the 
Merchant may have violated any provision of this Agreement and/or the Rules 
and/or is engaged in illegal, fraudulent or suspicious activity.

The Merchant hereby agrees to be bound by the terms of the operating rules 
of the automated clearing house system as in e�ect from time to time.

5. RETURNS AND CREDITS.

In case, during the term of this Agreement, any goods are accepted for return 
or any services are refunded, terminated or cancelled, or any price adjustment 
is allowed by the Merchant (other than involuntary refunds by airlines or other 
carriers when required by applicable tari�s and except where otherwise 
required by law or governmental regulations), the Merchant may not make 
any cash refund to the Cardholder and shall process a Credit Record 
Transaction within three (3) Business Days from the occurrence of such return, 
refund, cancellation or adjustment; and in such occurrence, the Merchant may 
not be entitled to any refund of any of the fees or charges associated with the 
original Transaction and initially due by the Merchant towards the Bank.

The Merchant shall date each Credit Record with the Transaction date 
including: (i) thereon a brief description of returned goods and/or refunded, 
terminated or cancelled services and/or prices adjusted; and (ii) the amount of 
credit in su�cient details to identify the Transaction; and provide the 
Cardholder with a completed copy of such Credit Record at the time of each 
return or cancellation of a Transaction.

With proper disclosure at the time of the Transaction, the Merchant may: (i) 
refuse to accept goods in return or exchange and refuse to issue a refund to a 
Cardholder; or (ii) accept the returned goods in exchange for the Merchant’s 
promise to deliver Products of equal or greater value available from the 
Merchant at no additional cost to the Cardholder. For the purposes of this 
paragraph, proper disclosure shall be deemed to have been given only if, at 
the time of the Transaction, the following notice appears on all copies of the 
Sales Record (or disclosure if Card is not present) in legible letters at least 
one-quarter (1/4) inch high and adjacent to the text stating “NO REFUND” or 
“EXCHANGE ONLY” or “IN STORE CREDIT ONLY” as applicable, or equivalent 
language. Even with this provision being adhered to it does not guarantee 
avoidance of Chargeback.

6. RESERVE ACCOUNT.

Notwithstanding any other provision to the contrary contained in this 
Agreement, the Merchant hereby expressly acknowledges that the Bank 
reserves the right to establish and the Merchant hereby authorizes the Bank to 
establish, at any time prior to, at, or after termination of this Agreement and 
with or without prior notice to the Merchant a non-interest bearing Reserve 
Account.

The Reserve Account funds may be used to cover Chargebacks, credits, fines, 
costs, assessments, and other obligations of the Merchant that are incurred 
under this Agreement.

The initial amount of the Reserve Account shall be set by the Bank in its sole 
discretion, based upon, but without limitation thereto, the Merchant’s 
processing history and the potential overall credit risk to the Bank.

At the Bank’s sole discretion the Reserve Account may be funded on a rolling 
reserve basis (the “Rolling Reserve”) from a portion (percentage) of the funds 
from each Transaction and/or by requiring a deposit of funds to the Reserve 
Account.

If a Reserve Account is required at the time that the Application is approved, 
the amount of the Reserve Account and the funding method (up-front 
deposit, fixed amount or Rolling Reserve), including the percentage applicable 
for each Sale Transaction and the number of months used for such Rolling 
Reserve shall be as stated on the Application unless otherwise modified and 
agreed upon in writing by the Merchant and the Bank.

If a Reserve Account is required at a later time, the Bank may establish the 
Reserve Account immediately and notify the Merchant of that fact (or any 
changes in the required reserve amount, funding method, Rolling Reserve 
percentage or period, or other terms).

The Merchant acknowledges and understands that the Reserve Account 
Maintenance Fee disclosed in the Application will be deducted on a monthly 
basis from funds in the said Reserve Account.

The Merchant hereby authorizes the Bank, without notice or demand, if the 
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Merchant fails to respond within a reasonable time as determined by the Bank, 
to o�set any related fees, losses, charges, costs and amounts for any other 
obligations of the Merchant due the Bank under this Agreement from and 
against the Merchant’s Reserve Account funds or any other deposit accounts 
of the Merchant maintained at any financial institution when adequate funds 
are not available in the Settlement Account or from funds otherwise due to the 
Merchant under this Agreement.

The Merchant hereby expresses in writing and hereby gives the necessary 
instructions and authorizations to permit such o�set by the Bank from any 
deposit accounts held by any financial institutions for the Merchant, and 
further releases such financial institutions from any liability for any good faith 
compliance with the express written instruction and authorization as set forth 
herein to permit such o�set by the Bank. The Merchant further agrees that 
such financial institutions may rely upon an executed copy of this Agreement 
as may be provided by the Bank for the purposes such o�set.

After payment or adequate provision for payment is made by the Merchant to 
the Bank for all obligations on the part of the Merchant to the Bank under this 
Agreement, including, without limitation, any and all amounts due for any 
payment gateway utilized by the Merchant under this Agreement and the 
Rules, the Merchant may request the Bank to disburse any and all funds due 
the Merchant remaining in the Reserve Account.

Unless otherwise agreed upon in writing by the Bank, such funds shall not be 
disbursed to the Merchant until the end of two hundred and seventy (270) 
days from the date of the last Chargeback or Transaction, whichever is later, 
unless the Bank in its sole and absolute discretion, has reasons to believe that 
Chargeback rights under the then applicable Rules may be longer than such 
two hundred and seventy (270) day period of time, in which event such funds 
may not be disbursed until the expiration of the period of time for such 
Chargeback rights.

If requested by the Merchant, the Bank shall set the date when funds available 
in the Reserve Account, held beyond such two hundred and seventy (270) day 
period as referenced above, may be released and shall notify the Merchant of 
such date. No funds held in the Reserve Account shall accrue or bear interest.

Without limiting the rights of the Bank set forth above, the Merchant 
acknowledges that the establishment of, or a change in the amount 
percentage or other terms of Reserve Account and/or increase to the 
Discount Fee or other Fees may, without limitation thereto, result from the 
Bank’s determination that any of the following has occurred: (a) the Merchant 
engages in any processing of charges which represents an overcharge to the 
Cardholder by duplication of charges; (b) any activity designed by the 
Merchant to circumvent a pre-requisite when attempting to process a 
Transaction for a Cardholder; (c) failure by the Merchant to fully disclose the 
true nature of its business to the Bank to permit a fully-informed decision as to 
the suitability of Merchant for approval of the Application and the acceptance 
of this Agreement; (d) failure by the Merchant to fully disclose the true 
ownership, or any change in such ownership, of the Merchant’s business entity; 
(e) processing by the Merchant of unauthorized charges; (g) processing by 
the Merchant of any credits through any Cardholder account; (h) any 
misrepresentation made by the Merchant in completion of the Application or 
any breach of any other covenant, warranty or representation of the Merchant 
contained in this Agreement, including, without limitation, a change of type of 
business without prior approval by the Bank; (i) the Merchant has 
Chargebacks which exceed one percent (1%) (as determined by the 
Associations and amended from time to time) of the total number of Sales 
Record Transactions completed by the Merchant in any given thirty (30) day 
calendar period, such thirty (30) day calendar period not limited to any 
specific monthly cycle; (j) excessive number of requests for retrieval of 
documentation; (k) excessive credits that exceed sale Transactions by ten 
percent (10%); (l) any form of financial instability or diminishment of the 
financial condition of the Merchant; or (m) whenever the Bank, in its sole 
discretion, believes that the Bank has a credit risk exposure and that recovery 
of any amounts due or which may become due from the Merchant, are in 
jeopardy or that the Bank may incur losses in connection with or related to the 
Services provided to the Merchant under this Agreement.

7. LIEN, SECURITY INTEREST AND SET-OFF.

The Merchant hereby grants the Bank a lien and security interest in and to any 
of the Merchant’s funds pertaining to the Transactions contemplated by this 
Agreement now or hereafter in the Bank’s possession, whether now or 
hereafter due or to become due to the Merchant for the purpose of securing 
the Merchant’s obligations towards the Bank and its a�liates under this 
Agreement and any other agreement for the provision of the Services or the 
furniture of the related equipment.

The Bank shall be entitled to set-o� against any amounts due and payable by 
the Merchant and not paid by the Merchant in the agreed upon manner any 
amounts held by the Bank for the account of the Merchant in with all the 
related charges being borne by the Merchant. In addition to the foregoing, the 
Merchant agrees that all cash, credit balances, goods and other assets 
including, but not limited to, precious metals whether coined or not, shares, 
stocks, bonds, notes, cheques, debentures, certificates of deposit, negotiable 
instruments including bills under collection and any other securities of any 
kind whatsoever, which are at the time being or could be in the future in the 
possession of the Bank, its custody or power, or deposited with or transferred 
to the Bank, its agents or any of its branches for the Merchant’s account 
whether held individually or jointly with any other person, including all rights 
and entitlements arising therefrom or attached thereto shall be charged as a 
continuing security in favor of the Bank and may be, in that sense, set o�, 
appropriated, sold or applied in or towards due payment to the Bank of all 
sums to the due satisfaction of all the obligations for which the Merchant is at 
the time being or in the future indebted or liable to the Bank on any account 
or in any manner whatsoever, and whether individually or jointly with any 
other person, and under whatever name or form.

The Merchant agrees to duly execute and deliver to the Bank such instruments 
and documents as may be reasonably requested to render enforceable such 
lien, security interest, right to set o�, recoupment and subordination set forth 
in this Agreement. 

8. REQUESTS FOR ADJUSTMENTS OR REFUNDS.

Requests for adjustments shall be made through a written notification to the 
Bank within thirty (30) days after any debit or credit is or should have been 
e�ected.
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If the Merchant notifies the Bank after such time period, the Bank may, in its 
absolute discretion, assist the Merchant, at its own expense, in investigating 
whether any adjustments are appropriate and whether any amounts are due 
to or from any other parties without any obligation on the back of the Bank to 
investigate or to continue such investigation or to carry out any future 
investigation or e�ect any such adjustments.

9. CHARGEBACKS.

The Merchant shall be responsible for any and all Chargebacks as well as 
Association fines, assessments and fees related to or arising out of such 
Chargebacks in the manner provided for in the Rules, and shall reimburse the 
Bank for and upon its demand, the face amount of such Chargebacks, fines, 
assessments and fees. Further, the Merchant shall be liable and shall reimburse 
the Bank for any and all return items, or other losses resulting from the 
Merchant’s failure to produce, within the applicable time limits, any Sales 
Records as it may be requested by the Bank. 

The Bank shall have the right to debit the Merchant’s incoming Chargebacks, 
through the Settlement Account or any other funds of the Merchant in the 
Bank’s direct or indirect control by reason of the security interest granted to 
Bank by the Merchant pursuant to Clause 15 of this Agreement, and to charge 
such Chargebacks to the Merchant, including without limitation, in any of the 
following situations: (a) where the Transaction is for a type of Product sold 
other than as disclosed in the Application and approved in advance by Bank 
and the sales Transaction was charged back; (b) where the goods have been 
returned or the services cancelled by a Cardholder and the Cardholder 
requested a Credit Record and such Credit Record was not processed by the 
Merchant within three (3) Business Days; and (c) where a Cardholder 
contends or disputes in writing to the Bank or to the Issuing Bank that: (i) the 
products were not received by the Cardholder; or (ii) the products received by 
a Cardholder do not conform to the description on the Sales Record; or (iii) 
the products were sold in a misleading fashion or manner by the Merchant; or 
(iv) the products were defective; or (v) the dispute reflects a claim or defense 
authorized against issuers or creditors by a governmental agency, a relevant 
statute or regulation; (vi) where a Sales Record or Credit Record was not 
received by the Bank as required in accordance with the terms of this 
Agreement or those of the Rules; (vii) where the Sales Record was not 
completed as required by this Agreement or by the Rules; (viii) the Cardholder 
has certified in writing to the Bank or to the Issuing Bank that the Cardholder 
did not make or authorize such a Transaction (ix) where the Issuing Bank or 
the Bank has information or belief that the Merchant fraud occurred at the 
time of the Transaction(s), whether or not such Transaction(s) was properly 
authorized by the Issuing Bank, and the Cardholder neither participated in nor 
authorized the Transaction(s); (x) in any other situation where the Sales 
Record was executed or depository credit was given to the Merchant in 
circumstances constituting a breach of any representation or warranty of the 
Merchant or in violation of the Rules, whether or not a Transaction is charged 
back by the Issuing Bank.

If, with respect to any one of the Merchant’s outlets, the amount of any Card 
counterfeit or fraud incidences becomes excessive, and in the sole and 
absolute discretion of Bank, the Merchant may be charged back for all 
Transactions terminated immediately for such cause, and the Merchant’s 
funds, including but not limited to those incoming Transactions; and those in 
the Merchant’s Account and Reserve Account shall be held pursuant to the 
provisions of this Agreement, including without limitation pursuant to the 
provisions of Clauses 6 and 7 of this Agreement.

The Bank shall have the right to assess the Chargeback Fee for each 
Chargeback plus the amount of any Chargeback fines or penalties assessed by 
the Associations against the Bank for Transactions arising from the activities 
of the Merchant, or any other charges as may be established by the Bank from 
time to time. Further, the Bank shall have the right to assess, at its sole and 
absolute discretion, the fee for processing any fines or penalties that may be 
charged by the Associations towards the Bank.

Should the Merchant agree to process any Transaction while the Card is not 
present, then the Merchant shall bear one hundred percent (100%) of the risk 
of Chargeback and any fees resulting from such Transaction as provided for 
under the Rules, and the Merchant shall, without limiting any other provisions 
in this Agreement, hold the Bank harmless from any losses, claims and costs 
arising from or associated with all such Transactions and/or Authorizations.

10. ADDITIONAL RULES FOR MAIL, TELEPHONE, E-COMMERCE (INTERNET) 
AND RECURRING TRANSACTIONS. 

The Merchant understands that Mail, Telephone and E-Commerce (Internet) 
orders and sale Transactions have substantially higher risk of Chargeback and 
Cardholder dispute than Card “present” (e.g. in a face-to-face) Transactions, 
as the Merchant will not have an imprinted or magnetically “swiped” 
Transaction with the Cardholder’s signature on the Sales Record; and as such, 
the Merchant shall be assuming a greater risk associated with accepting Card 
“not present” Transactions, including Mail, Telephone and E-Commerce 
(Internet) Transactions. The Merchant understands that Sales Records 
submitted for Mail, Telephone, Recurring Transactions, Pre-Authorized Orders 
and E-Commerce (Internet) Transactions are subject to Bank’s increased risk 
management and security review procedures and may result in delays or holds 
of funds being released to the Merchant.

The Merchant acknowledges that all mail order Transactions, telephone order 
Transactions, Recurring Transactions and E-Commerce (Internet) 
Transactions are di�cult to defend against Chargeback and agrees that it shall 
take reasonable precautions to protect against such Chargebacks, including, 
but not limited to the following: (i) delivering Products only to the 
Cardholder’s billing address where the Issuing Bank sends the Cardholder’s 
billing statement; (ii) using a delivery service that maintains shipping logs and 
requires signatures by a person receiving the Products; (iii) (iv) obtaining 
CVV2/CVC2 verification from the Issuing Bank if the Merchant processes 
Recurring Transactions and charges a Cardholder’s account periodically for 
recurring Products (e.g., monthly insurance premiums, yearly subscriptions, 
annual membership fees, etc.). The Merchant shall further (in addition to, and 
not in lieu of, other applicable procedures and Rules) comply with the 
following: (i) have the Cardholder complete and deliver to the Merchant a 
written request for such Products to be charged to the Cardholder’s account. 
The written request shall at least specify the Transaction amounts, the 
frequency of recurring charges and the duration of time for which the 
Cardholder’s permission is granted and be provided promptly in response to a 
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Cardholder’s request for copy; (ii) if the Recurring Transaction is renewed, 
then the Cardholder shall complete and deliver to the Merchant a subsequent 
written request for the continuation of such Products to be charged to the 
Cardholder’s account; (iii) the Merchant may not complete a Recurring 
Transaction after receiving a cancellation notice from the Cardholder or 
Issuing Bank or after a request for Authorization has been denied; (iv) the 
Merchant shall perform an AVS inquiry for at least the first Transaction and 
then annually thereafter, if applicable. The Merchant further understands that 
penalties can be assessed by the Associations for failure to comply with rules 
applicable to Recurring Payment transactions, and that a Recurring 
Transaction may not include partial payments for Products purchased in a 
single Transaction. No charges may be imposed in connection with a 
Recurring Transaction. In any case, all Transactions with an Authorization date 
more than fifteen (15) days prior to the shipping date or date services are 
rendered are subject to a greater risk of possible Chargeback.

In case the Merchant is an E-Commerce (Internet) merchant, and accepts 
orders via the Internet, the Merchant shall (in addition to, and not in lieu of, 
other applicable procedures and Rules) comply with the following: (a) post its 
privacy and security policies on its websites, where such policies shall be 
clearly marked for consumers to see and review; (b) the Merchant’s websites 
shall include all the following information in a prominent manner: (i) Complete 
description of the Products o�ered; (ii) returned Products and refund policy. 
If the Merchant does not o�er refunds or makes such other restrictions, the 
words “no refund”, or other appropriate terminology, shall be prominently and 
legibly written or typed or displayed on the Merchant’s websites for 
goods/service purchase used by the Merchant with respect to performance of 
this Agreement and provided to the customer; (iii) method for the 
Cardholders to acknowledge their acceptance of the terms and conditions for 
returned merchandise or for the refund policy, such acknowledgement should 
be in a format that complies with the Associations’ guidelines for proper 
disclosure; (iv) customer service contact, including email address and/or 
telephone number; (v) transaction currency; (vi) any applicable export or legal 
restrictions; (vii) delivery policy; (viii) consumer data privacy policy; and (ix) 
description of the Transaction security used on the Merchant’s website; and 
(c) use an Internet acquiring transaction indicator in order to identify the 
Internet Acquiring Transactions in the Authorization request and clearing 
record.

11. FEES AND CHARGES.

Fees payable by the Merchant in consideration of the Services shall include:

- Local Debit Cards : _________ %

  (Visa and Master Card) : _________ %

- All Other Cards : _________ %

- Monthly merchant maintenance fee @ OMR50 per month; and

- Other charges will be applied if mandated by Card Associations.

Settlements of Transactions shall be net of any credits/refunds, adjustments, 
applicable Discount Fees when due, Chargebacks and any other amounts then 
due from the Merchant.

All credits to the Merchant’s Settlement Account or other payments to the 
Merchant shall be provisional and are subject to, among other things, final 
audit, Chargebacks (including the Bank’s related losses), fees and fines 
imposed by the Associations; and the Merchant further allows the Bank to 
debit or credit the Settlement Account for any deficiencies, overages, fees and 
pending Chargebacks, and to deduct such amounts from any settlement funds 
due to the Merchant. Alternatively, the Bank may elect to invoice the Merchant 
for any such amounts, net due within thirty (30) days from the invoice date or 
on any such earlier date as may be specified by the Bank.

In case any fees due to the Bank are not paid within ten (10) days of their due 
date, the Bank may temporarily suspend the Services until the fees are paid in 
full. In such occurrence, the Merchant shall to pay three (3) months 
maintenance fee as a re-instatement fee to the Bank to re-activate the 
Services while in the temporary cancellation status. 

In case any fees due to the Bank are not paid within thirty (30) days of their 
due date, the Bank may temporarily cancel all services. In such occurrence, 
and in case the Merchant subsequently wishes to re-enroll for the Services, 
then the Merchant shall sign up as any new merchant and newly pay all the 
associated fees/charges.

12. FINES AND EXCESSIVE CHARGEBACK FEES.

The Merchant shall pay for and indemnify and hold harmless the Bank from 
any fines or penalties imposed on the Bank by any Association resulting from 
the Merchant’s activities, acts or omissions, Chargebacks and any other fees or 
fines imposed by an Association with respect to the Merchant’s acts or 
omissions, whether such activities occur or the fines, penalties, or other 
assessments are imposed, during or after the Term of this Agreement.

In case the Merchant’s Chargeback percentage for any line of business 
exceeds the estimated industry Chargeback percentage, as set out from time 
to time by the Bank in accordance with the Rules in order to reflect changes in 
the industry Chargeback percentage reported by the Associations, the 
Merchant shall, in addition to the Chargeback fees and any applicable 
Chargeback handling fees or fines, pay the Bank an excessive Chargeback fee 
in accordance to the Rules.

13. RETRIEVAL AND STORAGE OF SALES RECORDS, CREDIT RECORDS, 
TRANSACTION DATA AND INFORMATION.

The Merchant shall establish a system to store and maintain copies of Sales 
Records and Credit Records in such a manner so as to forward such sales 
Records and Credit Records to the Bank in no longer than two (2) working 
days from any request made by the Bank for such purpose. The failure to 
respond to such request constitutes a violation of this Agreement and may 
result in a Chargeback.

Should the Merchant deliver the requested Sales Records Sales Records and 
Credit Records longer than the timeframe described in the preceding 
paragraph while it has been established that such Sales Records or Credit 
Records constitutes a Chargeback to the Merchant, the Bank may levy the 
processing fees determined in the Rules in addition to such Chargeback fee.
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The Merchant shall keep all Sales Records and Credit Records for at least 
twenty four (24) months from their occurrence for the perusal of the 
Associations.

14. TERM.

This Agreement shall enter into force from its signing date (the “E�ective 
Date”) and remain in force for twelve (12) consecutive months therefrom (the 
“Initial Term”).

The Initial Term shall be thereafter automatically renewed for additional 
twelve (12) consecutive months terms unless earlierterminated in accordance 
with the provisions of clause 15below.

15. TERMINATION.

Any Party may terminate this Agreement prior to the expiration of any running 
term by serving a thirty (30) days written notice provided that such notice 
shall be e�ective at the expiration of any running existing term.

Notwithstanding the above, the Bank, and in addition to any rights of 
immediate termination without notice as may be contained elsewhere in this 
Agreement, may terminate this Agreement, and at the Bank’s discretion, any 
merchant processing agreement(s) of any other business that is commonly 
owned or controlled by the Merchant for any reason or cause (or for no 
reason) whatsoever upon ten (10) Business Days prior written notice to the 
Merchant. Such termination shall become e�ective on the later of ten (10) 
Business Days from the date such notice is given in the manner prescribed for 
notices herein or the date specified in such notice.

The Bank may terminate this Agreement upon the occurrence of one or more 
of the events stated below (the “Events of Default”) upon serving a 
termination notice e�ective upon its serving to the Merchant. The following 
events (but not limited to the following) shall be considered as Events of 
Default: (a) the Bank determines that the Merchant’s type of business as 
indicated on the Application di�ers from the actual type of business the 
Merchant operates; (b) the Merchant moves or relocates to a new location 
without giving the Bank notice prior to, or within thirty (30) days after, the 
move; (c) The business as conducted by the Merchant could endanger the 
safety and/or soundness of the Bank; (d) the Merchant files for bankruptcy or 
is otherwise shown to be insolvent; (f) the Merchant has Chargebacks which 
exceed one percent (1%) of the total number of Transactions completed by 
Merchant in any thirty (30) calendar day period; (g) the Merchant owes money 
to Bank and fails to make a timely payment thereof; or (h) the Merchant 
breaches any of the provisions contained in this Agreement. 

Notwithstanding anything to the contrary in this Agreement, the parties 
hereby further agree and acknowledge that in addition to any other remedies 
contained in this Agreement or otherwise available under applicable law, if (a) 
the Merchant breaches this Agreement by improperly terminating it prior to 
the expiration of the Initial Term; or (b) if this Agreement is terminated by the 
Bank prior to the expiration of the Initial Term due to any Event of Default by 
the Merchant (both “Early Termination”), then in either event, the Bank shall 
su�er a substantial injury that is di�cult or impossible to accurately estimate. 
Consequently, and considering the costs that the Bank may incur by reason of 
such Early Termination, including without limitation those incurred in 
processing the Application and approving Merchant for the Services, and in an 
e�ort to liquidate in advance the sum that should represent such damages, 
the parties have agreed that the Merchant shall pay, as liquidated damages the 
sum of three hundred Omani Rials (OMR 300), which shall not be construed as 
a penalty.

Any and all obligations of any party to this Agreement to pay funds to another 
shall survive any expiration or termination of this Agreement.

16. CTMF (or MATCH FILE) TERMINATION RELATED PROVISIONS.

The Merchant expressly agrees that the Bank shall be entitled to report the 
business name(s) of the Merchant and the names and identification of its 
principals to the CTMF or MATCH File in the event that this Agreement is 
terminated because of one or more of the reasons specified in the Rules, which 
include without limitation, those that constitute an Events of Default under this 
Agreement.

17. REPRESENTATIONS AND WARRANTIES.

Without limiting any other warranties, covenants and agreements hereunder, 
the Merchant agrees, represents and warrants to the Bank that at all times 
during the term of this Agreement that: (a) it is lawfully engaged in the 
business described on the Application and is duly licensed under the laws of 
Oman; (b) it is fully compliant with all applicable laws, and with the Rules; (c) 
it will give prior notice to the Bank if it intends to change the nature of its 
business as indicated in the Application or to modify the ownership of the 
business; in which case, the Bank will have the right to terminate this 
Agreement or amend this Agreement accordingly; (d) all of its business 
locations engage in the same or substantially similar business activity as that 
listed in the Application; (e) it o�ers no enticements or incentives to 
Cardholders in connection with the sale of Merchant’s Products; (f) it will not 
use any personal Card owned by the Merchant, or any Card which the 
Merchant is authorized to purchase its own goods or service at the Merchant’s 
website. Such use is deemed a “cash advance” which is prohibited by the 
Rules and this Agreement and can result in immediate termination of this 
Agreement; (g) it uses both the name and address shown on the Application 
on all Sales Records and Credit Records and does not use any other name, 
unless a descriptor is used to further identify the Transaction and agreed to by 
the Bank; (h) it will not submit any Transaction that was previously charged 
back or declined; (i) it shall not, without the Cardholder’s prior written consent, 
sell, purchase, provide or exchange Card account information in the form of 
Sales Records, mailing lists, magnetic tapes or any other media obtained by 
reason of a Transaction to any third party other than Merchant’s agents for the 
purpose of assisting the Merchant in its business, or to the Bank or pursuant to 
any lawful government demand; (j) it has the authority to enter into this 
Agreement and that the person(s) signing on behalf of the Merchant is/are 
specifically authorized and directed to do so by the Merchant; and (k) as to 
each Transaction covered under this Agreement, the Merchant specifically 
represents and warrants that: (i) the Sales Transaction is valid in form and has 
been completed in accordance with all applicable requirements and the Rules; 
(ii) the Merchant has delivered the goods to the Cardholder or completed the 
service described on the Sales Record in accordance with the Merchant’s 
agreement with the Cardholder, and that Merchant has, in inventory, the 
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goods sold if not delivered at the time of sale; (iii) each Sales Record 
represents the Cardholder’s indebtedness for the total amount shown therein; 
(iv) the Merchant’s disclosure will clearly state that Cardholder has no defense 
right of o�set or counterclaim against the Merchant in connection with the 
purchase of the Products; (v) the Merchant has not charged the Cardholder 
directly or indirectly any separate or additional fee(s) such as a surcharge or 
portion of any discount or charge imposed upon the Merchant by this 
Agreement in connection with the Transaction other than as may be required 
by law (this Paragraph shall not, however, be construed as prohibiting 
discounts to customers or for charges such as bona fide commissions, fees for 
special handling or expedited services, postage and handling, and similar 
charges that are charged to the Cardholder regardless of the form of 
payment); (vi) each Transaction was placed by a person who is the Cardholder 
of the Card; (vii) has included all items of Products purchased in a single 
Transaction and the total amount on a single Sales Record; (viii) does not 
represent the refinancing of an existing obligation of the Cardholder including 
any obligation owed to the Merchant or arising from the dishonor of a personal 
cheque; (ix) is not a “cash advance”; and (x) the Merchant shall not submit any 
Transaction for entry into interchange, directly or indirectly, any Card 
Transaction that it knows to be fraudulent or not authorized by the 
Cardholder.

The Merchant understands and agrees that violation of any of the foregoing 
warranties, representations, covenants and agreements or otherwise provided 
in this Agreement, shall be an Event of Default, and may cause this Agreement 
to be immediately terminated, or subject to termination, have all funds placed 
into a Reserve Account pursuant to Clause 6 of this Agreement, and result in 
the Merchant placed on the Combined Terminated Merchant File (CTMF) or 
MATCH File pursuant to Clause 15of this Agreement.

18. INDEMNIFICATION.

The Merchant shall indemnify and hold the Bank, the Bank’sa�liates, o�cers, 
directors, employees, consultants, agents, service providers and licensors 
harmless from and against any and all association fines or fees (pursuant to 
Section 18 of this Agreement) and all losses, liabilities, damages and expenses 
(including attorney’s fees and collection costs) resulting from any breach of 
any warranty, covenant or agreement or any misrepresentation by the 
Merchant under this Agreement including, without limitation, a violation of the 
Rules, or arising out of the Merchant’s or the Merchant’s employees’ 
negligence or wilful misconduct, in connection with Card Transactions or 
otherwise arising from Merchant’s provision of Products to Cardholders, and 
any and all third party claims, liability, damages, and/or costs, including but 
not limited to attorney's fees, arising from: (i) any third-party claim, action, or 
allegation of infringement, misuse, or misappropriation based on information, 
data, files, or other materials submitted by the Merchant to the Bank and vice 
versa; (ii) any access of any other financial institutions, cards through the 
Equipmentor any action, omission, or any other cause or fault or misuse of the 
Equipment caused by the Merchant or any of its employees, o�cials, agents or 
representatives; (iii) any fraud, misrepresentation, manipulation, or other 
breach of this Agreement; and/or (iv) the Merchant’s violation of any law or 
rights of a third party.

In such occurrence, the Bank reserves the right, at its own expense, to assume 
the exclusive defence and control of any matter otherwise subject to 
indemnification by the Merchant, in which event the Merchant shall fully 
cooperate with the Bank in asserting any available defences.

The Merchant may not settle any action or claims on behalf of the Bank 
without the Bank’s prior written consent.

19. LIMITATION OF LIABILITY.

THIS AGREEMENT IS A SERVICE AGREEMENT. THE BANK DISCLAIMS ALL 
OTHER REPRESENTATIONS OR WARRANTIES, EXPRESS OR IMPLIED, 
MADE TO THE MERCHANT OR ANY OTHER PERSON, INCLUDING WITHOUT 
LIMITATION, ANY WARRANTIES REGARDING QUALITY, SUITABILITY, 
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OR 
OTHERWISE OF ANY SERVICES OR ANY GOODS PROVIDED INCIDENTAL 
TO THE SERVICES PROVIDED UNDER THIS AGREEMENT. 

NOTWITHSTANDING ANYTHING IN THIS AGREEMENT TO THE CONTRARY, 
IN NO EVENT SHALL THE BANK, OR ITS AFFILIATES OR ANY OF ITS 
RESPECTIVE DIRECTORS, OFFICERS, EMPLOYEES, AGENTS OR 
SUBCONTRACTORS, BE LIABLE UNDER ANY THEORY OFTORT, 
CONTRACT, STRICT LIABILITY OR OTHER LEGAL THEORY, FOR LOST 
PROFITS, LOST REVENUES, LOST BUSINESS OPPORTUNITIES, DELAYS IN 
THE RECEIPT OF FUNDS OR ERRORS IN DEBIT AND CREDIT ENTRIES 
CAUSED BY THIRD PARTIES INCLUDING ANY CARD ASSOCIATION AND/OR 
THE MERCHANT’S FINANCIAL INSTITUTION, EXEMPLARY, PUNITIVE, 
SPECIAL, INCIDENTAL, INDIRECT OR CONSEQUENTIALDAMAGES, EACH 
OF WHICH IS HEREBY EXCLUDED BY AGREEMENT OF THE PARTIES, 
REGARDLESS OF WHETHER SUCH DAMAGES WERE FORESEEABLE OR 
WHETHER ANY PARTY OR ANY ENTITY HAS BEEN ADVISED OF THE 
POSSIBILITY OF SUCH DAMAGES.

20.MONEY LAUNDERING PREVENTION.

The Bank may take whatever action it considers appropriate to meet any 
obligations, either in the Sultanate of Oman or elsewhere in the world, relating 
to the prevention of fraud, money laundering or terrorism financing and the 
provision of financial and other services to persons who may be subject to 
sanctions. 

Such actions include, but are not limited to, investigating, blocking and 
intercepting any Transaction particularly in the case of international transfer of 
funds; it may also include making enquiries to establish whether the Merchant 
and/or the Cardholder is subject to financial sanctions. 

The Bank shall not be liable for any loss, liability, delay or cost incurred by you 
as a result of such actions taken by it.

21. COMPLIANCE.

The Merchant shall comply and cause each of its employees to comply with 
this Agreement and all the applicable rules and regulations including, but not 
limited to, regulatory approvals and requirements applicable in the Sultanate 
of Oman by virtue of its obligations under this Agreement. The Merchant shall 
further conduct regular periodic monitoring of compliance with the regulatory 
requirements as instructed by the Bank from time to time.
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The Merchant shall comply with the Rules, including without limitation, those 
relating to Cardholder information security issues, non-disclosure of 
Cardholder information and Transaction documents, retention and storage of 
Cardholder and Transaction information and other security procedures 
adopted by the Associations.

The Merchant further confirms its agreement to abide by and fully comply 
with the CISP including the following procedures: (i) install and maintain a 
working network firewall to protect data accessible via the Internet; (ii) keep 
security patches up-to-date; Encrypt stored data; (iii) encrypt data sent across 
networks; (iv) use and regularly update anti-virus software; (v) restrict access 
to data by business “need to know”; (vi) assign a unique ID to each person 
with computer access to data; (vii) refrain from using vendor-supplied 
defaults for system passwords and other security parameters; (viii) track 
access data by unique ID; (ix) maintain a policy that addresses information 
security for employees and contractors; and (x) restrict physical access to 
Cardholder information. The Merchant understands that VISA may impose 
restrictions, fines, or prohibit the Merchant from participating in VISA 
programs if it is determined that the Merchant is non-compliant with the CISP. 
The Merchant may be required to comply with an audit to verify compliance 
with security procedures. The Merchant may seek compliance through 
adopting the relevant Payment Gateway functions, which are maintained to 
be CISP compliant.

The Merchant additionally confirms its agreement to abide by and fully 
comply with the following Transaction information security related 
procedures: (i) the sale or disclosure of databases containing Cardholder 
Account numbers, personal information, or other Card Transaction 
information to third parties is strictly prohibited by the Rules; (ii) unless the 
Merchant obtains consents from the Bank and each applicable Association, 
Issuing Bank and the Cardholder, the Merchant shall not use, disclose, sell or 
disseminate any Cardholder information obtained in connection with a Card 
Transaction (including without limitation, the names, addresses and Card 
account numbers of Cardholders, copies of imprinted Sales Records and/or 
Credit Records, mailing lists, magnetic tapes or other media obtained in 
connection with a Sales Record and/or Credit Record) except for purposes of 
authorizing, completing and settling Card Transactions and resolving any 
Chargebacks, retrieval requests or similar issues involving Card Transactions, 
other than pursuant to a court or governmental agency request, subpoena or 
order; (iii) proper controls for, limit access to, and render unreadable prior to 
discarding all records containing Cardholder account numbers and Card 
imprints shall be implemented by the Merchant; (iv) magnetic stripe data  shall 
not be retained and/or stored after a Transaction has been authorized; (v) 
electronically  captured signature of a Cardholder stored shall not be 
reproduced except upon a specific request of the Bank; (vi) all media 
containing Cardholder names, Cardholder account information, and other 
personal information, as well as Card imprints (such as Sales Records and 
Credit Records, auto rental agreements, and carbons) shall be stored in an 
area limited to selected personnel and, prior to discarding any such 
information, destroy it in a manner that renders the data unreadable; and (vii) 
in the event of the Merchant’s failure, including bankruptcy, insolvency, or 
other suspension of business operations, any materials that contain 
Cardholder account numbers, personal information, or Transaction 
information shall not be sold, transferred, or disclosed to third parties, and 
shall be returned to the Bank and/or destroyed upon acceptable proof of 
destruction to the Bank.

22.FORCE MAJEURE.

No party shall be liable for any default or delay in the performance of its 
obligations under this Agreement if and to the extent such default or delay is 
caused, directly or indirectly, by (i) fire, flood, elements of nature or other acts 
of God; (ii) any outbreak or escalation of hostilities, war, riots or civil disorders 
in any country; (iii) any act or omission of the other party or any government 
authority; (iv) any labor disputes (whether or not employees’ demands are 
reasonable or within the party’s power to satisfy); or (v) the non-performance 
by a third party for any similar cause beyond the reasonable control of such 
party, including without limitation, failures or fluctuations in 
telecommunications or other equipment.

In any such event, the non-performing party shall be excused from any further 
performance and observance of the obligations so a�ected only for as long as 
such circumstances prevail and such party continues to use commercially 
reasonable e�orts to recommence performance or observance as soon as 
practicable.

23.CONFIDENTIALITY.

The Merchant acknowledges that, pursuant to this Agreement, the Bank may 
provide to the Merchant information that is proprietary to the Bank. This 
includes any or all forms of media and information sent to the Merchant 
regardless of whether it is sent to the Merchant by email or in any another 
manner. 

The Merchant agrees to keep such proprietary information confidential and 
secure. The Merchant may not use, copy, adapt, alter all or part of the 
proprietary information which is disclosed or otherwise comes into its 
possession under or in relation to this Agreement and which is of a 
confidential nature. 

The Bank may disclose information to third parties pursuant to this Agreement 
in the following cases: (i) in order to comply with government or court orders; 
or (ii) if the Merchant gives the Bank a written permission to do so; or (iii) to 
enforce or defend the Bank’s rights in connection with this Agreement.

24.INTELLECTUAL PROPERTY.

Any data, information, logo, developed programs, or other information given 
to any Party by virtue of this Agreement or being associated with the 
personnel of any of the Parties shall remain the exclusive property of such 
Party.

The Merchant may not publish, release or make use of any data, information, 
logo, developed programs, or any other proprietary name and/or symbol of 
the Bank, VISA or MasterCard, unless the materials containing the same are 
provided to the Merchant by the Bank and/or are approved in advance by 
Bank, and, in either event, only while this Agreement is in e�ect, or until the 
Merchant is notified by the Bank or by VISA or MasterCard to cease usage.
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25.ADVERTISMENT.

The Merchant shall display the Banks’ advertising and promotional materials at 
noticeable points in the premises of the Merchant where the Equipment is 
installed. The Merchant further undertakes not to use any other material 
referring to the Bank or any other name, logo or design associated with the 
Cards without the Bank’s prior written consent.

26.ADDRESS AND NOTICES.

Unless otherwise provided herein, any notice, request, instruction or other 
document required permitted or to be given under this Agreement shall be in 
writing and if given by the Bank to the Merchant shall be deemed to have been 
given on the date and at the time the same shall be delivered personally or 
deposited in the postal system and addressed to the Merchant at the 
addresses on the execution page of this Agreement or at such other addresses 
as the Merchant may give to Bank from time to time by written notice, and if 
given by the Merchant to the Bank shall be deemed to have been given on the 
date and at the time the same shall be delivered personally or mailed by 
certified mail, postage prepaid with return receipt requested (such mailed 
notice to be e�ective on the date such receipt is acknowledged or refused)at 
the Bank’s address mentioned in its o�cial papers or at such other addresses 
as the Bank, as applicable, may give to the Merchant from time to time by 
written notice. Notice may also be sent by facsimile or email, and in such 
occurrence, such notice shall be deemed delivered at the date and time it was 
sent by either party to the other.

The Merchant shall keep the Bank informed about its business location at all 
times, during the Term of this Agreement, and, if the Bank holds Reserve 
Account funds for Merchant after the expiration or termination of this 
Agreement, then for such time until any Reserve Account funds are fully 
disbursed or applied by the Bank against amounts due from the Merchant.

27.FINANCIAL AND OTHER INFORMATION.

Upon request, Merchant will provide the Bank quarterly financial statements 
within forty-five (45) days after the end of each fiscal quarter and annual 
audited financial statements within ninety (90) days after the end of each 
fiscal year.

Such financial statements shall be prepared in accordance with generally 
accepted accounting principles. The Merchant shall also provide such other 
financial statements and other information concerning the Merchant’s 
business and its compliance with the terms and provisions of this Agreement 
as the Bank may reasonably request.

The Merchant authorizes the Bank to obtain from third parties financial and 
credit information relating to the Merchant in connection with its 
determination whether to accept this Agreement and the Bank’s continuing 
evaluation of the financial and credit status of the Merchant.

The Bank may also access and use information which the Merchant has 
provided to the Bank for any other reason. Upon request, the Merchant shall 
provide to the Bank or its representatives reasonable access to the Merchant’s 
facilities and records for the purpose of performing any inspection and/or 
copying of the Merchant’s books and/or records deemed appropriate.

The Merchant will provide the Bank with written notice of any judgment, writ, 
warrant of attachment, execution or levy against any substantial part 
(twenty-five percent (25%) or more in value) of Merchant’s total assets not 
later than three (3) days after Merchant becomes aware of the same.

28.MISCELLANEOUS.

The o�cial text of this Agreement shall be in Arabic. In the event of any 
dispute concerning the interpretation or construction of this Agreement, 
reference shall be made only to this Agreement as written in Arabic. Should it 
be required to translate this Agreement into the English language or any other 
language, the Arabic language version of this Agreement shall nevertheless 
prevail.

The headings and subheadings contained herein shall not be considered a part 
of this Agreement. Words in this Agreement that are in the singular include the 
plural and vice versa, unless the context requires otherwise.

This Agreement may be executed in multiple counterparts, all of which shall 
constitute one agreement.

This Agreement and its annexes are the entire agreement between the Bank 
and the Merchant concerning the Services provided by the Bank to the 
Merchant under this Agreement and supersede all previous agreements, 
communications, representations or discussions between the Bank and the 
Merchant relating to this Agreement. Any other banking agreements made 
between the Bank and the Merchant and/or any other obligations pertaining 
to the Merchant’s bank accounts held by the Bank shall remain unchanged.  

The Bank may change or cancel the one or more of the Services as described 
herein at any time without cause, subject to applicable laws and regulations 
and upon a seven (7) days’ written notice served to the Merchant prior to 
entry into force. The Merchant agrees to review such amendments 
immediately upon receipt of such notice, and in case a termination notice is 
not sent within the seven (7) days abovementioned term in accordance with 
the applicable terms and conditions of this Agreement, the content of such 
notice shall be e�ective at the expiry of such notice term.

Each of the terms of this Agreement is severable from the others and if one or 
more of them becomes void, illegal or unenforceable, the remainder will not be 
a�ected in any way. 

Subject as provided below, a person who is not a party to this Agreement has 
no right to enforce any provision of this Agreement. A�liates of the Bank 
which are not parties to this Agreement, and any sub-contractor of the Bank 
or its a�liates may nevertheless enforce this Agreement against the Merchant, 
subject to and in accordance with this Agreement and any applicable 
regulations and laws.

This Agreement shall be binding upon and inure to the benefit of the parties 
and their respective successors and assigns. 

The Parties to this Agreement do not require the consent of any person who 
is not party to this Agreement to rescind or vary this Agreement at any time.

All representations, warranties, covenants and indemnities shall survive the 
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expiration or termination of this Agreement. 

The Merchant shall review Operating Manuals concerning the procedures to 
be followed and prescribed forms to be used in carrying out the Transactions 
while using the Equipment as delivered along with the Equipment or published 
by the Bank on its website from time to time.

Personal Information Protection. Parties agree to comply with all applicable 
personal data protection and other laws to the same or similar purpose in all 
relevant jurisdictions.

The Bank shall provide the Merchant with statements via e-mail to the email 
address provided in this Agreement and as recorded in the Bank’s systems. 
Should the Merchant require paper or duplicate statements or any other 
additional documentation, then the Bank may charge an appropriate fee for 
the provision of such paper or duplicate statements or additional 
documentation.

Except in the case of manifest error, any Statement provided by the Bank shall 
be conclusive as to all matters of fact to which it refers. The Bank may only 
accept to consider disputes made to such Statements if submitted in writing 
within Thirty (30) days’ of receipt by the Merchant.

Neither the failure nor any delay on the part of the Bank to exercise any right, 
remedy, or privilege hereunder shall operate as a waiver or give rise to an 
estoppel nor be construed as an agreement to modify the terms of this 
Agreement, nor shall any single or partial exercise of any right, remedy, or 
privilege with respect to any occurrence to be construed as a waiver of such 
right, remedy, or privilege.

No waiver by a party hereunder shall be e�ective unless it is in writing and 
signed by the party making such waiver, and then such waiver shall apply only 
to the extent specifically stated in such writing. 

Any transfer or assignment of this Agreement by the Merchant, without the 
prior written consent of the Bank, by operation of law or otherwise, is voidable 
by the Bank. Furthermore, the Merchant shall indemnify and hold the Bank 
harmless from all liabilities, Chargebacks, expenses, costs, fees and fines 
arising from such transferee’s or assignee’s submission of Card transactions to 
the Bank for processing.

Subject to the Rules, the Bank shall only assign or transfer this Agreement and 
its rights and obligations hereunder and/or may delegate its duties hereunder, 
in whole or in part, to any third party, on the condition of receiving prior 
written consent by the Merchant.

Nothing in this Agreement shall be deemed to constitute a partnership 
between the Parties nor constitute either Party as being the agent of the other 
Party or otherwise entitle a Party to have authority to bind the other Party for 
any purpose other than the purpose contemplated in this Agreement.

During the Term of this Agreement, the Merchant shall not enter into any 
agreement or engage with any other service provider for the provision of 
Services similar to or competitive with the e-Payment Gateway Services 
subject of this Agreement.

29.LEGAL FEES AND COSTS.

The Merchant agrees to pay the legal fees and costs the Bank will incur in 
seeking legal advice in matters not in the ordinary course of the Services 
relationship established under this Agreement, including, without limitation, 
contract disputes, legal procedures, bankruptcy or similar events, whether the 
fees or costs are incurred during or after the Term of this Agreement.

30.GOVERNING LAW AND DISPUTE RESOLUTION.

This Agreement and any dispute, claim or issue arising out of or in connection 
with this Agreement, whether of a contractual or non-contractual nature, shall 
be governed by the laws of the Sultanate of Oman. Parties agree to 
irrevocably submit to the exclusive jurisdiction of the courts of the Sultanate 
of Oman.

For and on behalf Bank Dhofar

Mr. __________________________________________________

Position: __________________________________________________

Date: __________________________________________________

Signature: __________________________________________________

For and on behalf of Merchant

Mr. __________________________________________________

Position: __________________________________________________

Date: __________________________________________________

Signature: __________________________________________________
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This Internet Card Acquiring Services MERCHANT AGREEMENT, including the 
attached Merchant application (the “Application”) (which is an integral part 
hereof and is expressly integrated herein and made a part hereof) (collectively 
referred to as the “Agreement”) is entered into by and between BANK DHOFAR 
S.A.O.G (hereinafter referred to as the “Bank”) and the undersigned Merchant 
(hereinafter referred to as the “Merchant”).

PREAMBLE

WHEREAS, the Bank is engaged in the general banking business and is a 
full-fledged member of Visa International and MasterCard Worldwide, including, 
but not limited to, providing acquiring services to merchants that accept a valid 
card bearing the service mark of VISA, MasterCard, Diners Club or American 
Express (hereinafter each referred to as the “Card”) for payment for Products (as 
defined below).

WHEREAS, the Merchant desires to use the ITA’s Sultanate of Oman e-Payment 
Gateway services to authorize and process Card Transactions and use the 
Internet Acquiring Services (as defined below) provided by the Bank to settle 
Card Transactions for payment by Cardholders for Products obtained from the 
Merchant through the Internet.

NOW, THEREFORE, in consideration of the representations, covenants and/or 
promises made in this Agreement (including the Application), the parties hereby 
agree as follows:

1. RECITALS AND DEFINITIONS.

The Merchant hereby acknowledges and a�rms each of the Recitals 
contained above.

The parties agree that the Preamble as set forth herein is incorporated herein 
by reference and made a part of this Agreement.

The Merchant acknowledges that the signature of the Bank’s sales 
representative on the Application does not constitute an approval by the Bank 
of this Agreement and that this Agreement is not and shall not be e�ective 
until it has been approved by the Bank.

Such approval, if given, shall be evidenced by the issuance of an approved 
Merchant Account Number by the Bank to the Merchant.

Capitalized terms used in this Agreement shall have the meanings set forth 
herein, including the following capitalized terms set forth below:

“Merchant” means the person or the legal entity named in this Agreement and, 
if approved and accepted by the Bank, who enters into this Agreement with 
the Bank with the aim to use the Services.

“Association” means any entity formed to administer and promote the Cards 
(including without limitation VISA and MasterCard). 

“Authorization” means the approval given by, or on behalf of, the Issuing Bank 
to validate a Transaction for a Merchant or another a�liate bank. 

“Batch” means a day’s worth of Transactions, including Sales Records and 
Credit Records, to be processed by the Bank at end of each Business Day. 

“Business Day” means any day on which the Bank is open for business, other 
than Fridays & Saturdays or other bank holidays.

“Card” means a valid credit card or a valid debit card or a valid pre-paid card 
bearing the service mark of VISA, MasterCard, Diners Club or American 
Express.

“Cardholder” means the individual whose name is embossed on a valid Card 
and any authorized user of such Card.

“CISP” means the Cardholder Information Security Program implemented by 
VISA to protect Cardholder data. The (“CISP”) applies to the Merchant if the 
Merchant processes or stores Cardholder data as a result of Internet or 
Mail/Telephone acceptance of VISA Card account information. A copy of the 
complete VISA Cardholder Information Security Standards manual and a 
Self-Assessment Worksheet can be obtained online at www.visa.com/cisp.

“Chargeback” means the procedure by which a Sales Record or other indicia 
of a Card Transaction (or disputed portion thereof) is denied or returned to 
the Bank or to the Issuing Bank after it was entered into the appropriate 
settlement network for payment, in accordance with the Rules, for failing to 
comply with the Rules including, without limitation, Cardholder disputes, the 
liability of which falls on the Merchant.

“CTMF” or “MATCH File” means the combined terminated merchant file 
maintained by MasterCard and containing the business name(s) of merchants 
and the names and identification of principals of merchants which have had 
their merchant processing agreements terminated for one or more of the 
reasons specified in the Rules.

“Credit Record” means all documents or the electronic record of such 
documents used to evidence any refund or price adjustment given by the 
Merchant to a Cardholder for a previous sale Transaction, which must conform 
to the Rules. The format for each Credit Record must be approved by the 
Bank.

“SA” or “Settlement Account” means a direct deposit account open in a 
financial institution designated by the Merchant as the account to be debited 
and credited by the Bank for Card Transactions, and by the Bank for fees, 
Chargebacks, and other amounts due under or in connection with this 
Agreement.

“Discount Fee” means the amount charged to the Merchant for processing its 
daily Card Transactions, which is computed as a percentage of the gross 
amount of the Merchant’s Sales Records. Discount Fee shall not be reimbursed 
to the Merchant even when Merchant needs to perform any refund or price 
adjustment after the Sale Record is completed. Discount Fee shall be 
deducted from the gross sales amount acquired by the Bank on behalf of the 
Merchant, and the net credit shall be paid to the Settlement Account.

“Electronic Record” means data that is transcribed in a form acceptable to the 
Bank and suitable for electronic processing.

“Event of Default” means those events listed in Clause 15 of this Agreement. 
Settlement Networks.

“e-Payment Gateway” means the payment service that allows the Merchant to 
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participate in acceptance of the Card Transactions made by Customers via 
certain electronic access methods.

“Equipment” means the electronic devices made available by the Bank to the 
Merchant in order to process the Card Transactions.

“Interchange Fee” means the fee that is paid daily by the Bank to VISA, 
MasterCard or any other association for entering Sales Records and Credit 
Records into their respective Settlement Networks.

“Issuing Bank” means the Cardholder’s bank, or the bank that has issued a 
Card.

“ITA” means the Sultanate of Oman’s Information Technology Authority.

“Merchant Account Number” means the number assigned and issued by the 
Bank to the Merchant, if and only if, the Merchant is approved and this 
Agreement is accepted by the Bank that numerically identifies the Merchant 
to the Bank for accounting, billing, customer service and other related 
purposes in connection with the Services. Issuance of the approved Merchant 
Account Number to the Merchant will evidence the acceptance and approval 
of the Merchant of the provisions of this Agreement.

“Merchant Reserve Account” or “Reserve Account” means an account 
established at and managed by the Bank for the deposit of the funds received 
from the Merchant pursuant to this Agreement as collateral to protect the 
Bank against actual or contingent liability or losses (i.e. reserves) that might be 
incurred by the Bank should the Merchant be unable or fail to pay 
Chargebacks, adjustments, fees and other charges and obligations due to the 
Bank under this Agreement.

“Monthly Sales Processing Volume” or “Monthly Sales Volume” means the 
gross Omani Rial (OMR) amount of Card Sales Records, before return, refund, 
or exchange that are generated by the Merchant and processed by the Bank 
during a calendar month pursuant to this Agreement.

“Products” means goods and/or services sold, rented or rendered by the 
Merchant.

“Recurring Transaction” means a transaction whereby the Merchant charges 
a Cardholder’s Card periodically for recurring goods or services (e.g., monthly 
insurance premiums, yearly subscriptions, annual membership fees) that are 
to be delivered or performed periodically.

“Rules” means the written rules and regulations, system manuals, procedures 
and requirements, releases and interpretations thereof and other 
requirements (whether contractual or otherwise) imposed or adopted by any 
Association (including without limitation VISA, MasterCard, Diners Club and 
American Express) as the same may be amended from time to time. The Bank 
shall provide the relevant Rules to the Merchant and advise the Merchant in 
prior notice via written communication whenever there is any change to the 
Rules.

“Sales Record” means all documents or the electronic record of such 
documents used to evidence the sale of Products through the use of the 
Cards. The format for each Sales Record must be approved by the Bank.

“Services” means the acquiring activities undertaken by the Bank (including 
by or through authorized third party service providers) to acquire and settle 
VISA, MasterCard, Diners Club and American Express Card Transactions 
undertaken by Cardholders at the Merchant’s Internet website for 
Goods/Services purchase, whose business is registered in the Sultanate of 
Oman, and all other activities necessary for the Bank to perform the functions 
required by this Agreement for all other cards, if any, that may be covered by 
this Agreement.

“Transaction” means the initiation of a sale inquiry or a consummation of a 
sale/rental of Products or of a credit to a Cardholder by the Merchant by 
means of a Sales Record or Credit Record, respectively.

“Transmittal” means the process whereby Sales Records and Credit Records 
are electronically transferred in the form of electronic records.

These Internet Acquiring Services terms and conditions govern the 
relationship between the Bank and the Merchant for all the Merchant’s 
Products and Services available on the Internet.

These Internet Acquiring Services terms and conditions expressly govern, 
without limitation, software products, hosting services, secure payment 
gateway services and related support and maintenance services obtained 
through the Bank in connection with the Merchant’s Products available on the 
Internet.

The Merchant understands and agrees that it may be required to enter into 
additional specific agreements for software products, hosting services or 
other e-Commerce products and services as the Bank nay determine at its sole 
discretion.

2. HONORING CARDS. 

The Merchant shall follow the procedures for Card acceptance in the manner 
provided for under this Agreement in connection with each Transaction and 
shall fully comply with and abide by all applicable Rules, as amended from 
time to time by the Associations and as accordingly advised by the Bank 
through written communication within a reasonable advance notice period. 

While honoring Card, the Merchant shall abide by the terms and conditions set 
out in this Agreement, the Rules and the following VISA and MasterCard 
instructions: the Merchant (i) shall honor, without discrimination, all valid 
Cards when properly presented as payment by a bona fide Cardholder for a 
bona fide Transaction; (ii) shall not establish procedures that discourage, 
favor, or discriminate against the use of any particular Card. If the Merchant 
does not deal with the public at large (e.g. a private club), the Merchant must 
honor all valid Cards of Cardholders who have purchasing privileges or 
memberships with the Merchant; (iii) shall not establish minimum or maximum 
Transaction amounts as a condition for accepting Cards; (iv) shall not impose 
any surcharge or fee for accepting a Card or establish any special conditions 
for accepting a Card; (v) unless permitted under the Rules, the Merchant shall 
not require a Cardholder to provide any personal information, such as a home 
or business address or telephone number, or a driver’s license or other proof 
of identification as a condition of honoring a Card, unless instructed by the 
Bank. The exception to this is for a mail/telephone order or delivery required 
Transaction; (vi) any taxes that the Merchant collects (and any other similar 
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handling fees) must be included in the total Transaction amount and not 
collected separately in cash nor processed as an additional Transaction; (vii) 
shall not indicate that Visa, MasterCard or any other Association endorses its 
goods or services; and (viii) Shall adequately display Visa, MasterCard and, if 
applicable, other Association decals and program marks on the promotional 
materials as required by any Association Rules.

3. AUTHORIZATIONS.

The Merchant understands and acknowledges that an Authorization only 
confirms the availability of the Cardholder’s credit at the time of the 
Authorization, and as such does not warrant that the person presenting the 
Card is the rightful Cardholder, nor is it an unconditional promise, guarantee or 
representation by the Bank that a Transaction is or will be deemed valid and 
not subject to dispute, debit or Chargeback.

The Merchant understands that, without limitation thereto, processing of 
Transactions when a Card is not present may result in an exception to normal 
processing, including if, unauthorized software or direct data transmission 
information results in erroneously transmitted data; and the Merchant further 
understands and agrees that, failure to abide by the procedures and Rules, 
including without limitation, those set forth below (which are in addition to 
and not in lieu of the Rules and/or terms of this Agreement), may subject the 
Merchant to increased risk of possible Chargeback, penal charges and/or 
termination of this Agreement.

The Bank shall endeavor to increase the protection of the Merchant by 
enrolling the Merchant for 3D secure authentication processing with the 
respective Card Associations.

The Merchant: (i) shall authorize all Transactions and refrain from setting any 
floor limits to the Transactions; (ii) failure to authorize sales Transaction may 
result in a Chargeback and/or the termination of this Agreement; (iii) the 
Merchant may not attempt to obtain multiple Authorizations for a single 
Transaction; (iv) authorizations cannot be “forced in” by reducing the 
Transaction amount to find an approved authorized amount; and (v) For 
Cards other than VISA and MasterCard (if any, that the Bank have expressly 
approved for the Services), the Merchant shall follow the procedures and 
Rules for Authorization and acceptance for each such other Card Association.

In case the Merchant engages in the practice of delayed delivery or accepting 
deposits, then the Merchant shall respect the following additional Rules and 
requirements (in addition to, and not in lieu of, other applicable procedures 
and Rules) to obtain Authorization for any delayed delivery or deposit balance 
Transaction Authorization:  where merchandise is to be shipped or services 
provided at a later date, an Authorization is considered to be valid if: (i) the 
merchandise shipping date is within seven (7) calendar days of the date 
Authorization was obtained or the services are provided; and (ii) the 
Transaction amount does not exceed the authorized amount plus fifteen 
percent (15%), representing shipping costs. In any case, all Transactions with 
an Authorization dated more than fifteen (15) days or the agreed time 
required for shipment or services between the Merchant and the Cardholder 
prior to the shipping date or date services are rendered, may result in an 
increased risk of Chargeback, and in case of a dispute, a copy of the 
agreement between the Merchant and the Cardholder shall be provided to the 
Bank.

4. PAYMENTS SETTLEMENT.

The Merchant shall at all times maintain a Settlement Account with the Bank 
or with another financial institution of the Merchant’s choice provided that 
such financial institution: (i) belongs to the Central Bank of Oman; (ii) is a 
member of the Automated Clearing House (the “ACH”) network; (iii) can 
accept ACH transactions; and (iv) is in position to debit and/or credit funds in 
the frequency agreed upon between the Bank and the Merchant.

Funds due to the Merchant for Transactions shall be processed and 
transferred to the Settlement Account in the frequency agreed upon between 
the Bank and the Merchant.

Merchants having their Settlement Account maintained by the Bank shall 
allow the Bank to directly credit/debit such Settlement Account to settle 
funds payment corresponding to all Sales Records, Credit Records and any 
applicable charges thereto; and the Bank shall credit the net amount of Sales 
Record to such Settlement Account after deducting discount fees from the 
settlement amounts and any other recovery of dues such as Chargebacks and 
fraud related charges.

Merchants having their Settlement Account maintained by another financial 
institution shall allow the Bank to settle funds payment for the Merchant by 
sending payment request via the ACH system to the financial institution for 
crediting/debiting to the Settlement Account; and in such case, shall 
authorizes such financial institution to e�ect all such net credit to the 
Settlement Account.

The Merchant shall provide a separate direct-debit authorization form to the 
financial institution where the Settlement Account is maintained knowing that 
such authorization shall be, without respect to the source of any funds in the 
Settlement Account, irrevocable and coupled with an interest, and shall 
remain in full force and e�ect until the Bank has given written notice to such 
financial institution that all monies due under this Agreement and any other 
agreements with the Bank have been paid in full. The Merchant further 
authorizes the Bank, at its sole discretion, to debit any other banking account 
maintained by the Merchant for any and all such amounts due by the Merchant 
to the bank. Alternatively, the Bank may elect to invoice the Merchant for any 
such amounts, net due thirty (30) days after the invoice date or on such earlier 
date as may be specified.

The Merchant hereby authorizes the Bank to access information from the 
Settlement Account and to initiate credit and/or debit entries and 
adjustments, as well as any credit entries made in error, to the Settlement 
Account by the ACH transfer process and/or through direct instructions to (or 
such other arrangements as we deem appropriate) the financial institution 
where the Settlement Account is maintained for amounts due under this 
Agreement and any other agreements with the Bank.

All settlements towards the Transactions shall be net of credits/refunds, 
adjustments, applicable Discount Fees when due, Chargebacks or other 
adjustments, charges and any other amounts then due from the Merchant.

The Merchant understands and hereby acknowledges that the Discount Fee is 
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earned at the time of the Transaction and is not subject to refund.

Within the first twenty four (24) hours after funds or any other payments due 
to the Merchant are credited to the Settlement Account, such funds shall be 
subject to, among other things, Chargebacks (including the Bank related 
losses) fees, assessments, and fines imposed by the Associations if any; and 
the Bank may debit or credit the Settlement Account for any deficiencies, 
overages, fees, fines, charges, and pending Chargebacks, or may deduct such 
amounts from any settlement funds due to the Merchant.

In the event that a payment is rejected by the Merchant’s bank or fails to arrive 
within five (5) Business Days after the Bank’s attempted ACH payment, the 
Bank may provide an option to issue cheques for any funds due to the 
Merchant until the ACH problem is resolved provided that all such payments 
and the resolution of all such issues are solely borne by the Merchant. Should 
the Merchant accept to avail cheques from the Bank, the Bank may charge a 
processing fee per cheque, notwithstanding any lesser amount shown in this 
Agreement.

The Merchant understand that due to the nature of the ACH and the electronic 
networks utilized for the movement of funds and the fact that not all banks 
belong to the ACH network payments to the Merchant can be delayed and 
therefore, the Bank cannot guarantee the timeliness with which any ACH 
payment may be credited by the Merchant’s Settlement Account.

The Bank shall not be liable for any delays in receipt of funds or errors in debit 
and credit entries caused by third parties, including but not limited to any 
Association or the Merchant’s financial institution, and the Merchant shall 
cooperate with the Bank to help resolve any problems in crediting/debiting 
the Settlement Account.

The Bank reserves the right to divert and hold all funds when the Bank is 
investigating the breach of any warranty, covenant, representation, or 
agreement by the Merchant or has reasonable cause to believe that the 
Merchant may have violated any provision of this Agreement and/or the Rules 
and/or is engaged in illegal, fraudulent or suspicious activity.

The Merchant hereby agrees to be bound by the terms of the operating rules 
of the automated clearing house system as in e�ect from time to time.

5. RETURNS AND CREDITS.

In case, during the term of this Agreement, any goods are accepted for return 
or any services are refunded, terminated or cancelled, or any price adjustment 
is allowed by the Merchant (other than involuntary refunds by airlines or other 
carriers when required by applicable tari�s and except where otherwise 
required by law or governmental regulations), the Merchant may not make 
any cash refund to the Cardholder and shall process a Credit Record 
Transaction within three (3) Business Days from the occurrence of such return, 
refund, cancellation or adjustment; and in such occurrence, the Merchant may 
not be entitled to any refund of any of the fees or charges associated with the 
original Transaction and initially due by the Merchant towards the Bank.

The Merchant shall date each Credit Record with the Transaction date 
including: (i) thereon a brief description of returned goods and/or refunded, 
terminated or cancelled services and/or prices adjusted; and (ii) the amount of 
credit in su�cient details to identify the Transaction; and provide the 
Cardholder with a completed copy of such Credit Record at the time of each 
return or cancellation of a Transaction.

With proper disclosure at the time of the Transaction, the Merchant may: (i) 
refuse to accept goods in return or exchange and refuse to issue a refund to a 
Cardholder; or (ii) accept the returned goods in exchange for the Merchant’s 
promise to deliver Products of equal or greater value available from the 
Merchant at no additional cost to the Cardholder. For the purposes of this 
paragraph, proper disclosure shall be deemed to have been given only if, at 
the time of the Transaction, the following notice appears on all copies of the 
Sales Record (or disclosure if Card is not present) in legible letters at least 
one-quarter (1/4) inch high and adjacent to the text stating “NO REFUND” or 
“EXCHANGE ONLY” or “IN STORE CREDIT ONLY” as applicable, or equivalent 
language. Even with this provision being adhered to it does not guarantee 
avoidance of Chargeback.

6. RESERVE ACCOUNT.

Notwithstanding any other provision to the contrary contained in this 
Agreement, the Merchant hereby expressly acknowledges that the Bank 
reserves the right to establish and the Merchant hereby authorizes the Bank to 
establish, at any time prior to, at, or after termination of this Agreement and 
with or without prior notice to the Merchant a non-interest bearing Reserve 
Account.

The Reserve Account funds may be used to cover Chargebacks, credits, fines, 
costs, assessments, and other obligations of the Merchant that are incurred 
under this Agreement.

The initial amount of the Reserve Account shall be set by the Bank in its sole 
discretion, based upon, but without limitation thereto, the Merchant’s 
processing history and the potential overall credit risk to the Bank.

At the Bank’s sole discretion the Reserve Account may be funded on a rolling 
reserve basis (the “Rolling Reserve”) from a portion (percentage) of the funds 
from each Transaction and/or by requiring a deposit of funds to the Reserve 
Account.

If a Reserve Account is required at the time that the Application is approved, 
the amount of the Reserve Account and the funding method (up-front 
deposit, fixed amount or Rolling Reserve), including the percentage applicable 
for each Sale Transaction and the number of months used for such Rolling 
Reserve shall be as stated on the Application unless otherwise modified and 
agreed upon in writing by the Merchant and the Bank.

If a Reserve Account is required at a later time, the Bank may establish the 
Reserve Account immediately and notify the Merchant of that fact (or any 
changes in the required reserve amount, funding method, Rolling Reserve 
percentage or period, or other terms).

The Merchant acknowledges and understands that the Reserve Account 
Maintenance Fee disclosed in the Application will be deducted on a monthly 
basis from funds in the said Reserve Account.

The Merchant hereby authorizes the Bank, without notice or demand, if the 
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Merchant fails to respond within a reasonable time as determined by the Bank, 
to o�set any related fees, losses, charges, costs and amounts for any other 
obligations of the Merchant due the Bank under this Agreement from and 
against the Merchant’s Reserve Account funds or any other deposit accounts 
of the Merchant maintained at any financial institution when adequate funds 
are not available in the Settlement Account or from funds otherwise due to the 
Merchant under this Agreement.

The Merchant hereby expresses in writing and hereby gives the necessary 
instructions and authorizations to permit such o�set by the Bank from any 
deposit accounts held by any financial institutions for the Merchant, and 
further releases such financial institutions from any liability for any good faith 
compliance with the express written instruction and authorization as set forth 
herein to permit such o�set by the Bank. The Merchant further agrees that 
such financial institutions may rely upon an executed copy of this Agreement 
as may be provided by the Bank for the purposes such o�set.

After payment or adequate provision for payment is made by the Merchant to 
the Bank for all obligations on the part of the Merchant to the Bank under this 
Agreement, including, without limitation, any and all amounts due for any 
payment gateway utilized by the Merchant under this Agreement and the 
Rules, the Merchant may request the Bank to disburse any and all funds due 
the Merchant remaining in the Reserve Account.

Unless otherwise agreed upon in writing by the Bank, such funds shall not be 
disbursed to the Merchant until the end of two hundred and seventy (270) 
days from the date of the last Chargeback or Transaction, whichever is later, 
unless the Bank in its sole and absolute discretion, has reasons to believe that 
Chargeback rights under the then applicable Rules may be longer than such 
two hundred and seventy (270) day period of time, in which event such funds 
may not be disbursed until the expiration of the period of time for such 
Chargeback rights.

If requested by the Merchant, the Bank shall set the date when funds available 
in the Reserve Account, held beyond such two hundred and seventy (270) day 
period as referenced above, may be released and shall notify the Merchant of 
such date. No funds held in the Reserve Account shall accrue or bear interest.

Without limiting the rights of the Bank set forth above, the Merchant 
acknowledges that the establishment of, or a change in the amount 
percentage or other terms of Reserve Account and/or increase to the 
Discount Fee or other Fees may, without limitation thereto, result from the 
Bank’s determination that any of the following has occurred: (a) the Merchant 
engages in any processing of charges which represents an overcharge to the 
Cardholder by duplication of charges; (b) any activity designed by the 
Merchant to circumvent a pre-requisite when attempting to process a 
Transaction for a Cardholder; (c) failure by the Merchant to fully disclose the 
true nature of its business to the Bank to permit a fully-informed decision as to 
the suitability of Merchant for approval of the Application and the acceptance 
of this Agreement; (d) failure by the Merchant to fully disclose the true 
ownership, or any change in such ownership, of the Merchant’s business entity; 
(e) processing by the Merchant of unauthorized charges; (g) processing by 
the Merchant of any credits through any Cardholder account; (h) any 
misrepresentation made by the Merchant in completion of the Application or 
any breach of any other covenant, warranty or representation of the Merchant 
contained in this Agreement, including, without limitation, a change of type of 
business without prior approval by the Bank; (i) the Merchant has 
Chargebacks which exceed one percent (1%) (as determined by the 
Associations and amended from time to time) of the total number of Sales 
Record Transactions completed by the Merchant in any given thirty (30) day 
calendar period, such thirty (30) day calendar period not limited to any 
specific monthly cycle; (j) excessive number of requests for retrieval of 
documentation; (k) excessive credits that exceed sale Transactions by ten 
percent (10%); (l) any form of financial instability or diminishment of the 
financial condition of the Merchant; or (m) whenever the Bank, in its sole 
discretion, believes that the Bank has a credit risk exposure and that recovery 
of any amounts due or which may become due from the Merchant, are in 
jeopardy or that the Bank may incur losses in connection with or related to the 
Services provided to the Merchant under this Agreement.

7. LIEN, SECURITY INTEREST AND SET-OFF.

The Merchant hereby grants the Bank a lien and security interest in and to any 
of the Merchant’s funds pertaining to the Transactions contemplated by this 
Agreement now or hereafter in the Bank’s possession, whether now or 
hereafter due or to become due to the Merchant for the purpose of securing 
the Merchant’s obligations towards the Bank and its a�liates under this 
Agreement and any other agreement for the provision of the Services or the 
furniture of the related equipment.

The Bank shall be entitled to set-o� against any amounts due and payable by 
the Merchant and not paid by the Merchant in the agreed upon manner any 
amounts held by the Bank for the account of the Merchant in with all the 
related charges being borne by the Merchant. In addition to the foregoing, the 
Merchant agrees that all cash, credit balances, goods and other assets 
including, but not limited to, precious metals whether coined or not, shares, 
stocks, bonds, notes, cheques, debentures, certificates of deposit, negotiable 
instruments including bills under collection and any other securities of any 
kind whatsoever, which are at the time being or could be in the future in the 
possession of the Bank, its custody or power, or deposited with or transferred 
to the Bank, its agents or any of its branches for the Merchant’s account 
whether held individually or jointly with any other person, including all rights 
and entitlements arising therefrom or attached thereto shall be charged as a 
continuing security in favor of the Bank and may be, in that sense, set o�, 
appropriated, sold or applied in or towards due payment to the Bank of all 
sums to the due satisfaction of all the obligations for which the Merchant is at 
the time being or in the future indebted or liable to the Bank on any account 
or in any manner whatsoever, and whether individually or jointly with any 
other person, and under whatever name or form.

The Merchant agrees to duly execute and deliver to the Bank such instruments 
and documents as may be reasonably requested to render enforceable such 
lien, security interest, right to set o�, recoupment and subordination set forth 
in this Agreement. 

8. REQUESTS FOR ADJUSTMENTS OR REFUNDS.

Requests for adjustments shall be made through a written notification to the 
Bank within thirty (30) days after any debit or credit is or should have been 
e�ected.
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If the Merchant notifies the Bank after such time period, the Bank may, in its 
absolute discretion, assist the Merchant, at its own expense, in investigating 
whether any adjustments are appropriate and whether any amounts are due 
to or from any other parties without any obligation on the back of the Bank to 
investigate or to continue such investigation or to carry out any future 
investigation or e�ect any such adjustments.

9. CHARGEBACKS.

The Merchant shall be responsible for any and all Chargebacks as well as 
Association fines, assessments and fees related to or arising out of such 
Chargebacks in the manner provided for in the Rules, and shall reimburse the 
Bank for and upon its demand, the face amount of such Chargebacks, fines, 
assessments and fees. Further, the Merchant shall be liable and shall reimburse 
the Bank for any and all return items, or other losses resulting from the 
Merchant’s failure to produce, within the applicable time limits, any Sales 
Records as it may be requested by the Bank. 

The Bank shall have the right to debit the Merchant’s incoming Chargebacks, 
through the Settlement Account or any other funds of the Merchant in the 
Bank’s direct or indirect control by reason of the security interest granted to 
Bank by the Merchant pursuant to Clause 15 of this Agreement, and to charge 
such Chargebacks to the Merchant, including without limitation, in any of the 
following situations: (a) where the Transaction is for a type of Product sold 
other than as disclosed in the Application and approved in advance by Bank 
and the sales Transaction was charged back; (b) where the goods have been 
returned or the services cancelled by a Cardholder and the Cardholder 
requested a Credit Record and such Credit Record was not processed by the 
Merchant within three (3) Business Days; and (c) where a Cardholder 
contends or disputes in writing to the Bank or to the Issuing Bank that: (i) the 
products were not received by the Cardholder; or (ii) the products received by 
a Cardholder do not conform to the description on the Sales Record; or (iii) 
the products were sold in a misleading fashion or manner by the Merchant; or 
(iv) the products were defective; or (v) the dispute reflects a claim or defense 
authorized against issuers or creditors by a governmental agency, a relevant 
statute or regulation; (vi) where a Sales Record or Credit Record was not 
received by the Bank as required in accordance with the terms of this 
Agreement or those of the Rules; (vii) where the Sales Record was not 
completed as required by this Agreement or by the Rules; (viii) the Cardholder 
has certified in writing to the Bank or to the Issuing Bank that the Cardholder 
did not make or authorize such a Transaction (ix) where the Issuing Bank or 
the Bank has information or belief that the Merchant fraud occurred at the 
time of the Transaction(s), whether or not such Transaction(s) was properly 
authorized by the Issuing Bank, and the Cardholder neither participated in nor 
authorized the Transaction(s); (x) in any other situation where the Sales 
Record was executed or depository credit was given to the Merchant in 
circumstances constituting a breach of any representation or warranty of the 
Merchant or in violation of the Rules, whether or not a Transaction is charged 
back by the Issuing Bank.

If, with respect to any one of the Merchant’s outlets, the amount of any Card 
counterfeit or fraud incidences becomes excessive, and in the sole and 
absolute discretion of Bank, the Merchant may be charged back for all 
Transactions terminated immediately for such cause, and the Merchant’s 
funds, including but not limited to those incoming Transactions; and those in 
the Merchant’s Account and Reserve Account shall be held pursuant to the 
provisions of this Agreement, including without limitation pursuant to the 
provisions of Clauses 6 and 7 of this Agreement.

The Bank shall have the right to assess the Chargeback Fee for each 
Chargeback plus the amount of any Chargeback fines or penalties assessed by 
the Associations against the Bank for Transactions arising from the activities 
of the Merchant, or any other charges as may be established by the Bank from 
time to time. Further, the Bank shall have the right to assess, at its sole and 
absolute discretion, the fee for processing any fines or penalties that may be 
charged by the Associations towards the Bank.

Should the Merchant agree to process any Transaction while the Card is not 
present, then the Merchant shall bear one hundred percent (100%) of the risk 
of Chargeback and any fees resulting from such Transaction as provided for 
under the Rules, and the Merchant shall, without limiting any other provisions 
in this Agreement, hold the Bank harmless from any losses, claims and costs 
arising from or associated with all such Transactions and/or Authorizations.

10. ADDITIONAL RULES FOR MAIL, TELEPHONE, E-COMMERCE (INTERNET) 
AND RECURRING TRANSACTIONS. 

The Merchant understands that Mail, Telephone and E-Commerce (Internet) 
orders and sale Transactions have substantially higher risk of Chargeback and 
Cardholder dispute than Card “present” (e.g. in a face-to-face) Transactions, 
as the Merchant will not have an imprinted or magnetically “swiped” 
Transaction with the Cardholder’s signature on the Sales Record; and as such, 
the Merchant shall be assuming a greater risk associated with accepting Card 
“not present” Transactions, including Mail, Telephone and E-Commerce 
(Internet) Transactions. The Merchant understands that Sales Records 
submitted for Mail, Telephone, Recurring Transactions, Pre-Authorized Orders 
and E-Commerce (Internet) Transactions are subject to Bank’s increased risk 
management and security review procedures and may result in delays or holds 
of funds being released to the Merchant.

The Merchant acknowledges that all mail order Transactions, telephone order 
Transactions, Recurring Transactions and E-Commerce (Internet) 
Transactions are di�cult to defend against Chargeback and agrees that it shall 
take reasonable precautions to protect against such Chargebacks, including, 
but not limited to the following: (i) delivering Products only to the 
Cardholder’s billing address where the Issuing Bank sends the Cardholder’s 
billing statement; (ii) using a delivery service that maintains shipping logs and 
requires signatures by a person receiving the Products; (iii) (iv) obtaining 
CVV2/CVC2 verification from the Issuing Bank if the Merchant processes 
Recurring Transactions and charges a Cardholder’s account periodically for 
recurring Products (e.g., monthly insurance premiums, yearly subscriptions, 
annual membership fees, etc.). The Merchant shall further (in addition to, and 
not in lieu of, other applicable procedures and Rules) comply with the 
following: (i) have the Cardholder complete and deliver to the Merchant a 
written request for such Products to be charged to the Cardholder’s account. 
The written request shall at least specify the Transaction amounts, the 
frequency of recurring charges and the duration of time for which the 
Cardholder’s permission is granted and be provided promptly in response to a 
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Cardholder’s request for copy; (ii) if the Recurring Transaction is renewed, 
then the Cardholder shall complete and deliver to the Merchant a subsequent 
written request for the continuation of such Products to be charged to the 
Cardholder’s account; (iii) the Merchant may not complete a Recurring 
Transaction after receiving a cancellation notice from the Cardholder or 
Issuing Bank or after a request for Authorization has been denied; (iv) the 
Merchant shall perform an AVS inquiry for at least the first Transaction and 
then annually thereafter, if applicable. The Merchant further understands that 
penalties can be assessed by the Associations for failure to comply with rules 
applicable to Recurring Payment transactions, and that a Recurring 
Transaction may not include partial payments for Products purchased in a 
single Transaction. No charges may be imposed in connection with a 
Recurring Transaction. In any case, all Transactions with an Authorization date 
more than fifteen (15) days prior to the shipping date or date services are 
rendered are subject to a greater risk of possible Chargeback.

In case the Merchant is an E-Commerce (Internet) merchant, and accepts 
orders via the Internet, the Merchant shall (in addition to, and not in lieu of, 
other applicable procedures and Rules) comply with the following: (a) post its 
privacy and security policies on its websites, where such policies shall be 
clearly marked for consumers to see and review; (b) the Merchant’s websites 
shall include all the following information in a prominent manner: (i) Complete 
description of the Products o�ered; (ii) returned Products and refund policy. 
If the Merchant does not o�er refunds or makes such other restrictions, the 
words “no refund”, or other appropriate terminology, shall be prominently and 
legibly written or typed or displayed on the Merchant’s websites for 
goods/service purchase used by the Merchant with respect to performance of 
this Agreement and provided to the customer; (iii) method for the 
Cardholders to acknowledge their acceptance of the terms and conditions for 
returned merchandise or for the refund policy, such acknowledgement should 
be in a format that complies with the Associations’ guidelines for proper 
disclosure; (iv) customer service contact, including email address and/or 
telephone number; (v) transaction currency; (vi) any applicable export or legal 
restrictions; (vii) delivery policy; (viii) consumer data privacy policy; and (ix) 
description of the Transaction security used on the Merchant’s website; and 
(c) use an Internet acquiring transaction indicator in order to identify the 
Internet Acquiring Transactions in the Authorization request and clearing 
record.

11. FEES AND CHARGES.

Fees payable by the Merchant in consideration of the Services shall include:

- Local Debit Cards : _________ %

  (Visa and Master Card) : _________ %

- All Other Cards : _________ %

- Monthly merchant maintenance fee @ OMR50 per month; and

- Other charges will be applied if mandated by Card Associations.

Settlements of Transactions shall be net of any credits/refunds, adjustments, 
applicable Discount Fees when due, Chargebacks and any other amounts then 
due from the Merchant.

All credits to the Merchant’s Settlement Account or other payments to the 
Merchant shall be provisional and are subject to, among other things, final 
audit, Chargebacks (including the Bank’s related losses), fees and fines 
imposed by the Associations; and the Merchant further allows the Bank to 
debit or credit the Settlement Account for any deficiencies, overages, fees and 
pending Chargebacks, and to deduct such amounts from any settlement funds 
due to the Merchant. Alternatively, the Bank may elect to invoice the Merchant 
for any such amounts, net due within thirty (30) days from the invoice date or 
on any such earlier date as may be specified by the Bank.

In case any fees due to the Bank are not paid within ten (10) days of their due 
date, the Bank may temporarily suspend the Services until the fees are paid in 
full. In such occurrence, the Merchant shall to pay three (3) months 
maintenance fee as a re-instatement fee to the Bank to re-activate the 
Services while in the temporary cancellation status. 

In case any fees due to the Bank are not paid within thirty (30) days of their 
due date, the Bank may temporarily cancel all services. In such occurrence, 
and in case the Merchant subsequently wishes to re-enroll for the Services, 
then the Merchant shall sign up as any new merchant and newly pay all the 
associated fees/charges.

12. FINES AND EXCESSIVE CHARGEBACK FEES.

The Merchant shall pay for and indemnify and hold harmless the Bank from 
any fines or penalties imposed on the Bank by any Association resulting from 
the Merchant’s activities, acts or omissions, Chargebacks and any other fees or 
fines imposed by an Association with respect to the Merchant’s acts or 
omissions, whether such activities occur or the fines, penalties, or other 
assessments are imposed, during or after the Term of this Agreement.

In case the Merchant’s Chargeback percentage for any line of business 
exceeds the estimated industry Chargeback percentage, as set out from time 
to time by the Bank in accordance with the Rules in order to reflect changes in 
the industry Chargeback percentage reported by the Associations, the 
Merchant shall, in addition to the Chargeback fees and any applicable 
Chargeback handling fees or fines, pay the Bank an excessive Chargeback fee 
in accordance to the Rules.

13. RETRIEVAL AND STORAGE OF SALES RECORDS, CREDIT RECORDS, 
TRANSACTION DATA AND INFORMATION.

The Merchant shall establish a system to store and maintain copies of Sales 
Records and Credit Records in such a manner so as to forward such sales 
Records and Credit Records to the Bank in no longer than two (2) working 
days from any request made by the Bank for such purpose. The failure to 
respond to such request constitutes a violation of this Agreement and may 
result in a Chargeback.

Should the Merchant deliver the requested Sales Records Sales Records and 
Credit Records longer than the timeframe described in the preceding 
paragraph while it has been established that such Sales Records or Credit 
Records constitutes a Chargeback to the Merchant, the Bank may levy the 
processing fees determined in the Rules in addition to such Chargeback fee.
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The Merchant shall keep all Sales Records and Credit Records for at least 
twenty four (24) months from their occurrence for the perusal of the 
Associations.

14. TERM.

This Agreement shall enter into force from its signing date (the “E�ective 
Date”) and remain in force for twelve (12) consecutive months therefrom (the 
“Initial Term”).

The Initial Term shall be thereafter automatically renewed for additional 
twelve (12) consecutive months terms unless earlierterminated in accordance 
with the provisions of clause 15below.

15. TERMINATION.

Any Party may terminate this Agreement prior to the expiration of any running 
term by serving a thirty (30) days written notice provided that such notice 
shall be e�ective at the expiration of any running existing term.

Notwithstanding the above, the Bank, and in addition to any rights of 
immediate termination without notice as may be contained elsewhere in this 
Agreement, may terminate this Agreement, and at the Bank’s discretion, any 
merchant processing agreement(s) of any other business that is commonly 
owned or controlled by the Merchant for any reason or cause (or for no 
reason) whatsoever upon ten (10) Business Days prior written notice to the 
Merchant. Such termination shall become e�ective on the later of ten (10) 
Business Days from the date such notice is given in the manner prescribed for 
notices herein or the date specified in such notice.

The Bank may terminate this Agreement upon the occurrence of one or more 
of the events stated below (the “Events of Default”) upon serving a 
termination notice e�ective upon its serving to the Merchant. The following 
events (but not limited to the following) shall be considered as Events of 
Default: (a) the Bank determines that the Merchant’s type of business as 
indicated on the Application di�ers from the actual type of business the 
Merchant operates; (b) the Merchant moves or relocates to a new location 
without giving the Bank notice prior to, or within thirty (30) days after, the 
move; (c) The business as conducted by the Merchant could endanger the 
safety and/or soundness of the Bank; (d) the Merchant files for bankruptcy or 
is otherwise shown to be insolvent; (f) the Merchant has Chargebacks which 
exceed one percent (1%) of the total number of Transactions completed by 
Merchant in any thirty (30) calendar day period; (g) the Merchant owes money 
to Bank and fails to make a timely payment thereof; or (h) the Merchant 
breaches any of the provisions contained in this Agreement. 

Notwithstanding anything to the contrary in this Agreement, the parties 
hereby further agree and acknowledge that in addition to any other remedies 
contained in this Agreement or otherwise available under applicable law, if (a) 
the Merchant breaches this Agreement by improperly terminating it prior to 
the expiration of the Initial Term; or (b) if this Agreement is terminated by the 
Bank prior to the expiration of the Initial Term due to any Event of Default by 
the Merchant (both “Early Termination”), then in either event, the Bank shall 
su�er a substantial injury that is di�cult or impossible to accurately estimate. 
Consequently, and considering the costs that the Bank may incur by reason of 
such Early Termination, including without limitation those incurred in 
processing the Application and approving Merchant for the Services, and in an 
e�ort to liquidate in advance the sum that should represent such damages, 
the parties have agreed that the Merchant shall pay, as liquidated damages the 
sum of three hundred Omani Rials (OMR 300), which shall not be construed as 
a penalty.

Any and all obligations of any party to this Agreement to pay funds to another 
shall survive any expiration or termination of this Agreement.

16. CTMF (or MATCH FILE) TERMINATION RELATED PROVISIONS.

The Merchant expressly agrees that the Bank shall be entitled to report the 
business name(s) of the Merchant and the names and identification of its 
principals to the CTMF or MATCH File in the event that this Agreement is 
terminated because of one or more of the reasons specified in the Rules, which 
include without limitation, those that constitute an Events of Default under this 
Agreement.

17. REPRESENTATIONS AND WARRANTIES.

Without limiting any other warranties, covenants and agreements hereunder, 
the Merchant agrees, represents and warrants to the Bank that at all times 
during the term of this Agreement that: (a) it is lawfully engaged in the 
business described on the Application and is duly licensed under the laws of 
Oman; (b) it is fully compliant with all applicable laws, and with the Rules; (c) 
it will give prior notice to the Bank if it intends to change the nature of its 
business as indicated in the Application or to modify the ownership of the 
business; in which case, the Bank will have the right to terminate this 
Agreement or amend this Agreement accordingly; (d) all of its business 
locations engage in the same or substantially similar business activity as that 
listed in the Application; (e) it o�ers no enticements or incentives to 
Cardholders in connection with the sale of Merchant’s Products; (f) it will not 
use any personal Card owned by the Merchant, or any Card which the 
Merchant is authorized to purchase its own goods or service at the Merchant’s 
website. Such use is deemed a “cash advance” which is prohibited by the 
Rules and this Agreement and can result in immediate termination of this 
Agreement; (g) it uses both the name and address shown on the Application 
on all Sales Records and Credit Records and does not use any other name, 
unless a descriptor is used to further identify the Transaction and agreed to by 
the Bank; (h) it will not submit any Transaction that was previously charged 
back or declined; (i) it shall not, without the Cardholder’s prior written consent, 
sell, purchase, provide or exchange Card account information in the form of 
Sales Records, mailing lists, magnetic tapes or any other media obtained by 
reason of a Transaction to any third party other than Merchant’s agents for the 
purpose of assisting the Merchant in its business, or to the Bank or pursuant to 
any lawful government demand; (j) it has the authority to enter into this 
Agreement and that the person(s) signing on behalf of the Merchant is/are 
specifically authorized and directed to do so by the Merchant; and (k) as to 
each Transaction covered under this Agreement, the Merchant specifically 
represents and warrants that: (i) the Sales Transaction is valid in form and has 
been completed in accordance with all applicable requirements and the Rules; 
(ii) the Merchant has delivered the goods to the Cardholder or completed the 
service described on the Sales Record in accordance with the Merchant’s 
agreement with the Cardholder, and that Merchant has, in inventory, the 
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goods sold if not delivered at the time of sale; (iii) each Sales Record 
represents the Cardholder’s indebtedness for the total amount shown therein; 
(iv) the Merchant’s disclosure will clearly state that Cardholder has no defense 
right of o�set or counterclaim against the Merchant in connection with the 
purchase of the Products; (v) the Merchant has not charged the Cardholder 
directly or indirectly any separate or additional fee(s) such as a surcharge or 
portion of any discount or charge imposed upon the Merchant by this 
Agreement in connection with the Transaction other than as may be required 
by law (this Paragraph shall not, however, be construed as prohibiting 
discounts to customers or for charges such as bona fide commissions, fees for 
special handling or expedited services, postage and handling, and similar 
charges that are charged to the Cardholder regardless of the form of 
payment); (vi) each Transaction was placed by a person who is the Cardholder 
of the Card; (vii) has included all items of Products purchased in a single 
Transaction and the total amount on a single Sales Record; (viii) does not 
represent the refinancing of an existing obligation of the Cardholder including 
any obligation owed to the Merchant or arising from the dishonor of a personal 
cheque; (ix) is not a “cash advance”; and (x) the Merchant shall not submit any 
Transaction for entry into interchange, directly or indirectly, any Card 
Transaction that it knows to be fraudulent or not authorized by the 
Cardholder.

The Merchant understands and agrees that violation of any of the foregoing 
warranties, representations, covenants and agreements or otherwise provided 
in this Agreement, shall be an Event of Default, and may cause this Agreement 
to be immediately terminated, or subject to termination, have all funds placed 
into a Reserve Account pursuant to Clause 6 of this Agreement, and result in 
the Merchant placed on the Combined Terminated Merchant File (CTMF) or 
MATCH File pursuant to Clause 15of this Agreement.

18. INDEMNIFICATION.

The Merchant shall indemnify and hold the Bank, the Bank’sa�liates, o�cers, 
directors, employees, consultants, agents, service providers and licensors 
harmless from and against any and all association fines or fees (pursuant to 
Section 18 of this Agreement) and all losses, liabilities, damages and expenses 
(including attorney’s fees and collection costs) resulting from any breach of 
any warranty, covenant or agreement or any misrepresentation by the 
Merchant under this Agreement including, without limitation, a violation of the 
Rules, or arising out of the Merchant’s or the Merchant’s employees’ 
negligence or wilful misconduct, in connection with Card Transactions or 
otherwise arising from Merchant’s provision of Products to Cardholders, and 
any and all third party claims, liability, damages, and/or costs, including but 
not limited to attorney's fees, arising from: (i) any third-party claim, action, or 
allegation of infringement, misuse, or misappropriation based on information, 
data, files, or other materials submitted by the Merchant to the Bank and vice 
versa; (ii) any access of any other financial institutions, cards through the 
Equipmentor any action, omission, or any other cause or fault or misuse of the 
Equipment caused by the Merchant or any of its employees, o�cials, agents or 
representatives; (iii) any fraud, misrepresentation, manipulation, or other 
breach of this Agreement; and/or (iv) the Merchant’s violation of any law or 
rights of a third party.

In such occurrence, the Bank reserves the right, at its own expense, to assume 
the exclusive defence and control of any matter otherwise subject to 
indemnification by the Merchant, in which event the Merchant shall fully 
cooperate with the Bank in asserting any available defences.

The Merchant may not settle any action or claims on behalf of the Bank 
without the Bank’s prior written consent.

19. LIMITATION OF LIABILITY.

THIS AGREEMENT IS A SERVICE AGREEMENT. THE BANK DISCLAIMS ALL 
OTHER REPRESENTATIONS OR WARRANTIES, EXPRESS OR IMPLIED, 
MADE TO THE MERCHANT OR ANY OTHER PERSON, INCLUDING WITHOUT 
LIMITATION, ANY WARRANTIES REGARDING QUALITY, SUITABILITY, 
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OR 
OTHERWISE OF ANY SERVICES OR ANY GOODS PROVIDED INCIDENTAL 
TO THE SERVICES PROVIDED UNDER THIS AGREEMENT. 

NOTWITHSTANDING ANYTHING IN THIS AGREEMENT TO THE CONTRARY, 
IN NO EVENT SHALL THE BANK, OR ITS AFFILIATES OR ANY OF ITS 
RESPECTIVE DIRECTORS, OFFICERS, EMPLOYEES, AGENTS OR 
SUBCONTRACTORS, BE LIABLE UNDER ANY THEORY OFTORT, 
CONTRACT, STRICT LIABILITY OR OTHER LEGAL THEORY, FOR LOST 
PROFITS, LOST REVENUES, LOST BUSINESS OPPORTUNITIES, DELAYS IN 
THE RECEIPT OF FUNDS OR ERRORS IN DEBIT AND CREDIT ENTRIES 
CAUSED BY THIRD PARTIES INCLUDING ANY CARD ASSOCIATION AND/OR 
THE MERCHANT’S FINANCIAL INSTITUTION, EXEMPLARY, PUNITIVE, 
SPECIAL, INCIDENTAL, INDIRECT OR CONSEQUENTIALDAMAGES, EACH 
OF WHICH IS HEREBY EXCLUDED BY AGREEMENT OF THE PARTIES, 
REGARDLESS OF WHETHER SUCH DAMAGES WERE FORESEEABLE OR 
WHETHER ANY PARTY OR ANY ENTITY HAS BEEN ADVISED OF THE 
POSSIBILITY OF SUCH DAMAGES.

20.MONEY LAUNDERING PREVENTION.

The Bank may take whatever action it considers appropriate to meet any 
obligations, either in the Sultanate of Oman or elsewhere in the world, relating 
to the prevention of fraud, money laundering or terrorism financing and the 
provision of financial and other services to persons who may be subject to 
sanctions. 

Such actions include, but are not limited to, investigating, blocking and 
intercepting any Transaction particularly in the case of international transfer of 
funds; it may also include making enquiries to establish whether the Merchant 
and/or the Cardholder is subject to financial sanctions. 

The Bank shall not be liable for any loss, liability, delay or cost incurred by you 
as a result of such actions taken by it.

21. COMPLIANCE.

The Merchant shall comply and cause each of its employees to comply with 
this Agreement and all the applicable rules and regulations including, but not 
limited to, regulatory approvals and requirements applicable in the Sultanate 
of Oman by virtue of its obligations under this Agreement. The Merchant shall 
further conduct regular periodic monitoring of compliance with the regulatory 
requirements as instructed by the Bank from time to time.
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The Merchant shall comply with the Rules, including without limitation, those 
relating to Cardholder information security issues, non-disclosure of 
Cardholder information and Transaction documents, retention and storage of 
Cardholder and Transaction information and other security procedures 
adopted by the Associations.

The Merchant further confirms its agreement to abide by and fully comply 
with the CISP including the following procedures: (i) install and maintain a 
working network firewall to protect data accessible via the Internet; (ii) keep 
security patches up-to-date; Encrypt stored data; (iii) encrypt data sent across 
networks; (iv) use and regularly update anti-virus software; (v) restrict access 
to data by business “need to know”; (vi) assign a unique ID to each person 
with computer access to data; (vii) refrain from using vendor-supplied 
defaults for system passwords and other security parameters; (viii) track 
access data by unique ID; (ix) maintain a policy that addresses information 
security for employees and contractors; and (x) restrict physical access to 
Cardholder information. The Merchant understands that VISA may impose 
restrictions, fines, or prohibit the Merchant from participating in VISA 
programs if it is determined that the Merchant is non-compliant with the CISP. 
The Merchant may be required to comply with an audit to verify compliance 
with security procedures. The Merchant may seek compliance through 
adopting the relevant Payment Gateway functions, which are maintained to 
be CISP compliant.

The Merchant additionally confirms its agreement to abide by and fully 
comply with the following Transaction information security related 
procedures: (i) the sale or disclosure of databases containing Cardholder 
Account numbers, personal information, or other Card Transaction 
information to third parties is strictly prohibited by the Rules; (ii) unless the 
Merchant obtains consents from the Bank and each applicable Association, 
Issuing Bank and the Cardholder, the Merchant shall not use, disclose, sell or 
disseminate any Cardholder information obtained in connection with a Card 
Transaction (including without limitation, the names, addresses and Card 
account numbers of Cardholders, copies of imprinted Sales Records and/or 
Credit Records, mailing lists, magnetic tapes or other media obtained in 
connection with a Sales Record and/or Credit Record) except for purposes of 
authorizing, completing and settling Card Transactions and resolving any 
Chargebacks, retrieval requests or similar issues involving Card Transactions, 
other than pursuant to a court or governmental agency request, subpoena or 
order; (iii) proper controls for, limit access to, and render unreadable prior to 
discarding all records containing Cardholder account numbers and Card 
imprints shall be implemented by the Merchant; (iv) magnetic stripe data  shall 
not be retained and/or stored after a Transaction has been authorized; (v) 
electronically  captured signature of a Cardholder stored shall not be 
reproduced except upon a specific request of the Bank; (vi) all media 
containing Cardholder names, Cardholder account information, and other 
personal information, as well as Card imprints (such as Sales Records and 
Credit Records, auto rental agreements, and carbons) shall be stored in an 
area limited to selected personnel and, prior to discarding any such 
information, destroy it in a manner that renders the data unreadable; and (vii) 
in the event of the Merchant’s failure, including bankruptcy, insolvency, or 
other suspension of business operations, any materials that contain 
Cardholder account numbers, personal information, or Transaction 
information shall not be sold, transferred, or disclosed to third parties, and 
shall be returned to the Bank and/or destroyed upon acceptable proof of 
destruction to the Bank.

22.FORCE MAJEURE.

No party shall be liable for any default or delay in the performance of its 
obligations under this Agreement if and to the extent such default or delay is 
caused, directly or indirectly, by (i) fire, flood, elements of nature or other acts 
of God; (ii) any outbreak or escalation of hostilities, war, riots or civil disorders 
in any country; (iii) any act or omission of the other party or any government 
authority; (iv) any labor disputes (whether or not employees’ demands are 
reasonable or within the party’s power to satisfy); or (v) the non-performance 
by a third party for any similar cause beyond the reasonable control of such 
party, including without limitation, failures or fluctuations in 
telecommunications or other equipment.

In any such event, the non-performing party shall be excused from any further 
performance and observance of the obligations so a�ected only for as long as 
such circumstances prevail and such party continues to use commercially 
reasonable e�orts to recommence performance or observance as soon as 
practicable.

23.CONFIDENTIALITY.

The Merchant acknowledges that, pursuant to this Agreement, the Bank may 
provide to the Merchant information that is proprietary to the Bank. This 
includes any or all forms of media and information sent to the Merchant 
regardless of whether it is sent to the Merchant by email or in any another 
manner. 

The Merchant agrees to keep such proprietary information confidential and 
secure. The Merchant may not use, copy, adapt, alter all or part of the 
proprietary information which is disclosed or otherwise comes into its 
possession under or in relation to this Agreement and which is of a 
confidential nature. 

The Bank may disclose information to third parties pursuant to this Agreement 
in the following cases: (i) in order to comply with government or court orders; 
or (ii) if the Merchant gives the Bank a written permission to do so; or (iii) to 
enforce or defend the Bank’s rights in connection with this Agreement.

24.INTELLECTUAL PROPERTY.

Any data, information, logo, developed programs, or other information given 
to any Party by virtue of this Agreement or being associated with the 
personnel of any of the Parties shall remain the exclusive property of such 
Party.

The Merchant may not publish, release or make use of any data, information, 
logo, developed programs, or any other proprietary name and/or symbol of 
the Bank, VISA or MasterCard, unless the materials containing the same are 
provided to the Merchant by the Bank and/or are approved in advance by 
Bank, and, in either event, only while this Agreement is in e�ect, or until the 
Merchant is notified by the Bank or by VISA or MasterCard to cease usage.
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25.ADVERTISMENT.

The Merchant shall display the Banks’ advertising and promotional materials at 
noticeable points in the premises of the Merchant where the Equipment is 
installed. The Merchant further undertakes not to use any other material 
referring to the Bank or any other name, logo or design associated with the 
Cards without the Bank’s prior written consent.

26.ADDRESS AND NOTICES.

Unless otherwise provided herein, any notice, request, instruction or other 
document required permitted or to be given under this Agreement shall be in 
writing and if given by the Bank to the Merchant shall be deemed to have been 
given on the date and at the time the same shall be delivered personally or 
deposited in the postal system and addressed to the Merchant at the 
addresses on the execution page of this Agreement or at such other addresses 
as the Merchant may give to Bank from time to time by written notice, and if 
given by the Merchant to the Bank shall be deemed to have been given on the 
date and at the time the same shall be delivered personally or mailed by 
certified mail, postage prepaid with return receipt requested (such mailed 
notice to be e�ective on the date such receipt is acknowledged or refused)at 
the Bank’s address mentioned in its o�cial papers or at such other addresses 
as the Bank, as applicable, may give to the Merchant from time to time by 
written notice. Notice may also be sent by facsimile or email, and in such 
occurrence, such notice shall be deemed delivered at the date and time it was 
sent by either party to the other.

The Merchant shall keep the Bank informed about its business location at all 
times, during the Term of this Agreement, and, if the Bank holds Reserve 
Account funds for Merchant after the expiration or termination of this 
Agreement, then for such time until any Reserve Account funds are fully 
disbursed or applied by the Bank against amounts due from the Merchant.

27.FINANCIAL AND OTHER INFORMATION.

Upon request, Merchant will provide the Bank quarterly financial statements 
within forty-five (45) days after the end of each fiscal quarter and annual 
audited financial statements within ninety (90) days after the end of each 
fiscal year.

Such financial statements shall be prepared in accordance with generally 
accepted accounting principles. The Merchant shall also provide such other 
financial statements and other information concerning the Merchant’s 
business and its compliance with the terms and provisions of this Agreement 
as the Bank may reasonably request.

The Merchant authorizes the Bank to obtain from third parties financial and 
credit information relating to the Merchant in connection with its 
determination whether to accept this Agreement and the Bank’s continuing 
evaluation of the financial and credit status of the Merchant.

The Bank may also access and use information which the Merchant has 
provided to the Bank for any other reason. Upon request, the Merchant shall 
provide to the Bank or its representatives reasonable access to the Merchant’s 
facilities and records for the purpose of performing any inspection and/or 
copying of the Merchant’s books and/or records deemed appropriate.

The Merchant will provide the Bank with written notice of any judgment, writ, 
warrant of attachment, execution or levy against any substantial part 
(twenty-five percent (25%) or more in value) of Merchant’s total assets not 
later than three (3) days after Merchant becomes aware of the same.

28.MISCELLANEOUS.

The o�cial text of this Agreement shall be in Arabic. In the event of any 
dispute concerning the interpretation or construction of this Agreement, 
reference shall be made only to this Agreement as written in Arabic. Should it 
be required to translate this Agreement into the English language or any other 
language, the Arabic language version of this Agreement shall nevertheless 
prevail.

The headings and subheadings contained herein shall not be considered a part 
of this Agreement. Words in this Agreement that are in the singular include the 
plural and vice versa, unless the context requires otherwise.

This Agreement may be executed in multiple counterparts, all of which shall 
constitute one agreement.

This Agreement and its annexes are the entire agreement between the Bank 
and the Merchant concerning the Services provided by the Bank to the 
Merchant under this Agreement and supersede all previous agreements, 
communications, representations or discussions between the Bank and the 
Merchant relating to this Agreement. Any other banking agreements made 
between the Bank and the Merchant and/or any other obligations pertaining 
to the Merchant’s bank accounts held by the Bank shall remain unchanged.  

The Bank may change or cancel the one or more of the Services as described 
herein at any time without cause, subject to applicable laws and regulations 
and upon a seven (7) days’ written notice served to the Merchant prior to 
entry into force. The Merchant agrees to review such amendments 
immediately upon receipt of such notice, and in case a termination notice is 
not sent within the seven (7) days abovementioned term in accordance with 
the applicable terms and conditions of this Agreement, the content of such 
notice shall be e�ective at the expiry of such notice term.

Each of the terms of this Agreement is severable from the others and if one or 
more of them becomes void, illegal or unenforceable, the remainder will not be 
a�ected in any way. 

Subject as provided below, a person who is not a party to this Agreement has 
no right to enforce any provision of this Agreement. A�liates of the Bank 
which are not parties to this Agreement, and any sub-contractor of the Bank 
or its a�liates may nevertheless enforce this Agreement against the Merchant, 
subject to and in accordance with this Agreement and any applicable 
regulations and laws.

This Agreement shall be binding upon and inure to the benefit of the parties 
and their respective successors and assigns. 

The Parties to this Agreement do not require the consent of any person who 
is not party to this Agreement to rescind or vary this Agreement at any time.

All representations, warranties, covenants and indemnities shall survive the 
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expiration or termination of this Agreement. 

The Merchant shall review Operating Manuals concerning the procedures to 
be followed and prescribed forms to be used in carrying out the Transactions 
while using the Equipment as delivered along with the Equipment or published 
by the Bank on its website from time to time.

Personal Information Protection. Parties agree to comply with all applicable 
personal data protection and other laws to the same or similar purpose in all 
relevant jurisdictions.

The Bank shall provide the Merchant with statements via e-mail to the email 
address provided in this Agreement and as recorded in the Bank’s systems. 
Should the Merchant require paper or duplicate statements or any other 
additional documentation, then the Bank may charge an appropriate fee for 
the provision of such paper or duplicate statements or additional 
documentation.

Except in the case of manifest error, any Statement provided by the Bank shall 
be conclusive as to all matters of fact to which it refers. The Bank may only 
accept to consider disputes made to such Statements if submitted in writing 
within Thirty (30) days’ of receipt by the Merchant.

Neither the failure nor any delay on the part of the Bank to exercise any right, 
remedy, or privilege hereunder shall operate as a waiver or give rise to an 
estoppel nor be construed as an agreement to modify the terms of this 
Agreement, nor shall any single or partial exercise of any right, remedy, or 
privilege with respect to any occurrence to be construed as a waiver of such 
right, remedy, or privilege.

No waiver by a party hereunder shall be e�ective unless it is in writing and 
signed by the party making such waiver, and then such waiver shall apply only 
to the extent specifically stated in such writing. 

Any transfer or assignment of this Agreement by the Merchant, without the 
prior written consent of the Bank, by operation of law or otherwise, is voidable 
by the Bank. Furthermore, the Merchant shall indemnify and hold the Bank 
harmless from all liabilities, Chargebacks, expenses, costs, fees and fines 
arising from such transferee’s or assignee’s submission of Card transactions to 
the Bank for processing.

Subject to the Rules, the Bank shall only assign or transfer this Agreement and 
its rights and obligations hereunder and/or may delegate its duties hereunder, 
in whole or in part, to any third party, on the condition of receiving prior 
written consent by the Merchant.

Nothing in this Agreement shall be deemed to constitute a partnership 
between the Parties nor constitute either Party as being the agent of the other 
Party or otherwise entitle a Party to have authority to bind the other Party for 
any purpose other than the purpose contemplated in this Agreement.

During the Term of this Agreement, the Merchant shall not enter into any 
agreement or engage with any other service provider for the provision of 
Services similar to or competitive with the e-Payment Gateway Services 
subject of this Agreement.

29.LEGAL FEES AND COSTS.

The Merchant agrees to pay the legal fees and costs the Bank will incur in 
seeking legal advice in matters not in the ordinary course of the Services 
relationship established under this Agreement, including, without limitation, 
contract disputes, legal procedures, bankruptcy or similar events, whether the 
fees or costs are incurred during or after the Term of this Agreement.

30.GOVERNING LAW AND DISPUTE RESOLUTION.

This Agreement and any dispute, claim or issue arising out of or in connection 
with this Agreement, whether of a contractual or non-contractual nature, shall 
be governed by the laws of the Sultanate of Oman. Parties agree to 
irrevocably submit to the exclusive jurisdiction of the courts of the Sultanate 
of Oman.

For and on behalf Bank Dhofar

Mr. __________________________________________________

Position: __________________________________________________

Date: __________________________________________________

Signature: __________________________________________________

For and on behalf of Merchant

Mr. __________________________________________________

Position: __________________________________________________

Date: __________________________________________________

Signature: __________________________________________________
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This Internet Card Acquiring Services MERCHANT AGREEMENT, including the 
attached Merchant application (the “Application”) (which is an integral part 
hereof and is expressly integrated herein and made a part hereof) (collectively 
referred to as the “Agreement”) is entered into by and between BANK DHOFAR 
S.A.O.G (hereinafter referred to as the “Bank”) and the undersigned Merchant 
(hereinafter referred to as the “Merchant”).

PREAMBLE

WHEREAS, the Bank is engaged in the general banking business and is a 
full-fledged member of Visa International and MasterCard Worldwide, including, 
but not limited to, providing acquiring services to merchants that accept a valid 
card bearing the service mark of VISA, MasterCard, Diners Club or American 
Express (hereinafter each referred to as the “Card”) for payment for Products (as 
defined below).

WHEREAS, the Merchant desires to use the ITA’s Sultanate of Oman e-Payment 
Gateway services to authorize and process Card Transactions and use the 
Internet Acquiring Services (as defined below) provided by the Bank to settle 
Card Transactions for payment by Cardholders for Products obtained from the 
Merchant through the Internet.

NOW, THEREFORE, in consideration of the representations, covenants and/or 
promises made in this Agreement (including the Application), the parties hereby 
agree as follows:

1. RECITALS AND DEFINITIONS.

The Merchant hereby acknowledges and a�rms each of the Recitals 
contained above.

The parties agree that the Preamble as set forth herein is incorporated herein 
by reference and made a part of this Agreement.

The Merchant acknowledges that the signature of the Bank’s sales 
representative on the Application does not constitute an approval by the Bank 
of this Agreement and that this Agreement is not and shall not be e�ective 
until it has been approved by the Bank.

Such approval, if given, shall be evidenced by the issuance of an approved 
Merchant Account Number by the Bank to the Merchant.

Capitalized terms used in this Agreement shall have the meanings set forth 
herein, including the following capitalized terms set forth below:

“Merchant” means the person or the legal entity named in this Agreement and, 
if approved and accepted by the Bank, who enters into this Agreement with 
the Bank with the aim to use the Services.

“Association” means any entity formed to administer and promote the Cards 
(including without limitation VISA and MasterCard). 

“Authorization” means the approval given by, or on behalf of, the Issuing Bank 
to validate a Transaction for a Merchant or another a�liate bank. 

“Batch” means a day’s worth of Transactions, including Sales Records and 
Credit Records, to be processed by the Bank at end of each Business Day. 

“Business Day” means any day on which the Bank is open for business, other 
than Fridays & Saturdays or other bank holidays.

“Card” means a valid credit card or a valid debit card or a valid pre-paid card 
bearing the service mark of VISA, MasterCard, Diners Club or American 
Express.

“Cardholder” means the individual whose name is embossed on a valid Card 
and any authorized user of such Card.

“CISP” means the Cardholder Information Security Program implemented by 
VISA to protect Cardholder data. The (“CISP”) applies to the Merchant if the 
Merchant processes or stores Cardholder data as a result of Internet or 
Mail/Telephone acceptance of VISA Card account information. A copy of the 
complete VISA Cardholder Information Security Standards manual and a 
Self-Assessment Worksheet can be obtained online at www.visa.com/cisp.

“Chargeback” means the procedure by which a Sales Record or other indicia 
of a Card Transaction (or disputed portion thereof) is denied or returned to 
the Bank or to the Issuing Bank after it was entered into the appropriate 
settlement network for payment, in accordance with the Rules, for failing to 
comply with the Rules including, without limitation, Cardholder disputes, the 
liability of which falls on the Merchant.

“CTMF” or “MATCH File” means the combined terminated merchant file 
maintained by MasterCard and containing the business name(s) of merchants 
and the names and identification of principals of merchants which have had 
their merchant processing agreements terminated for one or more of the 
reasons specified in the Rules.

“Credit Record” means all documents or the electronic record of such 
documents used to evidence any refund or price adjustment given by the 
Merchant to a Cardholder for a previous sale Transaction, which must conform 
to the Rules. The format for each Credit Record must be approved by the 
Bank.

“SA” or “Settlement Account” means a direct deposit account open in a 
financial institution designated by the Merchant as the account to be debited 
and credited by the Bank for Card Transactions, and by the Bank for fees, 
Chargebacks, and other amounts due under or in connection with this 
Agreement.

“Discount Fee” means the amount charged to the Merchant for processing its 
daily Card Transactions, which is computed as a percentage of the gross 
amount of the Merchant’s Sales Records. Discount Fee shall not be reimbursed 
to the Merchant even when Merchant needs to perform any refund or price 
adjustment after the Sale Record is completed. Discount Fee shall be 
deducted from the gross sales amount acquired by the Bank on behalf of the 
Merchant, and the net credit shall be paid to the Settlement Account.

“Electronic Record” means data that is transcribed in a form acceptable to the 
Bank and suitable for electronic processing.

“Event of Default” means those events listed in Clause 15 of this Agreement. 
Settlement Networks.

“e-Payment Gateway” means the payment service that allows the Merchant to 
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participate in acceptance of the Card Transactions made by Customers via 
certain electronic access methods.

“Equipment” means the electronic devices made available by the Bank to the 
Merchant in order to process the Card Transactions.

“Interchange Fee” means the fee that is paid daily by the Bank to VISA, 
MasterCard or any other association for entering Sales Records and Credit 
Records into their respective Settlement Networks.

“Issuing Bank” means the Cardholder’s bank, or the bank that has issued a 
Card.

“ITA” means the Sultanate of Oman’s Information Technology Authority.

“Merchant Account Number” means the number assigned and issued by the 
Bank to the Merchant, if and only if, the Merchant is approved and this 
Agreement is accepted by the Bank that numerically identifies the Merchant 
to the Bank for accounting, billing, customer service and other related 
purposes in connection with the Services. Issuance of the approved Merchant 
Account Number to the Merchant will evidence the acceptance and approval 
of the Merchant of the provisions of this Agreement.

“Merchant Reserve Account” or “Reserve Account” means an account 
established at and managed by the Bank for the deposit of the funds received 
from the Merchant pursuant to this Agreement as collateral to protect the 
Bank against actual or contingent liability or losses (i.e. reserves) that might be 
incurred by the Bank should the Merchant be unable or fail to pay 
Chargebacks, adjustments, fees and other charges and obligations due to the 
Bank under this Agreement.

“Monthly Sales Processing Volume” or “Monthly Sales Volume” means the 
gross Omani Rial (OMR) amount of Card Sales Records, before return, refund, 
or exchange that are generated by the Merchant and processed by the Bank 
during a calendar month pursuant to this Agreement.

“Products” means goods and/or services sold, rented or rendered by the 
Merchant.

“Recurring Transaction” means a transaction whereby the Merchant charges 
a Cardholder’s Card periodically for recurring goods or services (e.g., monthly 
insurance premiums, yearly subscriptions, annual membership fees) that are 
to be delivered or performed periodically.

“Rules” means the written rules and regulations, system manuals, procedures 
and requirements, releases and interpretations thereof and other 
requirements (whether contractual or otherwise) imposed or adopted by any 
Association (including without limitation VISA, MasterCard, Diners Club and 
American Express) as the same may be amended from time to time. The Bank 
shall provide the relevant Rules to the Merchant and advise the Merchant in 
prior notice via written communication whenever there is any change to the 
Rules.

“Sales Record” means all documents or the electronic record of such 
documents used to evidence the sale of Products through the use of the 
Cards. The format for each Sales Record must be approved by the Bank.

“Services” means the acquiring activities undertaken by the Bank (including 
by or through authorized third party service providers) to acquire and settle 
VISA, MasterCard, Diners Club and American Express Card Transactions 
undertaken by Cardholders at the Merchant’s Internet website for 
Goods/Services purchase, whose business is registered in the Sultanate of 
Oman, and all other activities necessary for the Bank to perform the functions 
required by this Agreement for all other cards, if any, that may be covered by 
this Agreement.

“Transaction” means the initiation of a sale inquiry or a consummation of a 
sale/rental of Products or of a credit to a Cardholder by the Merchant by 
means of a Sales Record or Credit Record, respectively.

“Transmittal” means the process whereby Sales Records and Credit Records 
are electronically transferred in the form of electronic records.

These Internet Acquiring Services terms and conditions govern the 
relationship between the Bank and the Merchant for all the Merchant’s 
Products and Services available on the Internet.

These Internet Acquiring Services terms and conditions expressly govern, 
without limitation, software products, hosting services, secure payment 
gateway services and related support and maintenance services obtained 
through the Bank in connection with the Merchant’s Products available on the 
Internet.

The Merchant understands and agrees that it may be required to enter into 
additional specific agreements for software products, hosting services or 
other e-Commerce products and services as the Bank nay determine at its sole 
discretion.

2. HONORING CARDS. 

The Merchant shall follow the procedures for Card acceptance in the manner 
provided for under this Agreement in connection with each Transaction and 
shall fully comply with and abide by all applicable Rules, as amended from 
time to time by the Associations and as accordingly advised by the Bank 
through written communication within a reasonable advance notice period. 

While honoring Card, the Merchant shall abide by the terms and conditions set 
out in this Agreement, the Rules and the following VISA and MasterCard 
instructions: the Merchant (i) shall honor, without discrimination, all valid 
Cards when properly presented as payment by a bona fide Cardholder for a 
bona fide Transaction; (ii) shall not establish procedures that discourage, 
favor, or discriminate against the use of any particular Card. If the Merchant 
does not deal with the public at large (e.g. a private club), the Merchant must 
honor all valid Cards of Cardholders who have purchasing privileges or 
memberships with the Merchant; (iii) shall not establish minimum or maximum 
Transaction amounts as a condition for accepting Cards; (iv) shall not impose 
any surcharge or fee for accepting a Card or establish any special conditions 
for accepting a Card; (v) unless permitted under the Rules, the Merchant shall 
not require a Cardholder to provide any personal information, such as a home 
or business address or telephone number, or a driver’s license or other proof 
of identification as a condition of honoring a Card, unless instructed by the 
Bank. The exception to this is for a mail/telephone order or delivery required 
Transaction; (vi) any taxes that the Merchant collects (and any other similar 
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handling fees) must be included in the total Transaction amount and not 
collected separately in cash nor processed as an additional Transaction; (vii) 
shall not indicate that Visa, MasterCard or any other Association endorses its 
goods or services; and (viii) Shall adequately display Visa, MasterCard and, if 
applicable, other Association decals and program marks on the promotional 
materials as required by any Association Rules.

3. AUTHORIZATIONS.

The Merchant understands and acknowledges that an Authorization only 
confirms the availability of the Cardholder’s credit at the time of the 
Authorization, and as such does not warrant that the person presenting the 
Card is the rightful Cardholder, nor is it an unconditional promise, guarantee or 
representation by the Bank that a Transaction is or will be deemed valid and 
not subject to dispute, debit or Chargeback.

The Merchant understands that, without limitation thereto, processing of 
Transactions when a Card is not present may result in an exception to normal 
processing, including if, unauthorized software or direct data transmission 
information results in erroneously transmitted data; and the Merchant further 
understands and agrees that, failure to abide by the procedures and Rules, 
including without limitation, those set forth below (which are in addition to 
and not in lieu of the Rules and/or terms of this Agreement), may subject the 
Merchant to increased risk of possible Chargeback, penal charges and/or 
termination of this Agreement.

The Bank shall endeavor to increase the protection of the Merchant by 
enrolling the Merchant for 3D secure authentication processing with the 
respective Card Associations.

The Merchant: (i) shall authorize all Transactions and refrain from setting any 
floor limits to the Transactions; (ii) failure to authorize sales Transaction may 
result in a Chargeback and/or the termination of this Agreement; (iii) the 
Merchant may not attempt to obtain multiple Authorizations for a single 
Transaction; (iv) authorizations cannot be “forced in” by reducing the 
Transaction amount to find an approved authorized amount; and (v) For 
Cards other than VISA and MasterCard (if any, that the Bank have expressly 
approved for the Services), the Merchant shall follow the procedures and 
Rules for Authorization and acceptance for each such other Card Association.

In case the Merchant engages in the practice of delayed delivery or accepting 
deposits, then the Merchant shall respect the following additional Rules and 
requirements (in addition to, and not in lieu of, other applicable procedures 
and Rules) to obtain Authorization for any delayed delivery or deposit balance 
Transaction Authorization:  where merchandise is to be shipped or services 
provided at a later date, an Authorization is considered to be valid if: (i) the 
merchandise shipping date is within seven (7) calendar days of the date 
Authorization was obtained or the services are provided; and (ii) the 
Transaction amount does not exceed the authorized amount plus fifteen 
percent (15%), representing shipping costs. In any case, all Transactions with 
an Authorization dated more than fifteen (15) days or the agreed time 
required for shipment or services between the Merchant and the Cardholder 
prior to the shipping date or date services are rendered, may result in an 
increased risk of Chargeback, and in case of a dispute, a copy of the 
agreement between the Merchant and the Cardholder shall be provided to the 
Bank.

4. PAYMENTS SETTLEMENT.

The Merchant shall at all times maintain a Settlement Account with the Bank 
or with another financial institution of the Merchant’s choice provided that 
such financial institution: (i) belongs to the Central Bank of Oman; (ii) is a 
member of the Automated Clearing House (the “ACH”) network; (iii) can 
accept ACH transactions; and (iv) is in position to debit and/or credit funds in 
the frequency agreed upon between the Bank and the Merchant.

Funds due to the Merchant for Transactions shall be processed and 
transferred to the Settlement Account in the frequency agreed upon between 
the Bank and the Merchant.

Merchants having their Settlement Account maintained by the Bank shall 
allow the Bank to directly credit/debit such Settlement Account to settle 
funds payment corresponding to all Sales Records, Credit Records and any 
applicable charges thereto; and the Bank shall credit the net amount of Sales 
Record to such Settlement Account after deducting discount fees from the 
settlement amounts and any other recovery of dues such as Chargebacks and 
fraud related charges.

Merchants having their Settlement Account maintained by another financial 
institution shall allow the Bank to settle funds payment for the Merchant by 
sending payment request via the ACH system to the financial institution for 
crediting/debiting to the Settlement Account; and in such case, shall 
authorizes such financial institution to e�ect all such net credit to the 
Settlement Account.

The Merchant shall provide a separate direct-debit authorization form to the 
financial institution where the Settlement Account is maintained knowing that 
such authorization shall be, without respect to the source of any funds in the 
Settlement Account, irrevocable and coupled with an interest, and shall 
remain in full force and e�ect until the Bank has given written notice to such 
financial institution that all monies due under this Agreement and any other 
agreements with the Bank have been paid in full. The Merchant further 
authorizes the Bank, at its sole discretion, to debit any other banking account 
maintained by the Merchant for any and all such amounts due by the Merchant 
to the bank. Alternatively, the Bank may elect to invoice the Merchant for any 
such amounts, net due thirty (30) days after the invoice date or on such earlier 
date as may be specified.

The Merchant hereby authorizes the Bank to access information from the 
Settlement Account and to initiate credit and/or debit entries and 
adjustments, as well as any credit entries made in error, to the Settlement 
Account by the ACH transfer process and/or through direct instructions to (or 
such other arrangements as we deem appropriate) the financial institution 
where the Settlement Account is maintained for amounts due under this 
Agreement and any other agreements with the Bank.

All settlements towards the Transactions shall be net of credits/refunds, 
adjustments, applicable Discount Fees when due, Chargebacks or other 
adjustments, charges and any other amounts then due from the Merchant.

The Merchant understands and hereby acknowledges that the Discount Fee is 
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earned at the time of the Transaction and is not subject to refund.

Within the first twenty four (24) hours after funds or any other payments due 
to the Merchant are credited to the Settlement Account, such funds shall be 
subject to, among other things, Chargebacks (including the Bank related 
losses) fees, assessments, and fines imposed by the Associations if any; and 
the Bank may debit or credit the Settlement Account for any deficiencies, 
overages, fees, fines, charges, and pending Chargebacks, or may deduct such 
amounts from any settlement funds due to the Merchant.

In the event that a payment is rejected by the Merchant’s bank or fails to arrive 
within five (5) Business Days after the Bank’s attempted ACH payment, the 
Bank may provide an option to issue cheques for any funds due to the 
Merchant until the ACH problem is resolved provided that all such payments 
and the resolution of all such issues are solely borne by the Merchant. Should 
the Merchant accept to avail cheques from the Bank, the Bank may charge a 
processing fee per cheque, notwithstanding any lesser amount shown in this 
Agreement.

The Merchant understand that due to the nature of the ACH and the electronic 
networks utilized for the movement of funds and the fact that not all banks 
belong to the ACH network payments to the Merchant can be delayed and 
therefore, the Bank cannot guarantee the timeliness with which any ACH 
payment may be credited by the Merchant’s Settlement Account.

The Bank shall not be liable for any delays in receipt of funds or errors in debit 
and credit entries caused by third parties, including but not limited to any 
Association or the Merchant’s financial institution, and the Merchant shall 
cooperate with the Bank to help resolve any problems in crediting/debiting 
the Settlement Account.

The Bank reserves the right to divert and hold all funds when the Bank is 
investigating the breach of any warranty, covenant, representation, or 
agreement by the Merchant or has reasonable cause to believe that the 
Merchant may have violated any provision of this Agreement and/or the Rules 
and/or is engaged in illegal, fraudulent or suspicious activity.

The Merchant hereby agrees to be bound by the terms of the operating rules 
of the automated clearing house system as in e�ect from time to time.

5. RETURNS AND CREDITS.

In case, during the term of this Agreement, any goods are accepted for return 
or any services are refunded, terminated or cancelled, or any price adjustment 
is allowed by the Merchant (other than involuntary refunds by airlines or other 
carriers when required by applicable tari�s and except where otherwise 
required by law or governmental regulations), the Merchant may not make 
any cash refund to the Cardholder and shall process a Credit Record 
Transaction within three (3) Business Days from the occurrence of such return, 
refund, cancellation or adjustment; and in such occurrence, the Merchant may 
not be entitled to any refund of any of the fees or charges associated with the 
original Transaction and initially due by the Merchant towards the Bank.

The Merchant shall date each Credit Record with the Transaction date 
including: (i) thereon a brief description of returned goods and/or refunded, 
terminated or cancelled services and/or prices adjusted; and (ii) the amount of 
credit in su�cient details to identify the Transaction; and provide the 
Cardholder with a completed copy of such Credit Record at the time of each 
return or cancellation of a Transaction.

With proper disclosure at the time of the Transaction, the Merchant may: (i) 
refuse to accept goods in return or exchange and refuse to issue a refund to a 
Cardholder; or (ii) accept the returned goods in exchange for the Merchant’s 
promise to deliver Products of equal or greater value available from the 
Merchant at no additional cost to the Cardholder. For the purposes of this 
paragraph, proper disclosure shall be deemed to have been given only if, at 
the time of the Transaction, the following notice appears on all copies of the 
Sales Record (or disclosure if Card is not present) in legible letters at least 
one-quarter (1/4) inch high and adjacent to the text stating “NO REFUND” or 
“EXCHANGE ONLY” or “IN STORE CREDIT ONLY” as applicable, or equivalent 
language. Even with this provision being adhered to it does not guarantee 
avoidance of Chargeback.

6. RESERVE ACCOUNT.

Notwithstanding any other provision to the contrary contained in this 
Agreement, the Merchant hereby expressly acknowledges that the Bank 
reserves the right to establish and the Merchant hereby authorizes the Bank to 
establish, at any time prior to, at, or after termination of this Agreement and 
with or without prior notice to the Merchant a non-interest bearing Reserve 
Account.

The Reserve Account funds may be used to cover Chargebacks, credits, fines, 
costs, assessments, and other obligations of the Merchant that are incurred 
under this Agreement.

The initial amount of the Reserve Account shall be set by the Bank in its sole 
discretion, based upon, but without limitation thereto, the Merchant’s 
processing history and the potential overall credit risk to the Bank.

At the Bank’s sole discretion the Reserve Account may be funded on a rolling 
reserve basis (the “Rolling Reserve”) from a portion (percentage) of the funds 
from each Transaction and/or by requiring a deposit of funds to the Reserve 
Account.

If a Reserve Account is required at the time that the Application is approved, 
the amount of the Reserve Account and the funding method (up-front 
deposit, fixed amount or Rolling Reserve), including the percentage applicable 
for each Sale Transaction and the number of months used for such Rolling 
Reserve shall be as stated on the Application unless otherwise modified and 
agreed upon in writing by the Merchant and the Bank.

If a Reserve Account is required at a later time, the Bank may establish the 
Reserve Account immediately and notify the Merchant of that fact (or any 
changes in the required reserve amount, funding method, Rolling Reserve 
percentage or period, or other terms).

The Merchant acknowledges and understands that the Reserve Account 
Maintenance Fee disclosed in the Application will be deducted on a monthly 
basis from funds in the said Reserve Account.

The Merchant hereby authorizes the Bank, without notice or demand, if the 
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Merchant fails to respond within a reasonable time as determined by the Bank, 
to o�set any related fees, losses, charges, costs and amounts for any other 
obligations of the Merchant due the Bank under this Agreement from and 
against the Merchant’s Reserve Account funds or any other deposit accounts 
of the Merchant maintained at any financial institution when adequate funds 
are not available in the Settlement Account or from funds otherwise due to the 
Merchant under this Agreement.

The Merchant hereby expresses in writing and hereby gives the necessary 
instructions and authorizations to permit such o�set by the Bank from any 
deposit accounts held by any financial institutions for the Merchant, and 
further releases such financial institutions from any liability for any good faith 
compliance with the express written instruction and authorization as set forth 
herein to permit such o�set by the Bank. The Merchant further agrees that 
such financial institutions may rely upon an executed copy of this Agreement 
as may be provided by the Bank for the purposes such o�set.

After payment or adequate provision for payment is made by the Merchant to 
the Bank for all obligations on the part of the Merchant to the Bank under this 
Agreement, including, without limitation, any and all amounts due for any 
payment gateway utilized by the Merchant under this Agreement and the 
Rules, the Merchant may request the Bank to disburse any and all funds due 
the Merchant remaining in the Reserve Account.

Unless otherwise agreed upon in writing by the Bank, such funds shall not be 
disbursed to the Merchant until the end of two hundred and seventy (270) 
days from the date of the last Chargeback or Transaction, whichever is later, 
unless the Bank in its sole and absolute discretion, has reasons to believe that 
Chargeback rights under the then applicable Rules may be longer than such 
two hundred and seventy (270) day period of time, in which event such funds 
may not be disbursed until the expiration of the period of time for such 
Chargeback rights.

If requested by the Merchant, the Bank shall set the date when funds available 
in the Reserve Account, held beyond such two hundred and seventy (270) day 
period as referenced above, may be released and shall notify the Merchant of 
such date. No funds held in the Reserve Account shall accrue or bear interest.

Without limiting the rights of the Bank set forth above, the Merchant 
acknowledges that the establishment of, or a change in the amount 
percentage or other terms of Reserve Account and/or increase to the 
Discount Fee or other Fees may, without limitation thereto, result from the 
Bank’s determination that any of the following has occurred: (a) the Merchant 
engages in any processing of charges which represents an overcharge to the 
Cardholder by duplication of charges; (b) any activity designed by the 
Merchant to circumvent a pre-requisite when attempting to process a 
Transaction for a Cardholder; (c) failure by the Merchant to fully disclose the 
true nature of its business to the Bank to permit a fully-informed decision as to 
the suitability of Merchant for approval of the Application and the acceptance 
of this Agreement; (d) failure by the Merchant to fully disclose the true 
ownership, or any change in such ownership, of the Merchant’s business entity; 
(e) processing by the Merchant of unauthorized charges; (g) processing by 
the Merchant of any credits through any Cardholder account; (h) any 
misrepresentation made by the Merchant in completion of the Application or 
any breach of any other covenant, warranty or representation of the Merchant 
contained in this Agreement, including, without limitation, a change of type of 
business without prior approval by the Bank; (i) the Merchant has 
Chargebacks which exceed one percent (1%) (as determined by the 
Associations and amended from time to time) of the total number of Sales 
Record Transactions completed by the Merchant in any given thirty (30) day 
calendar period, such thirty (30) day calendar period not limited to any 
specific monthly cycle; (j) excessive number of requests for retrieval of 
documentation; (k) excessive credits that exceed sale Transactions by ten 
percent (10%); (l) any form of financial instability or diminishment of the 
financial condition of the Merchant; or (m) whenever the Bank, in its sole 
discretion, believes that the Bank has a credit risk exposure and that recovery 
of any amounts due or which may become due from the Merchant, are in 
jeopardy or that the Bank may incur losses in connection with or related to the 
Services provided to the Merchant under this Agreement.

7. LIEN, SECURITY INTEREST AND SET-OFF.

The Merchant hereby grants the Bank a lien and security interest in and to any 
of the Merchant’s funds pertaining to the Transactions contemplated by this 
Agreement now or hereafter in the Bank’s possession, whether now or 
hereafter due or to become due to the Merchant for the purpose of securing 
the Merchant’s obligations towards the Bank and its a�liates under this 
Agreement and any other agreement for the provision of the Services or the 
furniture of the related equipment.

The Bank shall be entitled to set-o� against any amounts due and payable by 
the Merchant and not paid by the Merchant in the agreed upon manner any 
amounts held by the Bank for the account of the Merchant in with all the 
related charges being borne by the Merchant. In addition to the foregoing, the 
Merchant agrees that all cash, credit balances, goods and other assets 
including, but not limited to, precious metals whether coined or not, shares, 
stocks, bonds, notes, cheques, debentures, certificates of deposit, negotiable 
instruments including bills under collection and any other securities of any 
kind whatsoever, which are at the time being or could be in the future in the 
possession of the Bank, its custody or power, or deposited with or transferred 
to the Bank, its agents or any of its branches for the Merchant’s account 
whether held individually or jointly with any other person, including all rights 
and entitlements arising therefrom or attached thereto shall be charged as a 
continuing security in favor of the Bank and may be, in that sense, set o�, 
appropriated, sold or applied in or towards due payment to the Bank of all 
sums to the due satisfaction of all the obligations for which the Merchant is at 
the time being or in the future indebted or liable to the Bank on any account 
or in any manner whatsoever, and whether individually or jointly with any 
other person, and under whatever name or form.

The Merchant agrees to duly execute and deliver to the Bank such instruments 
and documents as may be reasonably requested to render enforceable such 
lien, security interest, right to set o�, recoupment and subordination set forth 
in this Agreement. 

8. REQUESTS FOR ADJUSTMENTS OR REFUNDS.

Requests for adjustments shall be made through a written notification to the 
Bank within thirty (30) days after any debit or credit is or should have been 
e�ected.
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If the Merchant notifies the Bank after such time period, the Bank may, in its 
absolute discretion, assist the Merchant, at its own expense, in investigating 
whether any adjustments are appropriate and whether any amounts are due 
to or from any other parties without any obligation on the back of the Bank to 
investigate or to continue such investigation or to carry out any future 
investigation or e�ect any such adjustments.

9. CHARGEBACKS.

The Merchant shall be responsible for any and all Chargebacks as well as 
Association fines, assessments and fees related to or arising out of such 
Chargebacks in the manner provided for in the Rules, and shall reimburse the 
Bank for and upon its demand, the face amount of such Chargebacks, fines, 
assessments and fees. Further, the Merchant shall be liable and shall reimburse 
the Bank for any and all return items, or other losses resulting from the 
Merchant’s failure to produce, within the applicable time limits, any Sales 
Records as it may be requested by the Bank. 

The Bank shall have the right to debit the Merchant’s incoming Chargebacks, 
through the Settlement Account or any other funds of the Merchant in the 
Bank’s direct or indirect control by reason of the security interest granted to 
Bank by the Merchant pursuant to Clause 15 of this Agreement, and to charge 
such Chargebacks to the Merchant, including without limitation, in any of the 
following situations: (a) where the Transaction is for a type of Product sold 
other than as disclosed in the Application and approved in advance by Bank 
and the sales Transaction was charged back; (b) where the goods have been 
returned or the services cancelled by a Cardholder and the Cardholder 
requested a Credit Record and such Credit Record was not processed by the 
Merchant within three (3) Business Days; and (c) where a Cardholder 
contends or disputes in writing to the Bank or to the Issuing Bank that: (i) the 
products were not received by the Cardholder; or (ii) the products received by 
a Cardholder do not conform to the description on the Sales Record; or (iii) 
the products were sold in a misleading fashion or manner by the Merchant; or 
(iv) the products were defective; or (v) the dispute reflects a claim or defense 
authorized against issuers or creditors by a governmental agency, a relevant 
statute or regulation; (vi) where a Sales Record or Credit Record was not 
received by the Bank as required in accordance with the terms of this 
Agreement or those of the Rules; (vii) where the Sales Record was not 
completed as required by this Agreement or by the Rules; (viii) the Cardholder 
has certified in writing to the Bank or to the Issuing Bank that the Cardholder 
did not make or authorize such a Transaction (ix) where the Issuing Bank or 
the Bank has information or belief that the Merchant fraud occurred at the 
time of the Transaction(s), whether or not such Transaction(s) was properly 
authorized by the Issuing Bank, and the Cardholder neither participated in nor 
authorized the Transaction(s); (x) in any other situation where the Sales 
Record was executed or depository credit was given to the Merchant in 
circumstances constituting a breach of any representation or warranty of the 
Merchant or in violation of the Rules, whether or not a Transaction is charged 
back by the Issuing Bank.

If, with respect to any one of the Merchant’s outlets, the amount of any Card 
counterfeit or fraud incidences becomes excessive, and in the sole and 
absolute discretion of Bank, the Merchant may be charged back for all 
Transactions terminated immediately for such cause, and the Merchant’s 
funds, including but not limited to those incoming Transactions; and those in 
the Merchant’s Account and Reserve Account shall be held pursuant to the 
provisions of this Agreement, including without limitation pursuant to the 
provisions of Clauses 6 and 7 of this Agreement.

The Bank shall have the right to assess the Chargeback Fee for each 
Chargeback plus the amount of any Chargeback fines or penalties assessed by 
the Associations against the Bank for Transactions arising from the activities 
of the Merchant, or any other charges as may be established by the Bank from 
time to time. Further, the Bank shall have the right to assess, at its sole and 
absolute discretion, the fee for processing any fines or penalties that may be 
charged by the Associations towards the Bank.

Should the Merchant agree to process any Transaction while the Card is not 
present, then the Merchant shall bear one hundred percent (100%) of the risk 
of Chargeback and any fees resulting from such Transaction as provided for 
under the Rules, and the Merchant shall, without limiting any other provisions 
in this Agreement, hold the Bank harmless from any losses, claims and costs 
arising from or associated with all such Transactions and/or Authorizations.

10. ADDITIONAL RULES FOR MAIL, TELEPHONE, E-COMMERCE (INTERNET) 
AND RECURRING TRANSACTIONS. 

The Merchant understands that Mail, Telephone and E-Commerce (Internet) 
orders and sale Transactions have substantially higher risk of Chargeback and 
Cardholder dispute than Card “present” (e.g. in a face-to-face) Transactions, 
as the Merchant will not have an imprinted or magnetically “swiped” 
Transaction with the Cardholder’s signature on the Sales Record; and as such, 
the Merchant shall be assuming a greater risk associated with accepting Card 
“not present” Transactions, including Mail, Telephone and E-Commerce 
(Internet) Transactions. The Merchant understands that Sales Records 
submitted for Mail, Telephone, Recurring Transactions, Pre-Authorized Orders 
and E-Commerce (Internet) Transactions are subject to Bank’s increased risk 
management and security review procedures and may result in delays or holds 
of funds being released to the Merchant.

The Merchant acknowledges that all mail order Transactions, telephone order 
Transactions, Recurring Transactions and E-Commerce (Internet) 
Transactions are di�cult to defend against Chargeback and agrees that it shall 
take reasonable precautions to protect against such Chargebacks, including, 
but not limited to the following: (i) delivering Products only to the 
Cardholder’s billing address where the Issuing Bank sends the Cardholder’s 
billing statement; (ii) using a delivery service that maintains shipping logs and 
requires signatures by a person receiving the Products; (iii) (iv) obtaining 
CVV2/CVC2 verification from the Issuing Bank if the Merchant processes 
Recurring Transactions and charges a Cardholder’s account periodically for 
recurring Products (e.g., monthly insurance premiums, yearly subscriptions, 
annual membership fees, etc.). The Merchant shall further (in addition to, and 
not in lieu of, other applicable procedures and Rules) comply with the 
following: (i) have the Cardholder complete and deliver to the Merchant a 
written request for such Products to be charged to the Cardholder’s account. 
The written request shall at least specify the Transaction amounts, the 
frequency of recurring charges and the duration of time for which the 
Cardholder’s permission is granted and be provided promptly in response to a 
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Cardholder’s request for copy; (ii) if the Recurring Transaction is renewed, 
then the Cardholder shall complete and deliver to the Merchant a subsequent 
written request for the continuation of such Products to be charged to the 
Cardholder’s account; (iii) the Merchant may not complete a Recurring 
Transaction after receiving a cancellation notice from the Cardholder or 
Issuing Bank or after a request for Authorization has been denied; (iv) the 
Merchant shall perform an AVS inquiry for at least the first Transaction and 
then annually thereafter, if applicable. The Merchant further understands that 
penalties can be assessed by the Associations for failure to comply with rules 
applicable to Recurring Payment transactions, and that a Recurring 
Transaction may not include partial payments for Products purchased in a 
single Transaction. No charges may be imposed in connection with a 
Recurring Transaction. In any case, all Transactions with an Authorization date 
more than fifteen (15) days prior to the shipping date or date services are 
rendered are subject to a greater risk of possible Chargeback.

In case the Merchant is an E-Commerce (Internet) merchant, and accepts 
orders via the Internet, the Merchant shall (in addition to, and not in lieu of, 
other applicable procedures and Rules) comply with the following: (a) post its 
privacy and security policies on its websites, where such policies shall be 
clearly marked for consumers to see and review; (b) the Merchant’s websites 
shall include all the following information in a prominent manner: (i) Complete 
description of the Products o�ered; (ii) returned Products and refund policy. 
If the Merchant does not o�er refunds or makes such other restrictions, the 
words “no refund”, or other appropriate terminology, shall be prominently and 
legibly written or typed or displayed on the Merchant’s websites for 
goods/service purchase used by the Merchant with respect to performance of 
this Agreement and provided to the customer; (iii) method for the 
Cardholders to acknowledge their acceptance of the terms and conditions for 
returned merchandise or for the refund policy, such acknowledgement should 
be in a format that complies with the Associations’ guidelines for proper 
disclosure; (iv) customer service contact, including email address and/or 
telephone number; (v) transaction currency; (vi) any applicable export or legal 
restrictions; (vii) delivery policy; (viii) consumer data privacy policy; and (ix) 
description of the Transaction security used on the Merchant’s website; and 
(c) use an Internet acquiring transaction indicator in order to identify the 
Internet Acquiring Transactions in the Authorization request and clearing 
record.

11. FEES AND CHARGES.

Fees payable by the Merchant in consideration of the Services shall include:

- Local Debit Cards : _________ %

  (Visa and Master Card) : _________ %

- All Other Cards : _________ %

- Monthly merchant maintenance fee @ OMR50 per month; and

- Other charges will be applied if mandated by Card Associations.

Settlements of Transactions shall be net of any credits/refunds, adjustments, 
applicable Discount Fees when due, Chargebacks and any other amounts then 
due from the Merchant.

All credits to the Merchant’s Settlement Account or other payments to the 
Merchant shall be provisional and are subject to, among other things, final 
audit, Chargebacks (including the Bank’s related losses), fees and fines 
imposed by the Associations; and the Merchant further allows the Bank to 
debit or credit the Settlement Account for any deficiencies, overages, fees and 
pending Chargebacks, and to deduct such amounts from any settlement funds 
due to the Merchant. Alternatively, the Bank may elect to invoice the Merchant 
for any such amounts, net due within thirty (30) days from the invoice date or 
on any such earlier date as may be specified by the Bank.

In case any fees due to the Bank are not paid within ten (10) days of their due 
date, the Bank may temporarily suspend the Services until the fees are paid in 
full. In such occurrence, the Merchant shall to pay three (3) months 
maintenance fee as a re-instatement fee to the Bank to re-activate the 
Services while in the temporary cancellation status. 

In case any fees due to the Bank are not paid within thirty (30) days of their 
due date, the Bank may temporarily cancel all services. In such occurrence, 
and in case the Merchant subsequently wishes to re-enroll for the Services, 
then the Merchant shall sign up as any new merchant and newly pay all the 
associated fees/charges.

12. FINES AND EXCESSIVE CHARGEBACK FEES.

The Merchant shall pay for and indemnify and hold harmless the Bank from 
any fines or penalties imposed on the Bank by any Association resulting from 
the Merchant’s activities, acts or omissions, Chargebacks and any other fees or 
fines imposed by an Association with respect to the Merchant’s acts or 
omissions, whether such activities occur or the fines, penalties, or other 
assessments are imposed, during or after the Term of this Agreement.

In case the Merchant’s Chargeback percentage for any line of business 
exceeds the estimated industry Chargeback percentage, as set out from time 
to time by the Bank in accordance with the Rules in order to reflect changes in 
the industry Chargeback percentage reported by the Associations, the 
Merchant shall, in addition to the Chargeback fees and any applicable 
Chargeback handling fees or fines, pay the Bank an excessive Chargeback fee 
in accordance to the Rules.

13. RETRIEVAL AND STORAGE OF SALES RECORDS, CREDIT RECORDS, 
TRANSACTION DATA AND INFORMATION.

The Merchant shall establish a system to store and maintain copies of Sales 
Records and Credit Records in such a manner so as to forward such sales 
Records and Credit Records to the Bank in no longer than two (2) working 
days from any request made by the Bank for such purpose. The failure to 
respond to such request constitutes a violation of this Agreement and may 
result in a Chargeback.

Should the Merchant deliver the requested Sales Records Sales Records and 
Credit Records longer than the timeframe described in the preceding 
paragraph while it has been established that such Sales Records or Credit 
Records constitutes a Chargeback to the Merchant, the Bank may levy the 
processing fees determined in the Rules in addition to such Chargeback fee.
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The Merchant shall keep all Sales Records and Credit Records for at least 
twenty four (24) months from their occurrence for the perusal of the 
Associations.

14. TERM.

This Agreement shall enter into force from its signing date (the “E�ective 
Date”) and remain in force for twelve (12) consecutive months therefrom (the 
“Initial Term”).

The Initial Term shall be thereafter automatically renewed for additional 
twelve (12) consecutive months terms unless earlierterminated in accordance 
with the provisions of clause 15below.

15. TERMINATION.

Any Party may terminate this Agreement prior to the expiration of any running 
term by serving a thirty (30) days written notice provided that such notice 
shall be e�ective at the expiration of any running existing term.

Notwithstanding the above, the Bank, and in addition to any rights of 
immediate termination without notice as may be contained elsewhere in this 
Agreement, may terminate this Agreement, and at the Bank’s discretion, any 
merchant processing agreement(s) of any other business that is commonly 
owned or controlled by the Merchant for any reason or cause (or for no 
reason) whatsoever upon ten (10) Business Days prior written notice to the 
Merchant. Such termination shall become e�ective on the later of ten (10) 
Business Days from the date such notice is given in the manner prescribed for 
notices herein or the date specified in such notice.

The Bank may terminate this Agreement upon the occurrence of one or more 
of the events stated below (the “Events of Default”) upon serving a 
termination notice e�ective upon its serving to the Merchant. The following 
events (but not limited to the following) shall be considered as Events of 
Default: (a) the Bank determines that the Merchant’s type of business as 
indicated on the Application di�ers from the actual type of business the 
Merchant operates; (b) the Merchant moves or relocates to a new location 
without giving the Bank notice prior to, or within thirty (30) days after, the 
move; (c) The business as conducted by the Merchant could endanger the 
safety and/or soundness of the Bank; (d) the Merchant files for bankruptcy or 
is otherwise shown to be insolvent; (f) the Merchant has Chargebacks which 
exceed one percent (1%) of the total number of Transactions completed by 
Merchant in any thirty (30) calendar day period; (g) the Merchant owes money 
to Bank and fails to make a timely payment thereof; or (h) the Merchant 
breaches any of the provisions contained in this Agreement. 

Notwithstanding anything to the contrary in this Agreement, the parties 
hereby further agree and acknowledge that in addition to any other remedies 
contained in this Agreement or otherwise available under applicable law, if (a) 
the Merchant breaches this Agreement by improperly terminating it prior to 
the expiration of the Initial Term; or (b) if this Agreement is terminated by the 
Bank prior to the expiration of the Initial Term due to any Event of Default by 
the Merchant (both “Early Termination”), then in either event, the Bank shall 
su�er a substantial injury that is di�cult or impossible to accurately estimate. 
Consequently, and considering the costs that the Bank may incur by reason of 
such Early Termination, including without limitation those incurred in 
processing the Application and approving Merchant for the Services, and in an 
e�ort to liquidate in advance the sum that should represent such damages, 
the parties have agreed that the Merchant shall pay, as liquidated damages the 
sum of three hundred Omani Rials (OMR 300), which shall not be construed as 
a penalty.

Any and all obligations of any party to this Agreement to pay funds to another 
shall survive any expiration or termination of this Agreement.

16. CTMF (or MATCH FILE) TERMINATION RELATED PROVISIONS.

The Merchant expressly agrees that the Bank shall be entitled to report the 
business name(s) of the Merchant and the names and identification of its 
principals to the CTMF or MATCH File in the event that this Agreement is 
terminated because of one or more of the reasons specified in the Rules, which 
include without limitation, those that constitute an Events of Default under this 
Agreement.

17. REPRESENTATIONS AND WARRANTIES.

Without limiting any other warranties, covenants and agreements hereunder, 
the Merchant agrees, represents and warrants to the Bank that at all times 
during the term of this Agreement that: (a) it is lawfully engaged in the 
business described on the Application and is duly licensed under the laws of 
Oman; (b) it is fully compliant with all applicable laws, and with the Rules; (c) 
it will give prior notice to the Bank if it intends to change the nature of its 
business as indicated in the Application or to modify the ownership of the 
business; in which case, the Bank will have the right to terminate this 
Agreement or amend this Agreement accordingly; (d) all of its business 
locations engage in the same or substantially similar business activity as that 
listed in the Application; (e) it o�ers no enticements or incentives to 
Cardholders in connection with the sale of Merchant’s Products; (f) it will not 
use any personal Card owned by the Merchant, or any Card which the 
Merchant is authorized to purchase its own goods or service at the Merchant’s 
website. Such use is deemed a “cash advance” which is prohibited by the 
Rules and this Agreement and can result in immediate termination of this 
Agreement; (g) it uses both the name and address shown on the Application 
on all Sales Records and Credit Records and does not use any other name, 
unless a descriptor is used to further identify the Transaction and agreed to by 
the Bank; (h) it will not submit any Transaction that was previously charged 
back or declined; (i) it shall not, without the Cardholder’s prior written consent, 
sell, purchase, provide or exchange Card account information in the form of 
Sales Records, mailing lists, magnetic tapes or any other media obtained by 
reason of a Transaction to any third party other than Merchant’s agents for the 
purpose of assisting the Merchant in its business, or to the Bank or pursuant to 
any lawful government demand; (j) it has the authority to enter into this 
Agreement and that the person(s) signing on behalf of the Merchant is/are 
specifically authorized and directed to do so by the Merchant; and (k) as to 
each Transaction covered under this Agreement, the Merchant specifically 
represents and warrants that: (i) the Sales Transaction is valid in form and has 
been completed in accordance with all applicable requirements and the Rules; 
(ii) the Merchant has delivered the goods to the Cardholder or completed the 
service described on the Sales Record in accordance with the Merchant’s 
agreement with the Cardholder, and that Merchant has, in inventory, the 
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goods sold if not delivered at the time of sale; (iii) each Sales Record 
represents the Cardholder’s indebtedness for the total amount shown therein; 
(iv) the Merchant’s disclosure will clearly state that Cardholder has no defense 
right of o�set or counterclaim against the Merchant in connection with the 
purchase of the Products; (v) the Merchant has not charged the Cardholder 
directly or indirectly any separate or additional fee(s) such as a surcharge or 
portion of any discount or charge imposed upon the Merchant by this 
Agreement in connection with the Transaction other than as may be required 
by law (this Paragraph shall not, however, be construed as prohibiting 
discounts to customers or for charges such as bona fide commissions, fees for 
special handling or expedited services, postage and handling, and similar 
charges that are charged to the Cardholder regardless of the form of 
payment); (vi) each Transaction was placed by a person who is the Cardholder 
of the Card; (vii) has included all items of Products purchased in a single 
Transaction and the total amount on a single Sales Record; (viii) does not 
represent the refinancing of an existing obligation of the Cardholder including 
any obligation owed to the Merchant or arising from the dishonor of a personal 
cheque; (ix) is not a “cash advance”; and (x) the Merchant shall not submit any 
Transaction for entry into interchange, directly or indirectly, any Card 
Transaction that it knows to be fraudulent or not authorized by the 
Cardholder.

The Merchant understands and agrees that violation of any of the foregoing 
warranties, representations, covenants and agreements or otherwise provided 
in this Agreement, shall be an Event of Default, and may cause this Agreement 
to be immediately terminated, or subject to termination, have all funds placed 
into a Reserve Account pursuant to Clause 6 of this Agreement, and result in 
the Merchant placed on the Combined Terminated Merchant File (CTMF) or 
MATCH File pursuant to Clause 15of this Agreement.

18. INDEMNIFICATION.

The Merchant shall indemnify and hold the Bank, the Bank’sa�liates, o�cers, 
directors, employees, consultants, agents, service providers and licensors 
harmless from and against any and all association fines or fees (pursuant to 
Section 18 of this Agreement) and all losses, liabilities, damages and expenses 
(including attorney’s fees and collection costs) resulting from any breach of 
any warranty, covenant or agreement or any misrepresentation by the 
Merchant under this Agreement including, without limitation, a violation of the 
Rules, or arising out of the Merchant’s or the Merchant’s employees’ 
negligence or wilful misconduct, in connection with Card Transactions or 
otherwise arising from Merchant’s provision of Products to Cardholders, and 
any and all third party claims, liability, damages, and/or costs, including but 
not limited to attorney's fees, arising from: (i) any third-party claim, action, or 
allegation of infringement, misuse, or misappropriation based on information, 
data, files, or other materials submitted by the Merchant to the Bank and vice 
versa; (ii) any access of any other financial institutions, cards through the 
Equipmentor any action, omission, or any other cause or fault or misuse of the 
Equipment caused by the Merchant or any of its employees, o�cials, agents or 
representatives; (iii) any fraud, misrepresentation, manipulation, or other 
breach of this Agreement; and/or (iv) the Merchant’s violation of any law or 
rights of a third party.

In such occurrence, the Bank reserves the right, at its own expense, to assume 
the exclusive defence and control of any matter otherwise subject to 
indemnification by the Merchant, in which event the Merchant shall fully 
cooperate with the Bank in asserting any available defences.

The Merchant may not settle any action or claims on behalf of the Bank 
without the Bank’s prior written consent.

19. LIMITATION OF LIABILITY.

THIS AGREEMENT IS A SERVICE AGREEMENT. THE BANK DISCLAIMS ALL 
OTHER REPRESENTATIONS OR WARRANTIES, EXPRESS OR IMPLIED, 
MADE TO THE MERCHANT OR ANY OTHER PERSON, INCLUDING WITHOUT 
LIMITATION, ANY WARRANTIES REGARDING QUALITY, SUITABILITY, 
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OR 
OTHERWISE OF ANY SERVICES OR ANY GOODS PROVIDED INCIDENTAL 
TO THE SERVICES PROVIDED UNDER THIS AGREEMENT. 

NOTWITHSTANDING ANYTHING IN THIS AGREEMENT TO THE CONTRARY, 
IN NO EVENT SHALL THE BANK, OR ITS AFFILIATES OR ANY OF ITS 
RESPECTIVE DIRECTORS, OFFICERS, EMPLOYEES, AGENTS OR 
SUBCONTRACTORS, BE LIABLE UNDER ANY THEORY OFTORT, 
CONTRACT, STRICT LIABILITY OR OTHER LEGAL THEORY, FOR LOST 
PROFITS, LOST REVENUES, LOST BUSINESS OPPORTUNITIES, DELAYS IN 
THE RECEIPT OF FUNDS OR ERRORS IN DEBIT AND CREDIT ENTRIES 
CAUSED BY THIRD PARTIES INCLUDING ANY CARD ASSOCIATION AND/OR 
THE MERCHANT’S FINANCIAL INSTITUTION, EXEMPLARY, PUNITIVE, 
SPECIAL, INCIDENTAL, INDIRECT OR CONSEQUENTIALDAMAGES, EACH 
OF WHICH IS HEREBY EXCLUDED BY AGREEMENT OF THE PARTIES, 
REGARDLESS OF WHETHER SUCH DAMAGES WERE FORESEEABLE OR 
WHETHER ANY PARTY OR ANY ENTITY HAS BEEN ADVISED OF THE 
POSSIBILITY OF SUCH DAMAGES.

20.MONEY LAUNDERING PREVENTION.

The Bank may take whatever action it considers appropriate to meet any 
obligations, either in the Sultanate of Oman or elsewhere in the world, relating 
to the prevention of fraud, money laundering or terrorism financing and the 
provision of financial and other services to persons who may be subject to 
sanctions. 

Such actions include, but are not limited to, investigating, blocking and 
intercepting any Transaction particularly in the case of international transfer of 
funds; it may also include making enquiries to establish whether the Merchant 
and/or the Cardholder is subject to financial sanctions. 

The Bank shall not be liable for any loss, liability, delay or cost incurred by you 
as a result of such actions taken by it.

21. COMPLIANCE.

The Merchant shall comply and cause each of its employees to comply with 
this Agreement and all the applicable rules and regulations including, but not 
limited to, regulatory approvals and requirements applicable in the Sultanate 
of Oman by virtue of its obligations under this Agreement. The Merchant shall 
further conduct regular periodic monitoring of compliance with the regulatory 
requirements as instructed by the Bank from time to time.
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The Merchant shall comply with the Rules, including without limitation, those 
relating to Cardholder information security issues, non-disclosure of 
Cardholder information and Transaction documents, retention and storage of 
Cardholder and Transaction information and other security procedures 
adopted by the Associations.

The Merchant further confirms its agreement to abide by and fully comply 
with the CISP including the following procedures: (i) install and maintain a 
working network firewall to protect data accessible via the Internet; (ii) keep 
security patches up-to-date; Encrypt stored data; (iii) encrypt data sent across 
networks; (iv) use and regularly update anti-virus software; (v) restrict access 
to data by business “need to know”; (vi) assign a unique ID to each person 
with computer access to data; (vii) refrain from using vendor-supplied 
defaults for system passwords and other security parameters; (viii) track 
access data by unique ID; (ix) maintain a policy that addresses information 
security for employees and contractors; and (x) restrict physical access to 
Cardholder information. The Merchant understands that VISA may impose 
restrictions, fines, or prohibit the Merchant from participating in VISA 
programs if it is determined that the Merchant is non-compliant with the CISP. 
The Merchant may be required to comply with an audit to verify compliance 
with security procedures. The Merchant may seek compliance through 
adopting the relevant Payment Gateway functions, which are maintained to 
be CISP compliant.

The Merchant additionally confirms its agreement to abide by and fully 
comply with the following Transaction information security related 
procedures: (i) the sale or disclosure of databases containing Cardholder 
Account numbers, personal information, or other Card Transaction 
information to third parties is strictly prohibited by the Rules; (ii) unless the 
Merchant obtains consents from the Bank and each applicable Association, 
Issuing Bank and the Cardholder, the Merchant shall not use, disclose, sell or 
disseminate any Cardholder information obtained in connection with a Card 
Transaction (including without limitation, the names, addresses and Card 
account numbers of Cardholders, copies of imprinted Sales Records and/or 
Credit Records, mailing lists, magnetic tapes or other media obtained in 
connection with a Sales Record and/or Credit Record) except for purposes of 
authorizing, completing and settling Card Transactions and resolving any 
Chargebacks, retrieval requests or similar issues involving Card Transactions, 
other than pursuant to a court or governmental agency request, subpoena or 
order; (iii) proper controls for, limit access to, and render unreadable prior to 
discarding all records containing Cardholder account numbers and Card 
imprints shall be implemented by the Merchant; (iv) magnetic stripe data  shall 
not be retained and/or stored after a Transaction has been authorized; (v) 
electronically  captured signature of a Cardholder stored shall not be 
reproduced except upon a specific request of the Bank; (vi) all media 
containing Cardholder names, Cardholder account information, and other 
personal information, as well as Card imprints (such as Sales Records and 
Credit Records, auto rental agreements, and carbons) shall be stored in an 
area limited to selected personnel and, prior to discarding any such 
information, destroy it in a manner that renders the data unreadable; and (vii) 
in the event of the Merchant’s failure, including bankruptcy, insolvency, or 
other suspension of business operations, any materials that contain 
Cardholder account numbers, personal information, or Transaction 
information shall not be sold, transferred, or disclosed to third parties, and 
shall be returned to the Bank and/or destroyed upon acceptable proof of 
destruction to the Bank.

22.FORCE MAJEURE.

No party shall be liable for any default or delay in the performance of its 
obligations under this Agreement if and to the extent such default or delay is 
caused, directly or indirectly, by (i) fire, flood, elements of nature or other acts 
of God; (ii) any outbreak or escalation of hostilities, war, riots or civil disorders 
in any country; (iii) any act or omission of the other party or any government 
authority; (iv) any labor disputes (whether or not employees’ demands are 
reasonable or within the party’s power to satisfy); or (v) the non-performance 
by a third party for any similar cause beyond the reasonable control of such 
party, including without limitation, failures or fluctuations in 
telecommunications or other equipment.

In any such event, the non-performing party shall be excused from any further 
performance and observance of the obligations so a�ected only for as long as 
such circumstances prevail and such party continues to use commercially 
reasonable e�orts to recommence performance or observance as soon as 
practicable.

23.CONFIDENTIALITY.

The Merchant acknowledges that, pursuant to this Agreement, the Bank may 
provide to the Merchant information that is proprietary to the Bank. This 
includes any or all forms of media and information sent to the Merchant 
regardless of whether it is sent to the Merchant by email or in any another 
manner. 

The Merchant agrees to keep such proprietary information confidential and 
secure. The Merchant may not use, copy, adapt, alter all or part of the 
proprietary information which is disclosed or otherwise comes into its 
possession under or in relation to this Agreement and which is of a 
confidential nature. 

The Bank may disclose information to third parties pursuant to this Agreement 
in the following cases: (i) in order to comply with government or court orders; 
or (ii) if the Merchant gives the Bank a written permission to do so; or (iii) to 
enforce or defend the Bank’s rights in connection with this Agreement.

24.INTELLECTUAL PROPERTY.

Any data, information, logo, developed programs, or other information given 
to any Party by virtue of this Agreement or being associated with the 
personnel of any of the Parties shall remain the exclusive property of such 
Party.

The Merchant may not publish, release or make use of any data, information, 
logo, developed programs, or any other proprietary name and/or symbol of 
the Bank, VISA or MasterCard, unless the materials containing the same are 
provided to the Merchant by the Bank and/or are approved in advance by 
Bank, and, in either event, only while this Agreement is in e�ect, or until the 
Merchant is notified by the Bank or by VISA or MasterCard to cease usage.
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25.ADVERTISMENT.

The Merchant shall display the Banks’ advertising and promotional materials at 
noticeable points in the premises of the Merchant where the Equipment is 
installed. The Merchant further undertakes not to use any other material 
referring to the Bank or any other name, logo or design associated with the 
Cards without the Bank’s prior written consent.

26.ADDRESS AND NOTICES.

Unless otherwise provided herein, any notice, request, instruction or other 
document required permitted or to be given under this Agreement shall be in 
writing and if given by the Bank to the Merchant shall be deemed to have been 
given on the date and at the time the same shall be delivered personally or 
deposited in the postal system and addressed to the Merchant at the 
addresses on the execution page of this Agreement or at such other addresses 
as the Merchant may give to Bank from time to time by written notice, and if 
given by the Merchant to the Bank shall be deemed to have been given on the 
date and at the time the same shall be delivered personally or mailed by 
certified mail, postage prepaid with return receipt requested (such mailed 
notice to be e�ective on the date such receipt is acknowledged or refused)at 
the Bank’s address mentioned in its o�cial papers or at such other addresses 
as the Bank, as applicable, may give to the Merchant from time to time by 
written notice. Notice may also be sent by facsimile or email, and in such 
occurrence, such notice shall be deemed delivered at the date and time it was 
sent by either party to the other.

The Merchant shall keep the Bank informed about its business location at all 
times, during the Term of this Agreement, and, if the Bank holds Reserve 
Account funds for Merchant after the expiration or termination of this 
Agreement, then for such time until any Reserve Account funds are fully 
disbursed or applied by the Bank against amounts due from the Merchant.

27.FINANCIAL AND OTHER INFORMATION.

Upon request, Merchant will provide the Bank quarterly financial statements 
within forty-five (45) days after the end of each fiscal quarter and annual 
audited financial statements within ninety (90) days after the end of each 
fiscal year.

Such financial statements shall be prepared in accordance with generally 
accepted accounting principles. The Merchant shall also provide such other 
financial statements and other information concerning the Merchant’s 
business and its compliance with the terms and provisions of this Agreement 
as the Bank may reasonably request.

The Merchant authorizes the Bank to obtain from third parties financial and 
credit information relating to the Merchant in connection with its 
determination whether to accept this Agreement and the Bank’s continuing 
evaluation of the financial and credit status of the Merchant.

The Bank may also access and use information which the Merchant has 
provided to the Bank for any other reason. Upon request, the Merchant shall 
provide to the Bank or its representatives reasonable access to the Merchant’s 
facilities and records for the purpose of performing any inspection and/or 
copying of the Merchant’s books and/or records deemed appropriate.

The Merchant will provide the Bank with written notice of any judgment, writ, 
warrant of attachment, execution or levy against any substantial part 
(twenty-five percent (25%) or more in value) of Merchant’s total assets not 
later than three (3) days after Merchant becomes aware of the same.

28.MISCELLANEOUS.

The o�cial text of this Agreement shall be in Arabic. In the event of any 
dispute concerning the interpretation or construction of this Agreement, 
reference shall be made only to this Agreement as written in Arabic. Should it 
be required to translate this Agreement into the English language or any other 
language, the Arabic language version of this Agreement shall nevertheless 
prevail.

The headings and subheadings contained herein shall not be considered a part 
of this Agreement. Words in this Agreement that are in the singular include the 
plural and vice versa, unless the context requires otherwise.

This Agreement may be executed in multiple counterparts, all of which shall 
constitute one agreement.

This Agreement and its annexes are the entire agreement between the Bank 
and the Merchant concerning the Services provided by the Bank to the 
Merchant under this Agreement and supersede all previous agreements, 
communications, representations or discussions between the Bank and the 
Merchant relating to this Agreement. Any other banking agreements made 
between the Bank and the Merchant and/or any other obligations pertaining 
to the Merchant’s bank accounts held by the Bank shall remain unchanged.  

The Bank may change or cancel the one or more of the Services as described 
herein at any time without cause, subject to applicable laws and regulations 
and upon a seven (7) days’ written notice served to the Merchant prior to 
entry into force. The Merchant agrees to review such amendments 
immediately upon receipt of such notice, and in case a termination notice is 
not sent within the seven (7) days abovementioned term in accordance with 
the applicable terms and conditions of this Agreement, the content of such 
notice shall be e�ective at the expiry of such notice term.

Each of the terms of this Agreement is severable from the others and if one or 
more of them becomes void, illegal or unenforceable, the remainder will not be 
a�ected in any way. 

Subject as provided below, a person who is not a party to this Agreement has 
no right to enforce any provision of this Agreement. A�liates of the Bank 
which are not parties to this Agreement, and any sub-contractor of the Bank 
or its a�liates may nevertheless enforce this Agreement against the Merchant, 
subject to and in accordance with this Agreement and any applicable 
regulations and laws.

This Agreement shall be binding upon and inure to the benefit of the parties 
and their respective successors and assigns. 

The Parties to this Agreement do not require the consent of any person who 
is not party to this Agreement to rescind or vary this Agreement at any time.

All representations, warranties, covenants and indemnities shall survive the 
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expiration or termination of this Agreement. 

The Merchant shall review Operating Manuals concerning the procedures to 
be followed and prescribed forms to be used in carrying out the Transactions 
while using the Equipment as delivered along with the Equipment or published 
by the Bank on its website from time to time.

Personal Information Protection. Parties agree to comply with all applicable 
personal data protection and other laws to the same or similar purpose in all 
relevant jurisdictions.

The Bank shall provide the Merchant with statements via e-mail to the email 
address provided in this Agreement and as recorded in the Bank’s systems. 
Should the Merchant require paper or duplicate statements or any other 
additional documentation, then the Bank may charge an appropriate fee for 
the provision of such paper or duplicate statements or additional 
documentation.

Except in the case of manifest error, any Statement provided by the Bank shall 
be conclusive as to all matters of fact to which it refers. The Bank may only 
accept to consider disputes made to such Statements if submitted in writing 
within Thirty (30) days’ of receipt by the Merchant.

Neither the failure nor any delay on the part of the Bank to exercise any right, 
remedy, or privilege hereunder shall operate as a waiver or give rise to an 
estoppel nor be construed as an agreement to modify the terms of this 
Agreement, nor shall any single or partial exercise of any right, remedy, or 
privilege with respect to any occurrence to be construed as a waiver of such 
right, remedy, or privilege.

No waiver by a party hereunder shall be e�ective unless it is in writing and 
signed by the party making such waiver, and then such waiver shall apply only 
to the extent specifically stated in such writing. 

Any transfer or assignment of this Agreement by the Merchant, without the 
prior written consent of the Bank, by operation of law or otherwise, is voidable 
by the Bank. Furthermore, the Merchant shall indemnify and hold the Bank 
harmless from all liabilities, Chargebacks, expenses, costs, fees and fines 
arising from such transferee’s or assignee’s submission of Card transactions to 
the Bank for processing.

Subject to the Rules, the Bank shall only assign or transfer this Agreement and 
its rights and obligations hereunder and/or may delegate its duties hereunder, 
in whole or in part, to any third party, on the condition of receiving prior 
written consent by the Merchant.

Nothing in this Agreement shall be deemed to constitute a partnership 
between the Parties nor constitute either Party as being the agent of the other 
Party or otherwise entitle a Party to have authority to bind the other Party for 
any purpose other than the purpose contemplated in this Agreement.

During the Term of this Agreement, the Merchant shall not enter into any 
agreement or engage with any other service provider for the provision of 
Services similar to or competitive with the e-Payment Gateway Services 
subject of this Agreement.

29.LEGAL FEES AND COSTS.

The Merchant agrees to pay the legal fees and costs the Bank will incur in 
seeking legal advice in matters not in the ordinary course of the Services 
relationship established under this Agreement, including, without limitation, 
contract disputes, legal procedures, bankruptcy or similar events, whether the 
fees or costs are incurred during or after the Term of this Agreement.

30.GOVERNING LAW AND DISPUTE RESOLUTION.

This Agreement and any dispute, claim or issue arising out of or in connection 
with this Agreement, whether of a contractual or non-contractual nature, shall 
be governed by the laws of the Sultanate of Oman. Parties agree to 
irrevocably submit to the exclusive jurisdiction of the courts of the Sultanate 
of Oman.

For and on behalf Bank Dhofar

Mr. __________________________________________________

Position: __________________________________________________

Date: __________________________________________________

Signature: __________________________________________________

For and on behalf of Merchant

Mr. __________________________________________________

Position: __________________________________________________

Date: __________________________________________________

Signature: __________________________________________________
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This Internet Card Acquiring Services MERCHANT AGREEMENT, including the 
attached Merchant application (the “Application”) (which is an integral part 
hereof and is expressly integrated herein and made a part hereof) (collectively 
referred to as the “Agreement”) is entered into by and between BANK DHOFAR 
S.A.O.G (hereinafter referred to as the “Bank”) and the undersigned Merchant 
(hereinafter referred to as the “Merchant”).

PREAMBLE

WHEREAS, the Bank is engaged in the general banking business and is a 
full-fledged member of Visa International and MasterCard Worldwide, including, 
but not limited to, providing acquiring services to merchants that accept a valid 
card bearing the service mark of VISA, MasterCard, Diners Club or American 
Express (hereinafter each referred to as the “Card”) for payment for Products (as 
defined below).

WHEREAS, the Merchant desires to use the ITA’s Sultanate of Oman e-Payment 
Gateway services to authorize and process Card Transactions and use the 
Internet Acquiring Services (as defined below) provided by the Bank to settle 
Card Transactions for payment by Cardholders for Products obtained from the 
Merchant through the Internet.

NOW, THEREFORE, in consideration of the representations, covenants and/or 
promises made in this Agreement (including the Application), the parties hereby 
agree as follows:

1. RECITALS AND DEFINITIONS.

The Merchant hereby acknowledges and a�rms each of the Recitals 
contained above.

The parties agree that the Preamble as set forth herein is incorporated herein 
by reference and made a part of this Agreement.

The Merchant acknowledges that the signature of the Bank’s sales 
representative on the Application does not constitute an approval by the Bank 
of this Agreement and that this Agreement is not and shall not be e�ective 
until it has been approved by the Bank.

Such approval, if given, shall be evidenced by the issuance of an approved 
Merchant Account Number by the Bank to the Merchant.

Capitalized terms used in this Agreement shall have the meanings set forth 
herein, including the following capitalized terms set forth below:

“Merchant” means the person or the legal entity named in this Agreement and, 
if approved and accepted by the Bank, who enters into this Agreement with 
the Bank with the aim to use the Services.

“Association” means any entity formed to administer and promote the Cards 
(including without limitation VISA and MasterCard). 

“Authorization” means the approval given by, or on behalf of, the Issuing Bank 
to validate a Transaction for a Merchant or another a�liate bank. 

“Batch” means a day’s worth of Transactions, including Sales Records and 
Credit Records, to be processed by the Bank at end of each Business Day. 

“Business Day” means any day on which the Bank is open for business, other 
than Fridays & Saturdays or other bank holidays.

“Card” means a valid credit card or a valid debit card or a valid pre-paid card 
bearing the service mark of VISA, MasterCard, Diners Club or American 
Express.

“Cardholder” means the individual whose name is embossed on a valid Card 
and any authorized user of such Card.

“CISP” means the Cardholder Information Security Program implemented by 
VISA to protect Cardholder data. The (“CISP”) applies to the Merchant if the 
Merchant processes or stores Cardholder data as a result of Internet or 
Mail/Telephone acceptance of VISA Card account information. A copy of the 
complete VISA Cardholder Information Security Standards manual and a 
Self-Assessment Worksheet can be obtained online at www.visa.com/cisp.

“Chargeback” means the procedure by which a Sales Record or other indicia 
of a Card Transaction (or disputed portion thereof) is denied or returned to 
the Bank or to the Issuing Bank after it was entered into the appropriate 
settlement network for payment, in accordance with the Rules, for failing to 
comply with the Rules including, without limitation, Cardholder disputes, the 
liability of which falls on the Merchant.

“CTMF” or “MATCH File” means the combined terminated merchant file 
maintained by MasterCard and containing the business name(s) of merchants 
and the names and identification of principals of merchants which have had 
their merchant processing agreements terminated for one or more of the 
reasons specified in the Rules.

“Credit Record” means all documents or the electronic record of such 
documents used to evidence any refund or price adjustment given by the 
Merchant to a Cardholder for a previous sale Transaction, which must conform 
to the Rules. The format for each Credit Record must be approved by the 
Bank.

“SA” or “Settlement Account” means a direct deposit account open in a 
financial institution designated by the Merchant as the account to be debited 
and credited by the Bank for Card Transactions, and by the Bank for fees, 
Chargebacks, and other amounts due under or in connection with this 
Agreement.

“Discount Fee” means the amount charged to the Merchant for processing its 
daily Card Transactions, which is computed as a percentage of the gross 
amount of the Merchant’s Sales Records. Discount Fee shall not be reimbursed 
to the Merchant even when Merchant needs to perform any refund or price 
adjustment after the Sale Record is completed. Discount Fee shall be 
deducted from the gross sales amount acquired by the Bank on behalf of the 
Merchant, and the net credit shall be paid to the Settlement Account.

“Electronic Record” means data that is transcribed in a form acceptable to the 
Bank and suitable for electronic processing.

“Event of Default” means those events listed in Clause 15 of this Agreement. 
Settlement Networks.

“e-Payment Gateway” means the payment service that allows the Merchant to 
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participate in acceptance of the Card Transactions made by Customers via 
certain electronic access methods.

“Equipment” means the electronic devices made available by the Bank to the 
Merchant in order to process the Card Transactions.

“Interchange Fee” means the fee that is paid daily by the Bank to VISA, 
MasterCard or any other association for entering Sales Records and Credit 
Records into their respective Settlement Networks.

“Issuing Bank” means the Cardholder’s bank, or the bank that has issued a 
Card.

“ITA” means the Sultanate of Oman’s Information Technology Authority.

“Merchant Account Number” means the number assigned and issued by the 
Bank to the Merchant, if and only if, the Merchant is approved and this 
Agreement is accepted by the Bank that numerically identifies the Merchant 
to the Bank for accounting, billing, customer service and other related 
purposes in connection with the Services. Issuance of the approved Merchant 
Account Number to the Merchant will evidence the acceptance and approval 
of the Merchant of the provisions of this Agreement.

“Merchant Reserve Account” or “Reserve Account” means an account 
established at and managed by the Bank for the deposit of the funds received 
from the Merchant pursuant to this Agreement as collateral to protect the 
Bank against actual or contingent liability or losses (i.e. reserves) that might be 
incurred by the Bank should the Merchant be unable or fail to pay 
Chargebacks, adjustments, fees and other charges and obligations due to the 
Bank under this Agreement.

“Monthly Sales Processing Volume” or “Monthly Sales Volume” means the 
gross Omani Rial (OMR) amount of Card Sales Records, before return, refund, 
or exchange that are generated by the Merchant and processed by the Bank 
during a calendar month pursuant to this Agreement.

“Products” means goods and/or services sold, rented or rendered by the 
Merchant.

“Recurring Transaction” means a transaction whereby the Merchant charges 
a Cardholder’s Card periodically for recurring goods or services (e.g., monthly 
insurance premiums, yearly subscriptions, annual membership fees) that are 
to be delivered or performed periodically.

“Rules” means the written rules and regulations, system manuals, procedures 
and requirements, releases and interpretations thereof and other 
requirements (whether contractual or otherwise) imposed or adopted by any 
Association (including without limitation VISA, MasterCard, Diners Club and 
American Express) as the same may be amended from time to time. The Bank 
shall provide the relevant Rules to the Merchant and advise the Merchant in 
prior notice via written communication whenever there is any change to the 
Rules.

“Sales Record” means all documents or the electronic record of such 
documents used to evidence the sale of Products through the use of the 
Cards. The format for each Sales Record must be approved by the Bank.

“Services” means the acquiring activities undertaken by the Bank (including 
by or through authorized third party service providers) to acquire and settle 
VISA, MasterCard, Diners Club and American Express Card Transactions 
undertaken by Cardholders at the Merchant’s Internet website for 
Goods/Services purchase, whose business is registered in the Sultanate of 
Oman, and all other activities necessary for the Bank to perform the functions 
required by this Agreement for all other cards, if any, that may be covered by 
this Agreement.

“Transaction” means the initiation of a sale inquiry or a consummation of a 
sale/rental of Products or of a credit to a Cardholder by the Merchant by 
means of a Sales Record or Credit Record, respectively.

“Transmittal” means the process whereby Sales Records and Credit Records 
are electronically transferred in the form of electronic records.

These Internet Acquiring Services terms and conditions govern the 
relationship between the Bank and the Merchant for all the Merchant’s 
Products and Services available on the Internet.

These Internet Acquiring Services terms and conditions expressly govern, 
without limitation, software products, hosting services, secure payment 
gateway services and related support and maintenance services obtained 
through the Bank in connection with the Merchant’s Products available on the 
Internet.

The Merchant understands and agrees that it may be required to enter into 
additional specific agreements for software products, hosting services or 
other e-Commerce products and services as the Bank nay determine at its sole 
discretion.

2. HONORING CARDS. 

The Merchant shall follow the procedures for Card acceptance in the manner 
provided for under this Agreement in connection with each Transaction and 
shall fully comply with and abide by all applicable Rules, as amended from 
time to time by the Associations and as accordingly advised by the Bank 
through written communication within a reasonable advance notice period. 

While honoring Card, the Merchant shall abide by the terms and conditions set 
out in this Agreement, the Rules and the following VISA and MasterCard 
instructions: the Merchant (i) shall honor, without discrimination, all valid 
Cards when properly presented as payment by a bona fide Cardholder for a 
bona fide Transaction; (ii) shall not establish procedures that discourage, 
favor, or discriminate against the use of any particular Card. If the Merchant 
does not deal with the public at large (e.g. a private club), the Merchant must 
honor all valid Cards of Cardholders who have purchasing privileges or 
memberships with the Merchant; (iii) shall not establish minimum or maximum 
Transaction amounts as a condition for accepting Cards; (iv) shall not impose 
any surcharge or fee for accepting a Card or establish any special conditions 
for accepting a Card; (v) unless permitted under the Rules, the Merchant shall 
not require a Cardholder to provide any personal information, such as a home 
or business address or telephone number, or a driver’s license or other proof 
of identification as a condition of honoring a Card, unless instructed by the 
Bank. The exception to this is for a mail/telephone order or delivery required 
Transaction; (vi) any taxes that the Merchant collects (and any other similar 
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handling fees) must be included in the total Transaction amount and not 
collected separately in cash nor processed as an additional Transaction; (vii) 
shall not indicate that Visa, MasterCard or any other Association endorses its 
goods or services; and (viii) Shall adequately display Visa, MasterCard and, if 
applicable, other Association decals and program marks on the promotional 
materials as required by any Association Rules.

3. AUTHORIZATIONS.

The Merchant understands and acknowledges that an Authorization only 
confirms the availability of the Cardholder’s credit at the time of the 
Authorization, and as such does not warrant that the person presenting the 
Card is the rightful Cardholder, nor is it an unconditional promise, guarantee or 
representation by the Bank that a Transaction is or will be deemed valid and 
not subject to dispute, debit or Chargeback.

The Merchant understands that, without limitation thereto, processing of 
Transactions when a Card is not present may result in an exception to normal 
processing, including if, unauthorized software or direct data transmission 
information results in erroneously transmitted data; and the Merchant further 
understands and agrees that, failure to abide by the procedures and Rules, 
including without limitation, those set forth below (which are in addition to 
and not in lieu of the Rules and/or terms of this Agreement), may subject the 
Merchant to increased risk of possible Chargeback, penal charges and/or 
termination of this Agreement.

The Bank shall endeavor to increase the protection of the Merchant by 
enrolling the Merchant for 3D secure authentication processing with the 
respective Card Associations.

The Merchant: (i) shall authorize all Transactions and refrain from setting any 
floor limits to the Transactions; (ii) failure to authorize sales Transaction may 
result in a Chargeback and/or the termination of this Agreement; (iii) the 
Merchant may not attempt to obtain multiple Authorizations for a single 
Transaction; (iv) authorizations cannot be “forced in” by reducing the 
Transaction amount to find an approved authorized amount; and (v) For 
Cards other than VISA and MasterCard (if any, that the Bank have expressly 
approved for the Services), the Merchant shall follow the procedures and 
Rules for Authorization and acceptance for each such other Card Association.

In case the Merchant engages in the practice of delayed delivery or accepting 
deposits, then the Merchant shall respect the following additional Rules and 
requirements (in addition to, and not in lieu of, other applicable procedures 
and Rules) to obtain Authorization for any delayed delivery or deposit balance 
Transaction Authorization:  where merchandise is to be shipped or services 
provided at a later date, an Authorization is considered to be valid if: (i) the 
merchandise shipping date is within seven (7) calendar days of the date 
Authorization was obtained or the services are provided; and (ii) the 
Transaction amount does not exceed the authorized amount plus fifteen 
percent (15%), representing shipping costs. In any case, all Transactions with 
an Authorization dated more than fifteen (15) days or the agreed time 
required for shipment or services between the Merchant and the Cardholder 
prior to the shipping date or date services are rendered, may result in an 
increased risk of Chargeback, and in case of a dispute, a copy of the 
agreement between the Merchant and the Cardholder shall be provided to the 
Bank.

4. PAYMENTS SETTLEMENT.

The Merchant shall at all times maintain a Settlement Account with the Bank 
or with another financial institution of the Merchant’s choice provided that 
such financial institution: (i) belongs to the Central Bank of Oman; (ii) is a 
member of the Automated Clearing House (the “ACH”) network; (iii) can 
accept ACH transactions; and (iv) is in position to debit and/or credit funds in 
the frequency agreed upon between the Bank and the Merchant.

Funds due to the Merchant for Transactions shall be processed and 
transferred to the Settlement Account in the frequency agreed upon between 
the Bank and the Merchant.

Merchants having their Settlement Account maintained by the Bank shall 
allow the Bank to directly credit/debit such Settlement Account to settle 
funds payment corresponding to all Sales Records, Credit Records and any 
applicable charges thereto; and the Bank shall credit the net amount of Sales 
Record to such Settlement Account after deducting discount fees from the 
settlement amounts and any other recovery of dues such as Chargebacks and 
fraud related charges.

Merchants having their Settlement Account maintained by another financial 
institution shall allow the Bank to settle funds payment for the Merchant by 
sending payment request via the ACH system to the financial institution for 
crediting/debiting to the Settlement Account; and in such case, shall 
authorizes such financial institution to e�ect all such net credit to the 
Settlement Account.

The Merchant shall provide a separate direct-debit authorization form to the 
financial institution where the Settlement Account is maintained knowing that 
such authorization shall be, without respect to the source of any funds in the 
Settlement Account, irrevocable and coupled with an interest, and shall 
remain in full force and e�ect until the Bank has given written notice to such 
financial institution that all monies due under this Agreement and any other 
agreements with the Bank have been paid in full. The Merchant further 
authorizes the Bank, at its sole discretion, to debit any other banking account 
maintained by the Merchant for any and all such amounts due by the Merchant 
to the bank. Alternatively, the Bank may elect to invoice the Merchant for any 
such amounts, net due thirty (30) days after the invoice date or on such earlier 
date as may be specified.

The Merchant hereby authorizes the Bank to access information from the 
Settlement Account and to initiate credit and/or debit entries and 
adjustments, as well as any credit entries made in error, to the Settlement 
Account by the ACH transfer process and/or through direct instructions to (or 
such other arrangements as we deem appropriate) the financial institution 
where the Settlement Account is maintained for amounts due under this 
Agreement and any other agreements with the Bank.

All settlements towards the Transactions shall be net of credits/refunds, 
adjustments, applicable Discount Fees when due, Chargebacks or other 
adjustments, charges and any other amounts then due from the Merchant.

The Merchant understands and hereby acknowledges that the Discount Fee is 
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earned at the time of the Transaction and is not subject to refund.

Within the first twenty four (24) hours after funds or any other payments due 
to the Merchant are credited to the Settlement Account, such funds shall be 
subject to, among other things, Chargebacks (including the Bank related 
losses) fees, assessments, and fines imposed by the Associations if any; and 
the Bank may debit or credit the Settlement Account for any deficiencies, 
overages, fees, fines, charges, and pending Chargebacks, or may deduct such 
amounts from any settlement funds due to the Merchant.

In the event that a payment is rejected by the Merchant’s bank or fails to arrive 
within five (5) Business Days after the Bank’s attempted ACH payment, the 
Bank may provide an option to issue cheques for any funds due to the 
Merchant until the ACH problem is resolved provided that all such payments 
and the resolution of all such issues are solely borne by the Merchant. Should 
the Merchant accept to avail cheques from the Bank, the Bank may charge a 
processing fee per cheque, notwithstanding any lesser amount shown in this 
Agreement.

The Merchant understand that due to the nature of the ACH and the electronic 
networks utilized for the movement of funds and the fact that not all banks 
belong to the ACH network payments to the Merchant can be delayed and 
therefore, the Bank cannot guarantee the timeliness with which any ACH 
payment may be credited by the Merchant’s Settlement Account.

The Bank shall not be liable for any delays in receipt of funds or errors in debit 
and credit entries caused by third parties, including but not limited to any 
Association or the Merchant’s financial institution, and the Merchant shall 
cooperate with the Bank to help resolve any problems in crediting/debiting 
the Settlement Account.

The Bank reserves the right to divert and hold all funds when the Bank is 
investigating the breach of any warranty, covenant, representation, or 
agreement by the Merchant or has reasonable cause to believe that the 
Merchant may have violated any provision of this Agreement and/or the Rules 
and/or is engaged in illegal, fraudulent or suspicious activity.

The Merchant hereby agrees to be bound by the terms of the operating rules 
of the automated clearing house system as in e�ect from time to time.

5. RETURNS AND CREDITS.

In case, during the term of this Agreement, any goods are accepted for return 
or any services are refunded, terminated or cancelled, or any price adjustment 
is allowed by the Merchant (other than involuntary refunds by airlines or other 
carriers when required by applicable tari�s and except where otherwise 
required by law or governmental regulations), the Merchant may not make 
any cash refund to the Cardholder and shall process a Credit Record 
Transaction within three (3) Business Days from the occurrence of such return, 
refund, cancellation or adjustment; and in such occurrence, the Merchant may 
not be entitled to any refund of any of the fees or charges associated with the 
original Transaction and initially due by the Merchant towards the Bank.

The Merchant shall date each Credit Record with the Transaction date 
including: (i) thereon a brief description of returned goods and/or refunded, 
terminated or cancelled services and/or prices adjusted; and (ii) the amount of 
credit in su�cient details to identify the Transaction; and provide the 
Cardholder with a completed copy of such Credit Record at the time of each 
return or cancellation of a Transaction.

With proper disclosure at the time of the Transaction, the Merchant may: (i) 
refuse to accept goods in return or exchange and refuse to issue a refund to a 
Cardholder; or (ii) accept the returned goods in exchange for the Merchant’s 
promise to deliver Products of equal or greater value available from the 
Merchant at no additional cost to the Cardholder. For the purposes of this 
paragraph, proper disclosure shall be deemed to have been given only if, at 
the time of the Transaction, the following notice appears on all copies of the 
Sales Record (or disclosure if Card is not present) in legible letters at least 
one-quarter (1/4) inch high and adjacent to the text stating “NO REFUND” or 
“EXCHANGE ONLY” or “IN STORE CREDIT ONLY” as applicable, or equivalent 
language. Even with this provision being adhered to it does not guarantee 
avoidance of Chargeback.

6. RESERVE ACCOUNT.

Notwithstanding any other provision to the contrary contained in this 
Agreement, the Merchant hereby expressly acknowledges that the Bank 
reserves the right to establish and the Merchant hereby authorizes the Bank to 
establish, at any time prior to, at, or after termination of this Agreement and 
with or without prior notice to the Merchant a non-interest bearing Reserve 
Account.

The Reserve Account funds may be used to cover Chargebacks, credits, fines, 
costs, assessments, and other obligations of the Merchant that are incurred 
under this Agreement.

The initial amount of the Reserve Account shall be set by the Bank in its sole 
discretion, based upon, but without limitation thereto, the Merchant’s 
processing history and the potential overall credit risk to the Bank.

At the Bank’s sole discretion the Reserve Account may be funded on a rolling 
reserve basis (the “Rolling Reserve”) from a portion (percentage) of the funds 
from each Transaction and/or by requiring a deposit of funds to the Reserve 
Account.

If a Reserve Account is required at the time that the Application is approved, 
the amount of the Reserve Account and the funding method (up-front 
deposit, fixed amount or Rolling Reserve), including the percentage applicable 
for each Sale Transaction and the number of months used for such Rolling 
Reserve shall be as stated on the Application unless otherwise modified and 
agreed upon in writing by the Merchant and the Bank.

If a Reserve Account is required at a later time, the Bank may establish the 
Reserve Account immediately and notify the Merchant of that fact (or any 
changes in the required reserve amount, funding method, Rolling Reserve 
percentage or period, or other terms).

The Merchant acknowledges and understands that the Reserve Account 
Maintenance Fee disclosed in the Application will be deducted on a monthly 
basis from funds in the said Reserve Account.

The Merchant hereby authorizes the Bank, without notice or demand, if the 
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Merchant fails to respond within a reasonable time as determined by the Bank, 
to o�set any related fees, losses, charges, costs and amounts for any other 
obligations of the Merchant due the Bank under this Agreement from and 
against the Merchant’s Reserve Account funds or any other deposit accounts 
of the Merchant maintained at any financial institution when adequate funds 
are not available in the Settlement Account or from funds otherwise due to the 
Merchant under this Agreement.

The Merchant hereby expresses in writing and hereby gives the necessary 
instructions and authorizations to permit such o�set by the Bank from any 
deposit accounts held by any financial institutions for the Merchant, and 
further releases such financial institutions from any liability for any good faith 
compliance with the express written instruction and authorization as set forth 
herein to permit such o�set by the Bank. The Merchant further agrees that 
such financial institutions may rely upon an executed copy of this Agreement 
as may be provided by the Bank for the purposes such o�set.

After payment or adequate provision for payment is made by the Merchant to 
the Bank for all obligations on the part of the Merchant to the Bank under this 
Agreement, including, without limitation, any and all amounts due for any 
payment gateway utilized by the Merchant under this Agreement and the 
Rules, the Merchant may request the Bank to disburse any and all funds due 
the Merchant remaining in the Reserve Account.

Unless otherwise agreed upon in writing by the Bank, such funds shall not be 
disbursed to the Merchant until the end of two hundred and seventy (270) 
days from the date of the last Chargeback or Transaction, whichever is later, 
unless the Bank in its sole and absolute discretion, has reasons to believe that 
Chargeback rights under the then applicable Rules may be longer than such 
two hundred and seventy (270) day period of time, in which event such funds 
may not be disbursed until the expiration of the period of time for such 
Chargeback rights.

If requested by the Merchant, the Bank shall set the date when funds available 
in the Reserve Account, held beyond such two hundred and seventy (270) day 
period as referenced above, may be released and shall notify the Merchant of 
such date. No funds held in the Reserve Account shall accrue or bear interest.

Without limiting the rights of the Bank set forth above, the Merchant 
acknowledges that the establishment of, or a change in the amount 
percentage or other terms of Reserve Account and/or increase to the 
Discount Fee or other Fees may, without limitation thereto, result from the 
Bank’s determination that any of the following has occurred: (a) the Merchant 
engages in any processing of charges which represents an overcharge to the 
Cardholder by duplication of charges; (b) any activity designed by the 
Merchant to circumvent a pre-requisite when attempting to process a 
Transaction for a Cardholder; (c) failure by the Merchant to fully disclose the 
true nature of its business to the Bank to permit a fully-informed decision as to 
the suitability of Merchant for approval of the Application and the acceptance 
of this Agreement; (d) failure by the Merchant to fully disclose the true 
ownership, or any change in such ownership, of the Merchant’s business entity; 
(e) processing by the Merchant of unauthorized charges; (g) processing by 
the Merchant of any credits through any Cardholder account; (h) any 
misrepresentation made by the Merchant in completion of the Application or 
any breach of any other covenant, warranty or representation of the Merchant 
contained in this Agreement, including, without limitation, a change of type of 
business without prior approval by the Bank; (i) the Merchant has 
Chargebacks which exceed one percent (1%) (as determined by the 
Associations and amended from time to time) of the total number of Sales 
Record Transactions completed by the Merchant in any given thirty (30) day 
calendar period, such thirty (30) day calendar period not limited to any 
specific monthly cycle; (j) excessive number of requests for retrieval of 
documentation; (k) excessive credits that exceed sale Transactions by ten 
percent (10%); (l) any form of financial instability or diminishment of the 
financial condition of the Merchant; or (m) whenever the Bank, in its sole 
discretion, believes that the Bank has a credit risk exposure and that recovery 
of any amounts due or which may become due from the Merchant, are in 
jeopardy or that the Bank may incur losses in connection with or related to the 
Services provided to the Merchant under this Agreement.

7. LIEN, SECURITY INTEREST AND SET-OFF.

The Merchant hereby grants the Bank a lien and security interest in and to any 
of the Merchant’s funds pertaining to the Transactions contemplated by this 
Agreement now or hereafter in the Bank’s possession, whether now or 
hereafter due or to become due to the Merchant for the purpose of securing 
the Merchant’s obligations towards the Bank and its a�liates under this 
Agreement and any other agreement for the provision of the Services or the 
furniture of the related equipment.

The Bank shall be entitled to set-o� against any amounts due and payable by 
the Merchant and not paid by the Merchant in the agreed upon manner any 
amounts held by the Bank for the account of the Merchant in with all the 
related charges being borne by the Merchant. In addition to the foregoing, the 
Merchant agrees that all cash, credit balances, goods and other assets 
including, but not limited to, precious metals whether coined or not, shares, 
stocks, bonds, notes, cheques, debentures, certificates of deposit, negotiable 
instruments including bills under collection and any other securities of any 
kind whatsoever, which are at the time being or could be in the future in the 
possession of the Bank, its custody or power, or deposited with or transferred 
to the Bank, its agents or any of its branches for the Merchant’s account 
whether held individually or jointly with any other person, including all rights 
and entitlements arising therefrom or attached thereto shall be charged as a 
continuing security in favor of the Bank and may be, in that sense, set o�, 
appropriated, sold or applied in or towards due payment to the Bank of all 
sums to the due satisfaction of all the obligations for which the Merchant is at 
the time being or in the future indebted or liable to the Bank on any account 
or in any manner whatsoever, and whether individually or jointly with any 
other person, and under whatever name or form.

The Merchant agrees to duly execute and deliver to the Bank such instruments 
and documents as may be reasonably requested to render enforceable such 
lien, security interest, right to set o�, recoupment and subordination set forth 
in this Agreement. 

8. REQUESTS FOR ADJUSTMENTS OR REFUNDS.

Requests for adjustments shall be made through a written notification to the 
Bank within thirty (30) days after any debit or credit is or should have been 
e�ected.
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If the Merchant notifies the Bank after such time period, the Bank may, in its 
absolute discretion, assist the Merchant, at its own expense, in investigating 
whether any adjustments are appropriate and whether any amounts are due 
to or from any other parties without any obligation on the back of the Bank to 
investigate or to continue such investigation or to carry out any future 
investigation or e�ect any such adjustments.

9. CHARGEBACKS.

The Merchant shall be responsible for any and all Chargebacks as well as 
Association fines, assessments and fees related to or arising out of such 
Chargebacks in the manner provided for in the Rules, and shall reimburse the 
Bank for and upon its demand, the face amount of such Chargebacks, fines, 
assessments and fees. Further, the Merchant shall be liable and shall reimburse 
the Bank for any and all return items, or other losses resulting from the 
Merchant’s failure to produce, within the applicable time limits, any Sales 
Records as it may be requested by the Bank. 

The Bank shall have the right to debit the Merchant’s incoming Chargebacks, 
through the Settlement Account or any other funds of the Merchant in the 
Bank’s direct or indirect control by reason of the security interest granted to 
Bank by the Merchant pursuant to Clause 15 of this Agreement, and to charge 
such Chargebacks to the Merchant, including without limitation, in any of the 
following situations: (a) where the Transaction is for a type of Product sold 
other than as disclosed in the Application and approved in advance by Bank 
and the sales Transaction was charged back; (b) where the goods have been 
returned or the services cancelled by a Cardholder and the Cardholder 
requested a Credit Record and such Credit Record was not processed by the 
Merchant within three (3) Business Days; and (c) where a Cardholder 
contends or disputes in writing to the Bank or to the Issuing Bank that: (i) the 
products were not received by the Cardholder; or (ii) the products received by 
a Cardholder do not conform to the description on the Sales Record; or (iii) 
the products were sold in a misleading fashion or manner by the Merchant; or 
(iv) the products were defective; or (v) the dispute reflects a claim or defense 
authorized against issuers or creditors by a governmental agency, a relevant 
statute or regulation; (vi) where a Sales Record or Credit Record was not 
received by the Bank as required in accordance with the terms of this 
Agreement or those of the Rules; (vii) where the Sales Record was not 
completed as required by this Agreement or by the Rules; (viii) the Cardholder 
has certified in writing to the Bank or to the Issuing Bank that the Cardholder 
did not make or authorize such a Transaction (ix) where the Issuing Bank or 
the Bank has information or belief that the Merchant fraud occurred at the 
time of the Transaction(s), whether or not such Transaction(s) was properly 
authorized by the Issuing Bank, and the Cardholder neither participated in nor 
authorized the Transaction(s); (x) in any other situation where the Sales 
Record was executed or depository credit was given to the Merchant in 
circumstances constituting a breach of any representation or warranty of the 
Merchant or in violation of the Rules, whether or not a Transaction is charged 
back by the Issuing Bank.

If, with respect to any one of the Merchant’s outlets, the amount of any Card 
counterfeit or fraud incidences becomes excessive, and in the sole and 
absolute discretion of Bank, the Merchant may be charged back for all 
Transactions terminated immediately for such cause, and the Merchant’s 
funds, including but not limited to those incoming Transactions; and those in 
the Merchant’s Account and Reserve Account shall be held pursuant to the 
provisions of this Agreement, including without limitation pursuant to the 
provisions of Clauses 6 and 7 of this Agreement.

The Bank shall have the right to assess the Chargeback Fee for each 
Chargeback plus the amount of any Chargeback fines or penalties assessed by 
the Associations against the Bank for Transactions arising from the activities 
of the Merchant, or any other charges as may be established by the Bank from 
time to time. Further, the Bank shall have the right to assess, at its sole and 
absolute discretion, the fee for processing any fines or penalties that may be 
charged by the Associations towards the Bank.

Should the Merchant agree to process any Transaction while the Card is not 
present, then the Merchant shall bear one hundred percent (100%) of the risk 
of Chargeback and any fees resulting from such Transaction as provided for 
under the Rules, and the Merchant shall, without limiting any other provisions 
in this Agreement, hold the Bank harmless from any losses, claims and costs 
arising from or associated with all such Transactions and/or Authorizations.

10. ADDITIONAL RULES FOR MAIL, TELEPHONE, E-COMMERCE (INTERNET) 
AND RECURRING TRANSACTIONS. 

The Merchant understands that Mail, Telephone and E-Commerce (Internet) 
orders and sale Transactions have substantially higher risk of Chargeback and 
Cardholder dispute than Card “present” (e.g. in a face-to-face) Transactions, 
as the Merchant will not have an imprinted or magnetically “swiped” 
Transaction with the Cardholder’s signature on the Sales Record; and as such, 
the Merchant shall be assuming a greater risk associated with accepting Card 
“not present” Transactions, including Mail, Telephone and E-Commerce 
(Internet) Transactions. The Merchant understands that Sales Records 
submitted for Mail, Telephone, Recurring Transactions, Pre-Authorized Orders 
and E-Commerce (Internet) Transactions are subject to Bank’s increased risk 
management and security review procedures and may result in delays or holds 
of funds being released to the Merchant.

The Merchant acknowledges that all mail order Transactions, telephone order 
Transactions, Recurring Transactions and E-Commerce (Internet) 
Transactions are di�cult to defend against Chargeback and agrees that it shall 
take reasonable precautions to protect against such Chargebacks, including, 
but not limited to the following: (i) delivering Products only to the 
Cardholder’s billing address where the Issuing Bank sends the Cardholder’s 
billing statement; (ii) using a delivery service that maintains shipping logs and 
requires signatures by a person receiving the Products; (iii) (iv) obtaining 
CVV2/CVC2 verification from the Issuing Bank if the Merchant processes 
Recurring Transactions and charges a Cardholder’s account periodically for 
recurring Products (e.g., monthly insurance premiums, yearly subscriptions, 
annual membership fees, etc.). The Merchant shall further (in addition to, and 
not in lieu of, other applicable procedures and Rules) comply with the 
following: (i) have the Cardholder complete and deliver to the Merchant a 
written request for such Products to be charged to the Cardholder’s account. 
The written request shall at least specify the Transaction amounts, the 
frequency of recurring charges and the duration of time for which the 
Cardholder’s permission is granted and be provided promptly in response to a 
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Cardholder’s request for copy; (ii) if the Recurring Transaction is renewed, 
then the Cardholder shall complete and deliver to the Merchant a subsequent 
written request for the continuation of such Products to be charged to the 
Cardholder’s account; (iii) the Merchant may not complete a Recurring 
Transaction after receiving a cancellation notice from the Cardholder or 
Issuing Bank or after a request for Authorization has been denied; (iv) the 
Merchant shall perform an AVS inquiry for at least the first Transaction and 
then annually thereafter, if applicable. The Merchant further understands that 
penalties can be assessed by the Associations for failure to comply with rules 
applicable to Recurring Payment transactions, and that a Recurring 
Transaction may not include partial payments for Products purchased in a 
single Transaction. No charges may be imposed in connection with a 
Recurring Transaction. In any case, all Transactions with an Authorization date 
more than fifteen (15) days prior to the shipping date or date services are 
rendered are subject to a greater risk of possible Chargeback.

In case the Merchant is an E-Commerce (Internet) merchant, and accepts 
orders via the Internet, the Merchant shall (in addition to, and not in lieu of, 
other applicable procedures and Rules) comply with the following: (a) post its 
privacy and security policies on its websites, where such policies shall be 
clearly marked for consumers to see and review; (b) the Merchant’s websites 
shall include all the following information in a prominent manner: (i) Complete 
description of the Products o�ered; (ii) returned Products and refund policy. 
If the Merchant does not o�er refunds or makes such other restrictions, the 
words “no refund”, or other appropriate terminology, shall be prominently and 
legibly written or typed or displayed on the Merchant’s websites for 
goods/service purchase used by the Merchant with respect to performance of 
this Agreement and provided to the customer; (iii) method for the 
Cardholders to acknowledge their acceptance of the terms and conditions for 
returned merchandise or for the refund policy, such acknowledgement should 
be in a format that complies with the Associations’ guidelines for proper 
disclosure; (iv) customer service contact, including email address and/or 
telephone number; (v) transaction currency; (vi) any applicable export or legal 
restrictions; (vii) delivery policy; (viii) consumer data privacy policy; and (ix) 
description of the Transaction security used on the Merchant’s website; and 
(c) use an Internet acquiring transaction indicator in order to identify the 
Internet Acquiring Transactions in the Authorization request and clearing 
record.

11. FEES AND CHARGES.

Fees payable by the Merchant in consideration of the Services shall include:

- Local Debit Cards : _________ %

  (Visa and Master Card) : _________ %

- All Other Cards : _________ %

- Monthly merchant maintenance fee @ OMR50 per month; and

- Other charges will be applied if mandated by Card Associations.

Settlements of Transactions shall be net of any credits/refunds, adjustments, 
applicable Discount Fees when due, Chargebacks and any other amounts then 
due from the Merchant.

All credits to the Merchant’s Settlement Account or other payments to the 
Merchant shall be provisional and are subject to, among other things, final 
audit, Chargebacks (including the Bank’s related losses), fees and fines 
imposed by the Associations; and the Merchant further allows the Bank to 
debit or credit the Settlement Account for any deficiencies, overages, fees and 
pending Chargebacks, and to deduct such amounts from any settlement funds 
due to the Merchant. Alternatively, the Bank may elect to invoice the Merchant 
for any such amounts, net due within thirty (30) days from the invoice date or 
on any such earlier date as may be specified by the Bank.

In case any fees due to the Bank are not paid within ten (10) days of their due 
date, the Bank may temporarily suspend the Services until the fees are paid in 
full. In such occurrence, the Merchant shall to pay three (3) months 
maintenance fee as a re-instatement fee to the Bank to re-activate the 
Services while in the temporary cancellation status. 

In case any fees due to the Bank are not paid within thirty (30) days of their 
due date, the Bank may temporarily cancel all services. In such occurrence, 
and in case the Merchant subsequently wishes to re-enroll for the Services, 
then the Merchant shall sign up as any new merchant and newly pay all the 
associated fees/charges.

12. FINES AND EXCESSIVE CHARGEBACK FEES.

The Merchant shall pay for and indemnify and hold harmless the Bank from 
any fines or penalties imposed on the Bank by any Association resulting from 
the Merchant’s activities, acts or omissions, Chargebacks and any other fees or 
fines imposed by an Association with respect to the Merchant’s acts or 
omissions, whether such activities occur or the fines, penalties, or other 
assessments are imposed, during or after the Term of this Agreement.

In case the Merchant’s Chargeback percentage for any line of business 
exceeds the estimated industry Chargeback percentage, as set out from time 
to time by the Bank in accordance with the Rules in order to reflect changes in 
the industry Chargeback percentage reported by the Associations, the 
Merchant shall, in addition to the Chargeback fees and any applicable 
Chargeback handling fees or fines, pay the Bank an excessive Chargeback fee 
in accordance to the Rules.

13. RETRIEVAL AND STORAGE OF SALES RECORDS, CREDIT RECORDS, 
TRANSACTION DATA AND INFORMATION.

The Merchant shall establish a system to store and maintain copies of Sales 
Records and Credit Records in such a manner so as to forward such sales 
Records and Credit Records to the Bank in no longer than two (2) working 
days from any request made by the Bank for such purpose. The failure to 
respond to such request constitutes a violation of this Agreement and may 
result in a Chargeback.

Should the Merchant deliver the requested Sales Records Sales Records and 
Credit Records longer than the timeframe described in the preceding 
paragraph while it has been established that such Sales Records or Credit 
Records constitutes a Chargeback to the Merchant, the Bank may levy the 
processing fees determined in the Rules in addition to such Chargeback fee.
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The Merchant shall keep all Sales Records and Credit Records for at least 
twenty four (24) months from their occurrence for the perusal of the 
Associations.

14. TERM.

This Agreement shall enter into force from its signing date (the “E�ective 
Date”) and remain in force for twelve (12) consecutive months therefrom (the 
“Initial Term”).

The Initial Term shall be thereafter automatically renewed for additional 
twelve (12) consecutive months terms unless earlierterminated in accordance 
with the provisions of clause 15below.

15. TERMINATION.

Any Party may terminate this Agreement prior to the expiration of any running 
term by serving a thirty (30) days written notice provided that such notice 
shall be e�ective at the expiration of any running existing term.

Notwithstanding the above, the Bank, and in addition to any rights of 
immediate termination without notice as may be contained elsewhere in this 
Agreement, may terminate this Agreement, and at the Bank’s discretion, any 
merchant processing agreement(s) of any other business that is commonly 
owned or controlled by the Merchant for any reason or cause (or for no 
reason) whatsoever upon ten (10) Business Days prior written notice to the 
Merchant. Such termination shall become e�ective on the later of ten (10) 
Business Days from the date such notice is given in the manner prescribed for 
notices herein or the date specified in such notice.

The Bank may terminate this Agreement upon the occurrence of one or more 
of the events stated below (the “Events of Default”) upon serving a 
termination notice e�ective upon its serving to the Merchant. The following 
events (but not limited to the following) shall be considered as Events of 
Default: (a) the Bank determines that the Merchant’s type of business as 
indicated on the Application di�ers from the actual type of business the 
Merchant operates; (b) the Merchant moves or relocates to a new location 
without giving the Bank notice prior to, or within thirty (30) days after, the 
move; (c) The business as conducted by the Merchant could endanger the 
safety and/or soundness of the Bank; (d) the Merchant files for bankruptcy or 
is otherwise shown to be insolvent; (f) the Merchant has Chargebacks which 
exceed one percent (1%) of the total number of Transactions completed by 
Merchant in any thirty (30) calendar day period; (g) the Merchant owes money 
to Bank and fails to make a timely payment thereof; or (h) the Merchant 
breaches any of the provisions contained in this Agreement. 

Notwithstanding anything to the contrary in this Agreement, the parties 
hereby further agree and acknowledge that in addition to any other remedies 
contained in this Agreement or otherwise available under applicable law, if (a) 
the Merchant breaches this Agreement by improperly terminating it prior to 
the expiration of the Initial Term; or (b) if this Agreement is terminated by the 
Bank prior to the expiration of the Initial Term due to any Event of Default by 
the Merchant (both “Early Termination”), then in either event, the Bank shall 
su�er a substantial injury that is di�cult or impossible to accurately estimate. 
Consequently, and considering the costs that the Bank may incur by reason of 
such Early Termination, including without limitation those incurred in 
processing the Application and approving Merchant for the Services, and in an 
e�ort to liquidate in advance the sum that should represent such damages, 
the parties have agreed that the Merchant shall pay, as liquidated damages the 
sum of three hundred Omani Rials (OMR 300), which shall not be construed as 
a penalty.

Any and all obligations of any party to this Agreement to pay funds to another 
shall survive any expiration or termination of this Agreement.

16. CTMF (or MATCH FILE) TERMINATION RELATED PROVISIONS.

The Merchant expressly agrees that the Bank shall be entitled to report the 
business name(s) of the Merchant and the names and identification of its 
principals to the CTMF or MATCH File in the event that this Agreement is 
terminated because of one or more of the reasons specified in the Rules, which 
include without limitation, those that constitute an Events of Default under this 
Agreement.

17. REPRESENTATIONS AND WARRANTIES.

Without limiting any other warranties, covenants and agreements hereunder, 
the Merchant agrees, represents and warrants to the Bank that at all times 
during the term of this Agreement that: (a) it is lawfully engaged in the 
business described on the Application and is duly licensed under the laws of 
Oman; (b) it is fully compliant with all applicable laws, and with the Rules; (c) 
it will give prior notice to the Bank if it intends to change the nature of its 
business as indicated in the Application or to modify the ownership of the 
business; in which case, the Bank will have the right to terminate this 
Agreement or amend this Agreement accordingly; (d) all of its business 
locations engage in the same or substantially similar business activity as that 
listed in the Application; (e) it o�ers no enticements or incentives to 
Cardholders in connection with the sale of Merchant’s Products; (f) it will not 
use any personal Card owned by the Merchant, or any Card which the 
Merchant is authorized to purchase its own goods or service at the Merchant’s 
website. Such use is deemed a “cash advance” which is prohibited by the 
Rules and this Agreement and can result in immediate termination of this 
Agreement; (g) it uses both the name and address shown on the Application 
on all Sales Records and Credit Records and does not use any other name, 
unless a descriptor is used to further identify the Transaction and agreed to by 
the Bank; (h) it will not submit any Transaction that was previously charged 
back or declined; (i) it shall not, without the Cardholder’s prior written consent, 
sell, purchase, provide or exchange Card account information in the form of 
Sales Records, mailing lists, magnetic tapes or any other media obtained by 
reason of a Transaction to any third party other than Merchant’s agents for the 
purpose of assisting the Merchant in its business, or to the Bank or pursuant to 
any lawful government demand; (j) it has the authority to enter into this 
Agreement and that the person(s) signing on behalf of the Merchant is/are 
specifically authorized and directed to do so by the Merchant; and (k) as to 
each Transaction covered under this Agreement, the Merchant specifically 
represents and warrants that: (i) the Sales Transaction is valid in form and has 
been completed in accordance with all applicable requirements and the Rules; 
(ii) the Merchant has delivered the goods to the Cardholder or completed the 
service described on the Sales Record in accordance with the Merchant’s 
agreement with the Cardholder, and that Merchant has, in inventory, the 
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goods sold if not delivered at the time of sale; (iii) each Sales Record 
represents the Cardholder’s indebtedness for the total amount shown therein; 
(iv) the Merchant’s disclosure will clearly state that Cardholder has no defense 
right of o�set or counterclaim against the Merchant in connection with the 
purchase of the Products; (v) the Merchant has not charged the Cardholder 
directly or indirectly any separate or additional fee(s) such as a surcharge or 
portion of any discount or charge imposed upon the Merchant by this 
Agreement in connection with the Transaction other than as may be required 
by law (this Paragraph shall not, however, be construed as prohibiting 
discounts to customers or for charges such as bona fide commissions, fees for 
special handling or expedited services, postage and handling, and similar 
charges that are charged to the Cardholder regardless of the form of 
payment); (vi) each Transaction was placed by a person who is the Cardholder 
of the Card; (vii) has included all items of Products purchased in a single 
Transaction and the total amount on a single Sales Record; (viii) does not 
represent the refinancing of an existing obligation of the Cardholder including 
any obligation owed to the Merchant or arising from the dishonor of a personal 
cheque; (ix) is not a “cash advance”; and (x) the Merchant shall not submit any 
Transaction for entry into interchange, directly or indirectly, any Card 
Transaction that it knows to be fraudulent or not authorized by the 
Cardholder.

The Merchant understands and agrees that violation of any of the foregoing 
warranties, representations, covenants and agreements or otherwise provided 
in this Agreement, shall be an Event of Default, and may cause this Agreement 
to be immediately terminated, or subject to termination, have all funds placed 
into a Reserve Account pursuant to Clause 6 of this Agreement, and result in 
the Merchant placed on the Combined Terminated Merchant File (CTMF) or 
MATCH File pursuant to Clause 15of this Agreement.

18. INDEMNIFICATION.

The Merchant shall indemnify and hold the Bank, the Bank’sa�liates, o�cers, 
directors, employees, consultants, agents, service providers and licensors 
harmless from and against any and all association fines or fees (pursuant to 
Section 18 of this Agreement) and all losses, liabilities, damages and expenses 
(including attorney’s fees and collection costs) resulting from any breach of 
any warranty, covenant or agreement or any misrepresentation by the 
Merchant under this Agreement including, without limitation, a violation of the 
Rules, or arising out of the Merchant’s or the Merchant’s employees’ 
negligence or wilful misconduct, in connection with Card Transactions or 
otherwise arising from Merchant’s provision of Products to Cardholders, and 
any and all third party claims, liability, damages, and/or costs, including but 
not limited to attorney's fees, arising from: (i) any third-party claim, action, or 
allegation of infringement, misuse, or misappropriation based on information, 
data, files, or other materials submitted by the Merchant to the Bank and vice 
versa; (ii) any access of any other financial institutions, cards through the 
Equipmentor any action, omission, or any other cause or fault or misuse of the 
Equipment caused by the Merchant or any of its employees, o�cials, agents or 
representatives; (iii) any fraud, misrepresentation, manipulation, or other 
breach of this Agreement; and/or (iv) the Merchant’s violation of any law or 
rights of a third party.

In such occurrence, the Bank reserves the right, at its own expense, to assume 
the exclusive defence and control of any matter otherwise subject to 
indemnification by the Merchant, in which event the Merchant shall fully 
cooperate with the Bank in asserting any available defences.

The Merchant may not settle any action or claims on behalf of the Bank 
without the Bank’s prior written consent.

19. LIMITATION OF LIABILITY.

THIS AGREEMENT IS A SERVICE AGREEMENT. THE BANK DISCLAIMS ALL 
OTHER REPRESENTATIONS OR WARRANTIES, EXPRESS OR IMPLIED, 
MADE TO THE MERCHANT OR ANY OTHER PERSON, INCLUDING WITHOUT 
LIMITATION, ANY WARRANTIES REGARDING QUALITY, SUITABILITY, 
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OR 
OTHERWISE OF ANY SERVICES OR ANY GOODS PROVIDED INCIDENTAL 
TO THE SERVICES PROVIDED UNDER THIS AGREEMENT. 

NOTWITHSTANDING ANYTHING IN THIS AGREEMENT TO THE CONTRARY, 
IN NO EVENT SHALL THE BANK, OR ITS AFFILIATES OR ANY OF ITS 
RESPECTIVE DIRECTORS, OFFICERS, EMPLOYEES, AGENTS OR 
SUBCONTRACTORS, BE LIABLE UNDER ANY THEORY OFTORT, 
CONTRACT, STRICT LIABILITY OR OTHER LEGAL THEORY, FOR LOST 
PROFITS, LOST REVENUES, LOST BUSINESS OPPORTUNITIES, DELAYS IN 
THE RECEIPT OF FUNDS OR ERRORS IN DEBIT AND CREDIT ENTRIES 
CAUSED BY THIRD PARTIES INCLUDING ANY CARD ASSOCIATION AND/OR 
THE MERCHANT’S FINANCIAL INSTITUTION, EXEMPLARY, PUNITIVE, 
SPECIAL, INCIDENTAL, INDIRECT OR CONSEQUENTIALDAMAGES, EACH 
OF WHICH IS HEREBY EXCLUDED BY AGREEMENT OF THE PARTIES, 
REGARDLESS OF WHETHER SUCH DAMAGES WERE FORESEEABLE OR 
WHETHER ANY PARTY OR ANY ENTITY HAS BEEN ADVISED OF THE 
POSSIBILITY OF SUCH DAMAGES.

20.MONEY LAUNDERING PREVENTION.

The Bank may take whatever action it considers appropriate to meet any 
obligations, either in the Sultanate of Oman or elsewhere in the world, relating 
to the prevention of fraud, money laundering or terrorism financing and the 
provision of financial and other services to persons who may be subject to 
sanctions. 

Such actions include, but are not limited to, investigating, blocking and 
intercepting any Transaction particularly in the case of international transfer of 
funds; it may also include making enquiries to establish whether the Merchant 
and/or the Cardholder is subject to financial sanctions. 

The Bank shall not be liable for any loss, liability, delay or cost incurred by you 
as a result of such actions taken by it.

21. COMPLIANCE.

The Merchant shall comply and cause each of its employees to comply with 
this Agreement and all the applicable rules and regulations including, but not 
limited to, regulatory approvals and requirements applicable in the Sultanate 
of Oman by virtue of its obligations under this Agreement. The Merchant shall 
further conduct regular periodic monitoring of compliance with the regulatory 
requirements as instructed by the Bank from time to time.
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The Merchant shall comply with the Rules, including without limitation, those 
relating to Cardholder information security issues, non-disclosure of 
Cardholder information and Transaction documents, retention and storage of 
Cardholder and Transaction information and other security procedures 
adopted by the Associations.

The Merchant further confirms its agreement to abide by and fully comply 
with the CISP including the following procedures: (i) install and maintain a 
working network firewall to protect data accessible via the Internet; (ii) keep 
security patches up-to-date; Encrypt stored data; (iii) encrypt data sent across 
networks; (iv) use and regularly update anti-virus software; (v) restrict access 
to data by business “need to know”; (vi) assign a unique ID to each person 
with computer access to data; (vii) refrain from using vendor-supplied 
defaults for system passwords and other security parameters; (viii) track 
access data by unique ID; (ix) maintain a policy that addresses information 
security for employees and contractors; and (x) restrict physical access to 
Cardholder information. The Merchant understands that VISA may impose 
restrictions, fines, or prohibit the Merchant from participating in VISA 
programs if it is determined that the Merchant is non-compliant with the CISP. 
The Merchant may be required to comply with an audit to verify compliance 
with security procedures. The Merchant may seek compliance through 
adopting the relevant Payment Gateway functions, which are maintained to 
be CISP compliant.

The Merchant additionally confirms its agreement to abide by and fully 
comply with the following Transaction information security related 
procedures: (i) the sale or disclosure of databases containing Cardholder 
Account numbers, personal information, or other Card Transaction 
information to third parties is strictly prohibited by the Rules; (ii) unless the 
Merchant obtains consents from the Bank and each applicable Association, 
Issuing Bank and the Cardholder, the Merchant shall not use, disclose, sell or 
disseminate any Cardholder information obtained in connection with a Card 
Transaction (including without limitation, the names, addresses and Card 
account numbers of Cardholders, copies of imprinted Sales Records and/or 
Credit Records, mailing lists, magnetic tapes or other media obtained in 
connection with a Sales Record and/or Credit Record) except for purposes of 
authorizing, completing and settling Card Transactions and resolving any 
Chargebacks, retrieval requests or similar issues involving Card Transactions, 
other than pursuant to a court or governmental agency request, subpoena or 
order; (iii) proper controls for, limit access to, and render unreadable prior to 
discarding all records containing Cardholder account numbers and Card 
imprints shall be implemented by the Merchant; (iv) magnetic stripe data  shall 
not be retained and/or stored after a Transaction has been authorized; (v) 
electronically  captured signature of a Cardholder stored shall not be 
reproduced except upon a specific request of the Bank; (vi) all media 
containing Cardholder names, Cardholder account information, and other 
personal information, as well as Card imprints (such as Sales Records and 
Credit Records, auto rental agreements, and carbons) shall be stored in an 
area limited to selected personnel and, prior to discarding any such 
information, destroy it in a manner that renders the data unreadable; and (vii) 
in the event of the Merchant’s failure, including bankruptcy, insolvency, or 
other suspension of business operations, any materials that contain 
Cardholder account numbers, personal information, or Transaction 
information shall not be sold, transferred, or disclosed to third parties, and 
shall be returned to the Bank and/or destroyed upon acceptable proof of 
destruction to the Bank.

22.FORCE MAJEURE.

No party shall be liable for any default or delay in the performance of its 
obligations under this Agreement if and to the extent such default or delay is 
caused, directly or indirectly, by (i) fire, flood, elements of nature or other acts 
of God; (ii) any outbreak or escalation of hostilities, war, riots or civil disorders 
in any country; (iii) any act or omission of the other party or any government 
authority; (iv) any labor disputes (whether or not employees’ demands are 
reasonable or within the party’s power to satisfy); or (v) the non-performance 
by a third party for any similar cause beyond the reasonable control of such 
party, including without limitation, failures or fluctuations in 
telecommunications or other equipment.

In any such event, the non-performing party shall be excused from any further 
performance and observance of the obligations so a�ected only for as long as 
such circumstances prevail and such party continues to use commercially 
reasonable e�orts to recommence performance or observance as soon as 
practicable.

23.CONFIDENTIALITY.

The Merchant acknowledges that, pursuant to this Agreement, the Bank may 
provide to the Merchant information that is proprietary to the Bank. This 
includes any or all forms of media and information sent to the Merchant 
regardless of whether it is sent to the Merchant by email or in any another 
manner. 

The Merchant agrees to keep such proprietary information confidential and 
secure. The Merchant may not use, copy, adapt, alter all or part of the 
proprietary information which is disclosed or otherwise comes into its 
possession under or in relation to this Agreement and which is of a 
confidential nature. 

The Bank may disclose information to third parties pursuant to this Agreement 
in the following cases: (i) in order to comply with government or court orders; 
or (ii) if the Merchant gives the Bank a written permission to do so; or (iii) to 
enforce or defend the Bank’s rights in connection with this Agreement.

24.INTELLECTUAL PROPERTY.

Any data, information, logo, developed programs, or other information given 
to any Party by virtue of this Agreement or being associated with the 
personnel of any of the Parties shall remain the exclusive property of such 
Party.

The Merchant may not publish, release or make use of any data, information, 
logo, developed programs, or any other proprietary name and/or symbol of 
the Bank, VISA or MasterCard, unless the materials containing the same are 
provided to the Merchant by the Bank and/or are approved in advance by 
Bank, and, in either event, only while this Agreement is in e�ect, or until the 
Merchant is notified by the Bank or by VISA or MasterCard to cease usage.
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25.ADVERTISMENT.

The Merchant shall display the Banks’ advertising and promotional materials at 
noticeable points in the premises of the Merchant where the Equipment is 
installed. The Merchant further undertakes not to use any other material 
referring to the Bank or any other name, logo or design associated with the 
Cards without the Bank’s prior written consent.

26.ADDRESS AND NOTICES.

Unless otherwise provided herein, any notice, request, instruction or other 
document required permitted or to be given under this Agreement shall be in 
writing and if given by the Bank to the Merchant shall be deemed to have been 
given on the date and at the time the same shall be delivered personally or 
deposited in the postal system and addressed to the Merchant at the 
addresses on the execution page of this Agreement or at such other addresses 
as the Merchant may give to Bank from time to time by written notice, and if 
given by the Merchant to the Bank shall be deemed to have been given on the 
date and at the time the same shall be delivered personally or mailed by 
certified mail, postage prepaid with return receipt requested (such mailed 
notice to be e�ective on the date such receipt is acknowledged or refused)at 
the Bank’s address mentioned in its o�cial papers or at such other addresses 
as the Bank, as applicable, may give to the Merchant from time to time by 
written notice. Notice may also be sent by facsimile or email, and in such 
occurrence, such notice shall be deemed delivered at the date and time it was 
sent by either party to the other.

The Merchant shall keep the Bank informed about its business location at all 
times, during the Term of this Agreement, and, if the Bank holds Reserve 
Account funds for Merchant after the expiration or termination of this 
Agreement, then for such time until any Reserve Account funds are fully 
disbursed or applied by the Bank against amounts due from the Merchant.

27.FINANCIAL AND OTHER INFORMATION.

Upon request, Merchant will provide the Bank quarterly financial statements 
within forty-five (45) days after the end of each fiscal quarter and annual 
audited financial statements within ninety (90) days after the end of each 
fiscal year.

Such financial statements shall be prepared in accordance with generally 
accepted accounting principles. The Merchant shall also provide such other 
financial statements and other information concerning the Merchant’s 
business and its compliance with the terms and provisions of this Agreement 
as the Bank may reasonably request.

The Merchant authorizes the Bank to obtain from third parties financial and 
credit information relating to the Merchant in connection with its 
determination whether to accept this Agreement and the Bank’s continuing 
evaluation of the financial and credit status of the Merchant.

The Bank may also access and use information which the Merchant has 
provided to the Bank for any other reason. Upon request, the Merchant shall 
provide to the Bank or its representatives reasonable access to the Merchant’s 
facilities and records for the purpose of performing any inspection and/or 
copying of the Merchant’s books and/or records deemed appropriate.

The Merchant will provide the Bank with written notice of any judgment, writ, 
warrant of attachment, execution or levy against any substantial part 
(twenty-five percent (25%) or more in value) of Merchant’s total assets not 
later than three (3) days after Merchant becomes aware of the same.

28.MISCELLANEOUS.

The o�cial text of this Agreement shall be in Arabic. In the event of any 
dispute concerning the interpretation or construction of this Agreement, 
reference shall be made only to this Agreement as written in Arabic. Should it 
be required to translate this Agreement into the English language or any other 
language, the Arabic language version of this Agreement shall nevertheless 
prevail.

The headings and subheadings contained herein shall not be considered a part 
of this Agreement. Words in this Agreement that are in the singular include the 
plural and vice versa, unless the context requires otherwise.

This Agreement may be executed in multiple counterparts, all of which shall 
constitute one agreement.

This Agreement and its annexes are the entire agreement between the Bank 
and the Merchant concerning the Services provided by the Bank to the 
Merchant under this Agreement and supersede all previous agreements, 
communications, representations or discussions between the Bank and the 
Merchant relating to this Agreement. Any other banking agreements made 
between the Bank and the Merchant and/or any other obligations pertaining 
to the Merchant’s bank accounts held by the Bank shall remain unchanged.  

The Bank may change or cancel the one or more of the Services as described 
herein at any time without cause, subject to applicable laws and regulations 
and upon a seven (7) days’ written notice served to the Merchant prior to 
entry into force. The Merchant agrees to review such amendments 
immediately upon receipt of such notice, and in case a termination notice is 
not sent within the seven (7) days abovementioned term in accordance with 
the applicable terms and conditions of this Agreement, the content of such 
notice shall be e�ective at the expiry of such notice term.

Each of the terms of this Agreement is severable from the others and if one or 
more of them becomes void, illegal or unenforceable, the remainder will not be 
a�ected in any way. 

Subject as provided below, a person who is not a party to this Agreement has 
no right to enforce any provision of this Agreement. A�liates of the Bank 
which are not parties to this Agreement, and any sub-contractor of the Bank 
or its a�liates may nevertheless enforce this Agreement against the Merchant, 
subject to and in accordance with this Agreement and any applicable 
regulations and laws.

This Agreement shall be binding upon and inure to the benefit of the parties 
and their respective successors and assigns. 

The Parties to this Agreement do not require the consent of any person who 
is not party to this Agreement to rescind or vary this Agreement at any time.

All representations, warranties, covenants and indemnities shall survive the 
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expiration or termination of this Agreement. 

The Merchant shall review Operating Manuals concerning the procedures to 
be followed and prescribed forms to be used in carrying out the Transactions 
while using the Equipment as delivered along with the Equipment or published 
by the Bank on its website from time to time.

Personal Information Protection. Parties agree to comply with all applicable 
personal data protection and other laws to the same or similar purpose in all 
relevant jurisdictions.

The Bank shall provide the Merchant with statements via e-mail to the email 
address provided in this Agreement and as recorded in the Bank’s systems. 
Should the Merchant require paper or duplicate statements or any other 
additional documentation, then the Bank may charge an appropriate fee for 
the provision of such paper or duplicate statements or additional 
documentation.

Except in the case of manifest error, any Statement provided by the Bank shall 
be conclusive as to all matters of fact to which it refers. The Bank may only 
accept to consider disputes made to such Statements if submitted in writing 
within Thirty (30) days’ of receipt by the Merchant.

Neither the failure nor any delay on the part of the Bank to exercise any right, 
remedy, or privilege hereunder shall operate as a waiver or give rise to an 
estoppel nor be construed as an agreement to modify the terms of this 
Agreement, nor shall any single or partial exercise of any right, remedy, or 
privilege with respect to any occurrence to be construed as a waiver of such 
right, remedy, or privilege.

No waiver by a party hereunder shall be e�ective unless it is in writing and 
signed by the party making such waiver, and then such waiver shall apply only 
to the extent specifically stated in such writing. 

Any transfer or assignment of this Agreement by the Merchant, without the 
prior written consent of the Bank, by operation of law or otherwise, is voidable 
by the Bank. Furthermore, the Merchant shall indemnify and hold the Bank 
harmless from all liabilities, Chargebacks, expenses, costs, fees and fines 
arising from such transferee’s or assignee’s submission of Card transactions to 
the Bank for processing.

Subject to the Rules, the Bank shall only assign or transfer this Agreement and 
its rights and obligations hereunder and/or may delegate its duties hereunder, 
in whole or in part, to any third party, on the condition of receiving prior 
written consent by the Merchant.

Nothing in this Agreement shall be deemed to constitute a partnership 
between the Parties nor constitute either Party as being the agent of the other 
Party or otherwise entitle a Party to have authority to bind the other Party for 
any purpose other than the purpose contemplated in this Agreement.

During the Term of this Agreement, the Merchant shall not enter into any 
agreement or engage with any other service provider for the provision of 
Services similar to or competitive with the e-Payment Gateway Services 
subject of this Agreement.

29.LEGAL FEES AND COSTS.

The Merchant agrees to pay the legal fees and costs the Bank will incur in 
seeking legal advice in matters not in the ordinary course of the Services 
relationship established under this Agreement, including, without limitation, 
contract disputes, legal procedures, bankruptcy or similar events, whether the 
fees or costs are incurred during or after the Term of this Agreement.

30.GOVERNING LAW AND DISPUTE RESOLUTION.

This Agreement and any dispute, claim or issue arising out of or in connection 
with this Agreement, whether of a contractual or non-contractual nature, shall 
be governed by the laws of the Sultanate of Oman. Parties agree to 
irrevocably submit to the exclusive jurisdiction of the courts of the Sultanate 
of Oman.

For and on behalf Bank Dhofar

Mr. __________________________________________________

Position: __________________________________________________

Date: __________________________________________________

Signature: __________________________________________________

For and on behalf of Merchant

Mr. __________________________________________________

Position: __________________________________________________

Date: __________________________________________________

Signature: __________________________________________________
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This Internet Card Acquiring Services MERCHANT AGREEMENT, including the 
attached Merchant application (the “Application”) (which is an integral part 
hereof and is expressly integrated herein and made a part hereof) (collectively 
referred to as the “Agreement”) is entered into by and between BANK DHOFAR 
S.A.O.G (hereinafter referred to as the “Bank”) and the undersigned Merchant 
(hereinafter referred to as the “Merchant”).

PREAMBLE

WHEREAS, the Bank is engaged in the general banking business and is a 
full-fledged member of Visa International and MasterCard Worldwide, including, 
but not limited to, providing acquiring services to merchants that accept a valid 
card bearing the service mark of VISA, MasterCard, Diners Club or American 
Express (hereinafter each referred to as the “Card”) for payment for Products (as 
defined below).

WHEREAS, the Merchant desires to use the ITA’s Sultanate of Oman e-Payment 
Gateway services to authorize and process Card Transactions and use the 
Internet Acquiring Services (as defined below) provided by the Bank to settle 
Card Transactions for payment by Cardholders for Products obtained from the 
Merchant through the Internet.

NOW, THEREFORE, in consideration of the representations, covenants and/or 
promises made in this Agreement (including the Application), the parties hereby 
agree as follows:

1. RECITALS AND DEFINITIONS.

The Merchant hereby acknowledges and a�rms each of the Recitals 
contained above.

The parties agree that the Preamble as set forth herein is incorporated herein 
by reference and made a part of this Agreement.

The Merchant acknowledges that the signature of the Bank’s sales 
representative on the Application does not constitute an approval by the Bank 
of this Agreement and that this Agreement is not and shall not be e�ective 
until it has been approved by the Bank.

Such approval, if given, shall be evidenced by the issuance of an approved 
Merchant Account Number by the Bank to the Merchant.

Capitalized terms used in this Agreement shall have the meanings set forth 
herein, including the following capitalized terms set forth below:

“Merchant” means the person or the legal entity named in this Agreement and, 
if approved and accepted by the Bank, who enters into this Agreement with 
the Bank with the aim to use the Services.

“Association” means any entity formed to administer and promote the Cards 
(including without limitation VISA and MasterCard). 

“Authorization” means the approval given by, or on behalf of, the Issuing Bank 
to validate a Transaction for a Merchant or another a�liate bank. 

“Batch” means a day’s worth of Transactions, including Sales Records and 
Credit Records, to be processed by the Bank at end of each Business Day. 

“Business Day” means any day on which the Bank is open for business, other 
than Fridays & Saturdays or other bank holidays.

“Card” means a valid credit card or a valid debit card or a valid pre-paid card 
bearing the service mark of VISA, MasterCard, Diners Club or American 
Express.

“Cardholder” means the individual whose name is embossed on a valid Card 
and any authorized user of such Card.

“CISP” means the Cardholder Information Security Program implemented by 
VISA to protect Cardholder data. The (“CISP”) applies to the Merchant if the 
Merchant processes or stores Cardholder data as a result of Internet or 
Mail/Telephone acceptance of VISA Card account information. A copy of the 
complete VISA Cardholder Information Security Standards manual and a 
Self-Assessment Worksheet can be obtained online at www.visa.com/cisp.

“Chargeback” means the procedure by which a Sales Record or other indicia 
of a Card Transaction (or disputed portion thereof) is denied or returned to 
the Bank or to the Issuing Bank after it was entered into the appropriate 
settlement network for payment, in accordance with the Rules, for failing to 
comply with the Rules including, without limitation, Cardholder disputes, the 
liability of which falls on the Merchant.

“CTMF” or “MATCH File” means the combined terminated merchant file 
maintained by MasterCard and containing the business name(s) of merchants 
and the names and identification of principals of merchants which have had 
their merchant processing agreements terminated for one or more of the 
reasons specified in the Rules.

“Credit Record” means all documents or the electronic record of such 
documents used to evidence any refund or price adjustment given by the 
Merchant to a Cardholder for a previous sale Transaction, which must conform 
to the Rules. The format for each Credit Record must be approved by the 
Bank.

“SA” or “Settlement Account” means a direct deposit account open in a 
financial institution designated by the Merchant as the account to be debited 
and credited by the Bank for Card Transactions, and by the Bank for fees, 
Chargebacks, and other amounts due under or in connection with this 
Agreement.

“Discount Fee” means the amount charged to the Merchant for processing its 
daily Card Transactions, which is computed as a percentage of the gross 
amount of the Merchant’s Sales Records. Discount Fee shall not be reimbursed 
to the Merchant even when Merchant needs to perform any refund or price 
adjustment after the Sale Record is completed. Discount Fee shall be 
deducted from the gross sales amount acquired by the Bank on behalf of the 
Merchant, and the net credit shall be paid to the Settlement Account.

“Electronic Record” means data that is transcribed in a form acceptable to the 
Bank and suitable for electronic processing.

“Event of Default” means those events listed in Clause 15 of this Agreement. 
Settlement Networks.

“e-Payment Gateway” means the payment service that allows the Merchant to 
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participate in acceptance of the Card Transactions made by Customers via 
certain electronic access methods.

“Equipment” means the electronic devices made available by the Bank to the 
Merchant in order to process the Card Transactions.

“Interchange Fee” means the fee that is paid daily by the Bank to VISA, 
MasterCard or any other association for entering Sales Records and Credit 
Records into their respective Settlement Networks.

“Issuing Bank” means the Cardholder’s bank, or the bank that has issued a 
Card.

“ITA” means the Sultanate of Oman’s Information Technology Authority.

“Merchant Account Number” means the number assigned and issued by the 
Bank to the Merchant, if and only if, the Merchant is approved and this 
Agreement is accepted by the Bank that numerically identifies the Merchant 
to the Bank for accounting, billing, customer service and other related 
purposes in connection with the Services. Issuance of the approved Merchant 
Account Number to the Merchant will evidence the acceptance and approval 
of the Merchant of the provisions of this Agreement.

“Merchant Reserve Account” or “Reserve Account” means an account 
established at and managed by the Bank for the deposit of the funds received 
from the Merchant pursuant to this Agreement as collateral to protect the 
Bank against actual or contingent liability or losses (i.e. reserves) that might be 
incurred by the Bank should the Merchant be unable or fail to pay 
Chargebacks, adjustments, fees and other charges and obligations due to the 
Bank under this Agreement.

“Monthly Sales Processing Volume” or “Monthly Sales Volume” means the 
gross Omani Rial (OMR) amount of Card Sales Records, before return, refund, 
or exchange that are generated by the Merchant and processed by the Bank 
during a calendar month pursuant to this Agreement.

“Products” means goods and/or services sold, rented or rendered by the 
Merchant.

“Recurring Transaction” means a transaction whereby the Merchant charges 
a Cardholder’s Card periodically for recurring goods or services (e.g., monthly 
insurance premiums, yearly subscriptions, annual membership fees) that are 
to be delivered or performed periodically.

“Rules” means the written rules and regulations, system manuals, procedures 
and requirements, releases and interpretations thereof and other 
requirements (whether contractual or otherwise) imposed or adopted by any 
Association (including without limitation VISA, MasterCard, Diners Club and 
American Express) as the same may be amended from time to time. The Bank 
shall provide the relevant Rules to the Merchant and advise the Merchant in 
prior notice via written communication whenever there is any change to the 
Rules.

“Sales Record” means all documents or the electronic record of such 
documents used to evidence the sale of Products through the use of the 
Cards. The format for each Sales Record must be approved by the Bank.

“Services” means the acquiring activities undertaken by the Bank (including 
by or through authorized third party service providers) to acquire and settle 
VISA, MasterCard, Diners Club and American Express Card Transactions 
undertaken by Cardholders at the Merchant’s Internet website for 
Goods/Services purchase, whose business is registered in the Sultanate of 
Oman, and all other activities necessary for the Bank to perform the functions 
required by this Agreement for all other cards, if any, that may be covered by 
this Agreement.

“Transaction” means the initiation of a sale inquiry or a consummation of a 
sale/rental of Products or of a credit to a Cardholder by the Merchant by 
means of a Sales Record or Credit Record, respectively.

“Transmittal” means the process whereby Sales Records and Credit Records 
are electronically transferred in the form of electronic records.

These Internet Acquiring Services terms and conditions govern the 
relationship between the Bank and the Merchant for all the Merchant’s 
Products and Services available on the Internet.

These Internet Acquiring Services terms and conditions expressly govern, 
without limitation, software products, hosting services, secure payment 
gateway services and related support and maintenance services obtained 
through the Bank in connection with the Merchant’s Products available on the 
Internet.

The Merchant understands and agrees that it may be required to enter into 
additional specific agreements for software products, hosting services or 
other e-Commerce products and services as the Bank nay determine at its sole 
discretion.

2. HONORING CARDS. 

The Merchant shall follow the procedures for Card acceptance in the manner 
provided for under this Agreement in connection with each Transaction and 
shall fully comply with and abide by all applicable Rules, as amended from 
time to time by the Associations and as accordingly advised by the Bank 
through written communication within a reasonable advance notice period. 

While honoring Card, the Merchant shall abide by the terms and conditions set 
out in this Agreement, the Rules and the following VISA and MasterCard 
instructions: the Merchant (i) shall honor, without discrimination, all valid 
Cards when properly presented as payment by a bona fide Cardholder for a 
bona fide Transaction; (ii) shall not establish procedures that discourage, 
favor, or discriminate against the use of any particular Card. If the Merchant 
does not deal with the public at large (e.g. a private club), the Merchant must 
honor all valid Cards of Cardholders who have purchasing privileges or 
memberships with the Merchant; (iii) shall not establish minimum or maximum 
Transaction amounts as a condition for accepting Cards; (iv) shall not impose 
any surcharge or fee for accepting a Card or establish any special conditions 
for accepting a Card; (v) unless permitted under the Rules, the Merchant shall 
not require a Cardholder to provide any personal information, such as a home 
or business address or telephone number, or a driver’s license or other proof 
of identification as a condition of honoring a Card, unless instructed by the 
Bank. The exception to this is for a mail/telephone order or delivery required 
Transaction; (vi) any taxes that the Merchant collects (and any other similar 
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handling fees) must be included in the total Transaction amount and not 
collected separately in cash nor processed as an additional Transaction; (vii) 
shall not indicate that Visa, MasterCard or any other Association endorses its 
goods or services; and (viii) Shall adequately display Visa, MasterCard and, if 
applicable, other Association decals and program marks on the promotional 
materials as required by any Association Rules.

3. AUTHORIZATIONS.

The Merchant understands and acknowledges that an Authorization only 
confirms the availability of the Cardholder’s credit at the time of the 
Authorization, and as such does not warrant that the person presenting the 
Card is the rightful Cardholder, nor is it an unconditional promise, guarantee or 
representation by the Bank that a Transaction is or will be deemed valid and 
not subject to dispute, debit or Chargeback.

The Merchant understands that, without limitation thereto, processing of 
Transactions when a Card is not present may result in an exception to normal 
processing, including if, unauthorized software or direct data transmission 
information results in erroneously transmitted data; and the Merchant further 
understands and agrees that, failure to abide by the procedures and Rules, 
including without limitation, those set forth below (which are in addition to 
and not in lieu of the Rules and/or terms of this Agreement), may subject the 
Merchant to increased risk of possible Chargeback, penal charges and/or 
termination of this Agreement.

The Bank shall endeavor to increase the protection of the Merchant by 
enrolling the Merchant for 3D secure authentication processing with the 
respective Card Associations.

The Merchant: (i) shall authorize all Transactions and refrain from setting any 
floor limits to the Transactions; (ii) failure to authorize sales Transaction may 
result in a Chargeback and/or the termination of this Agreement; (iii) the 
Merchant may not attempt to obtain multiple Authorizations for a single 
Transaction; (iv) authorizations cannot be “forced in” by reducing the 
Transaction amount to find an approved authorized amount; and (v) For 
Cards other than VISA and MasterCard (if any, that the Bank have expressly 
approved for the Services), the Merchant shall follow the procedures and 
Rules for Authorization and acceptance for each such other Card Association.

In case the Merchant engages in the practice of delayed delivery or accepting 
deposits, then the Merchant shall respect the following additional Rules and 
requirements (in addition to, and not in lieu of, other applicable procedures 
and Rules) to obtain Authorization for any delayed delivery or deposit balance 
Transaction Authorization:  where merchandise is to be shipped or services 
provided at a later date, an Authorization is considered to be valid if: (i) the 
merchandise shipping date is within seven (7) calendar days of the date 
Authorization was obtained or the services are provided; and (ii) the 
Transaction amount does not exceed the authorized amount plus fifteen 
percent (15%), representing shipping costs. In any case, all Transactions with 
an Authorization dated more than fifteen (15) days or the agreed time 
required for shipment or services between the Merchant and the Cardholder 
prior to the shipping date or date services are rendered, may result in an 
increased risk of Chargeback, and in case of a dispute, a copy of the 
agreement between the Merchant and the Cardholder shall be provided to the 
Bank.

4. PAYMENTS SETTLEMENT.

The Merchant shall at all times maintain a Settlement Account with the Bank 
or with another financial institution of the Merchant’s choice provided that 
such financial institution: (i) belongs to the Central Bank of Oman; (ii) is a 
member of the Automated Clearing House (the “ACH”) network; (iii) can 
accept ACH transactions; and (iv) is in position to debit and/or credit funds in 
the frequency agreed upon between the Bank and the Merchant.

Funds due to the Merchant for Transactions shall be processed and 
transferred to the Settlement Account in the frequency agreed upon between 
the Bank and the Merchant.

Merchants having their Settlement Account maintained by the Bank shall 
allow the Bank to directly credit/debit such Settlement Account to settle 
funds payment corresponding to all Sales Records, Credit Records and any 
applicable charges thereto; and the Bank shall credit the net amount of Sales 
Record to such Settlement Account after deducting discount fees from the 
settlement amounts and any other recovery of dues such as Chargebacks and 
fraud related charges.

Merchants having their Settlement Account maintained by another financial 
institution shall allow the Bank to settle funds payment for the Merchant by 
sending payment request via the ACH system to the financial institution for 
crediting/debiting to the Settlement Account; and in such case, shall 
authorizes such financial institution to e�ect all such net credit to the 
Settlement Account.

The Merchant shall provide a separate direct-debit authorization form to the 
financial institution where the Settlement Account is maintained knowing that 
such authorization shall be, without respect to the source of any funds in the 
Settlement Account, irrevocable and coupled with an interest, and shall 
remain in full force and e�ect until the Bank has given written notice to such 
financial institution that all monies due under this Agreement and any other 
agreements with the Bank have been paid in full. The Merchant further 
authorizes the Bank, at its sole discretion, to debit any other banking account 
maintained by the Merchant for any and all such amounts due by the Merchant 
to the bank. Alternatively, the Bank may elect to invoice the Merchant for any 
such amounts, net due thirty (30) days after the invoice date or on such earlier 
date as may be specified.

The Merchant hereby authorizes the Bank to access information from the 
Settlement Account and to initiate credit and/or debit entries and 
adjustments, as well as any credit entries made in error, to the Settlement 
Account by the ACH transfer process and/or through direct instructions to (or 
such other arrangements as we deem appropriate) the financial institution 
where the Settlement Account is maintained for amounts due under this 
Agreement and any other agreements with the Bank.

All settlements towards the Transactions shall be net of credits/refunds, 
adjustments, applicable Discount Fees when due, Chargebacks or other 
adjustments, charges and any other amounts then due from the Merchant.

The Merchant understands and hereby acknowledges that the Discount Fee is 
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earned at the time of the Transaction and is not subject to refund.

Within the first twenty four (24) hours after funds or any other payments due 
to the Merchant are credited to the Settlement Account, such funds shall be 
subject to, among other things, Chargebacks (including the Bank related 
losses) fees, assessments, and fines imposed by the Associations if any; and 
the Bank may debit or credit the Settlement Account for any deficiencies, 
overages, fees, fines, charges, and pending Chargebacks, or may deduct such 
amounts from any settlement funds due to the Merchant.

In the event that a payment is rejected by the Merchant’s bank or fails to arrive 
within five (5) Business Days after the Bank’s attempted ACH payment, the 
Bank may provide an option to issue cheques for any funds due to the 
Merchant until the ACH problem is resolved provided that all such payments 
and the resolution of all such issues are solely borne by the Merchant. Should 
the Merchant accept to avail cheques from the Bank, the Bank may charge a 
processing fee per cheque, notwithstanding any lesser amount shown in this 
Agreement.

The Merchant understand that due to the nature of the ACH and the electronic 
networks utilized for the movement of funds and the fact that not all banks 
belong to the ACH network payments to the Merchant can be delayed and 
therefore, the Bank cannot guarantee the timeliness with which any ACH 
payment may be credited by the Merchant’s Settlement Account.

The Bank shall not be liable for any delays in receipt of funds or errors in debit 
and credit entries caused by third parties, including but not limited to any 
Association or the Merchant’s financial institution, and the Merchant shall 
cooperate with the Bank to help resolve any problems in crediting/debiting 
the Settlement Account.

The Bank reserves the right to divert and hold all funds when the Bank is 
investigating the breach of any warranty, covenant, representation, or 
agreement by the Merchant or has reasonable cause to believe that the 
Merchant may have violated any provision of this Agreement and/or the Rules 
and/or is engaged in illegal, fraudulent or suspicious activity.

The Merchant hereby agrees to be bound by the terms of the operating rules 
of the automated clearing house system as in e�ect from time to time.

5. RETURNS AND CREDITS.

In case, during the term of this Agreement, any goods are accepted for return 
or any services are refunded, terminated or cancelled, or any price adjustment 
is allowed by the Merchant (other than involuntary refunds by airlines or other 
carriers when required by applicable tari�s and except where otherwise 
required by law or governmental regulations), the Merchant may not make 
any cash refund to the Cardholder and shall process a Credit Record 
Transaction within three (3) Business Days from the occurrence of such return, 
refund, cancellation or adjustment; and in such occurrence, the Merchant may 
not be entitled to any refund of any of the fees or charges associated with the 
original Transaction and initially due by the Merchant towards the Bank.

The Merchant shall date each Credit Record with the Transaction date 
including: (i) thereon a brief description of returned goods and/or refunded, 
terminated or cancelled services and/or prices adjusted; and (ii) the amount of 
credit in su�cient details to identify the Transaction; and provide the 
Cardholder with a completed copy of such Credit Record at the time of each 
return or cancellation of a Transaction.

With proper disclosure at the time of the Transaction, the Merchant may: (i) 
refuse to accept goods in return or exchange and refuse to issue a refund to a 
Cardholder; or (ii) accept the returned goods in exchange for the Merchant’s 
promise to deliver Products of equal or greater value available from the 
Merchant at no additional cost to the Cardholder. For the purposes of this 
paragraph, proper disclosure shall be deemed to have been given only if, at 
the time of the Transaction, the following notice appears on all copies of the 
Sales Record (or disclosure if Card is not present) in legible letters at least 
one-quarter (1/4) inch high and adjacent to the text stating “NO REFUND” or 
“EXCHANGE ONLY” or “IN STORE CREDIT ONLY” as applicable, or equivalent 
language. Even with this provision being adhered to it does not guarantee 
avoidance of Chargeback.

6. RESERVE ACCOUNT.

Notwithstanding any other provision to the contrary contained in this 
Agreement, the Merchant hereby expressly acknowledges that the Bank 
reserves the right to establish and the Merchant hereby authorizes the Bank to 
establish, at any time prior to, at, or after termination of this Agreement and 
with or without prior notice to the Merchant a non-interest bearing Reserve 
Account.

The Reserve Account funds may be used to cover Chargebacks, credits, fines, 
costs, assessments, and other obligations of the Merchant that are incurred 
under this Agreement.

The initial amount of the Reserve Account shall be set by the Bank in its sole 
discretion, based upon, but without limitation thereto, the Merchant’s 
processing history and the potential overall credit risk to the Bank.

At the Bank’s sole discretion the Reserve Account may be funded on a rolling 
reserve basis (the “Rolling Reserve”) from a portion (percentage) of the funds 
from each Transaction and/or by requiring a deposit of funds to the Reserve 
Account.

If a Reserve Account is required at the time that the Application is approved, 
the amount of the Reserve Account and the funding method (up-front 
deposit, fixed amount or Rolling Reserve), including the percentage applicable 
for each Sale Transaction and the number of months used for such Rolling 
Reserve shall be as stated on the Application unless otherwise modified and 
agreed upon in writing by the Merchant and the Bank.

If a Reserve Account is required at a later time, the Bank may establish the 
Reserve Account immediately and notify the Merchant of that fact (or any 
changes in the required reserve amount, funding method, Rolling Reserve 
percentage or period, or other terms).

The Merchant acknowledges and understands that the Reserve Account 
Maintenance Fee disclosed in the Application will be deducted on a monthly 
basis from funds in the said Reserve Account.

The Merchant hereby authorizes the Bank, without notice or demand, if the 
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Merchant fails to respond within a reasonable time as determined by the Bank, 
to o�set any related fees, losses, charges, costs and amounts for any other 
obligations of the Merchant due the Bank under this Agreement from and 
against the Merchant’s Reserve Account funds or any other deposit accounts 
of the Merchant maintained at any financial institution when adequate funds 
are not available in the Settlement Account or from funds otherwise due to the 
Merchant under this Agreement.

The Merchant hereby expresses in writing and hereby gives the necessary 
instructions and authorizations to permit such o�set by the Bank from any 
deposit accounts held by any financial institutions for the Merchant, and 
further releases such financial institutions from any liability for any good faith 
compliance with the express written instruction and authorization as set forth 
herein to permit such o�set by the Bank. The Merchant further agrees that 
such financial institutions may rely upon an executed copy of this Agreement 
as may be provided by the Bank for the purposes such o�set.

After payment or adequate provision for payment is made by the Merchant to 
the Bank for all obligations on the part of the Merchant to the Bank under this 
Agreement, including, without limitation, any and all amounts due for any 
payment gateway utilized by the Merchant under this Agreement and the 
Rules, the Merchant may request the Bank to disburse any and all funds due 
the Merchant remaining in the Reserve Account.

Unless otherwise agreed upon in writing by the Bank, such funds shall not be 
disbursed to the Merchant until the end of two hundred and seventy (270) 
days from the date of the last Chargeback or Transaction, whichever is later, 
unless the Bank in its sole and absolute discretion, has reasons to believe that 
Chargeback rights under the then applicable Rules may be longer than such 
two hundred and seventy (270) day period of time, in which event such funds 
may not be disbursed until the expiration of the period of time for such 
Chargeback rights.

If requested by the Merchant, the Bank shall set the date when funds available 
in the Reserve Account, held beyond such two hundred and seventy (270) day 
period as referenced above, may be released and shall notify the Merchant of 
such date. No funds held in the Reserve Account shall accrue or bear interest.

Without limiting the rights of the Bank set forth above, the Merchant 
acknowledges that the establishment of, or a change in the amount 
percentage or other terms of Reserve Account and/or increase to the 
Discount Fee or other Fees may, without limitation thereto, result from the 
Bank’s determination that any of the following has occurred: (a) the Merchant 
engages in any processing of charges which represents an overcharge to the 
Cardholder by duplication of charges; (b) any activity designed by the 
Merchant to circumvent a pre-requisite when attempting to process a 
Transaction for a Cardholder; (c) failure by the Merchant to fully disclose the 
true nature of its business to the Bank to permit a fully-informed decision as to 
the suitability of Merchant for approval of the Application and the acceptance 
of this Agreement; (d) failure by the Merchant to fully disclose the true 
ownership, or any change in such ownership, of the Merchant’s business entity; 
(e) processing by the Merchant of unauthorized charges; (g) processing by 
the Merchant of any credits through any Cardholder account; (h) any 
misrepresentation made by the Merchant in completion of the Application or 
any breach of any other covenant, warranty or representation of the Merchant 
contained in this Agreement, including, without limitation, a change of type of 
business without prior approval by the Bank; (i) the Merchant has 
Chargebacks which exceed one percent (1%) (as determined by the 
Associations and amended from time to time) of the total number of Sales 
Record Transactions completed by the Merchant in any given thirty (30) day 
calendar period, such thirty (30) day calendar period not limited to any 
specific monthly cycle; (j) excessive number of requests for retrieval of 
documentation; (k) excessive credits that exceed sale Transactions by ten 
percent (10%); (l) any form of financial instability or diminishment of the 
financial condition of the Merchant; or (m) whenever the Bank, in its sole 
discretion, believes that the Bank has a credit risk exposure and that recovery 
of any amounts due or which may become due from the Merchant, are in 
jeopardy or that the Bank may incur losses in connection with or related to the 
Services provided to the Merchant under this Agreement.

7. LIEN, SECURITY INTEREST AND SET-OFF.

The Merchant hereby grants the Bank a lien and security interest in and to any 
of the Merchant’s funds pertaining to the Transactions contemplated by this 
Agreement now or hereafter in the Bank’s possession, whether now or 
hereafter due or to become due to the Merchant for the purpose of securing 
the Merchant’s obligations towards the Bank and its a�liates under this 
Agreement and any other agreement for the provision of the Services or the 
furniture of the related equipment.

The Bank shall be entitled to set-o� against any amounts due and payable by 
the Merchant and not paid by the Merchant in the agreed upon manner any 
amounts held by the Bank for the account of the Merchant in with all the 
related charges being borne by the Merchant. In addition to the foregoing, the 
Merchant agrees that all cash, credit balances, goods and other assets 
including, but not limited to, precious metals whether coined or not, shares, 
stocks, bonds, notes, cheques, debentures, certificates of deposit, negotiable 
instruments including bills under collection and any other securities of any 
kind whatsoever, which are at the time being or could be in the future in the 
possession of the Bank, its custody or power, or deposited with or transferred 
to the Bank, its agents or any of its branches for the Merchant’s account 
whether held individually or jointly with any other person, including all rights 
and entitlements arising therefrom or attached thereto shall be charged as a 
continuing security in favor of the Bank and may be, in that sense, set o�, 
appropriated, sold or applied in or towards due payment to the Bank of all 
sums to the due satisfaction of all the obligations for which the Merchant is at 
the time being or in the future indebted or liable to the Bank on any account 
or in any manner whatsoever, and whether individually or jointly with any 
other person, and under whatever name or form.

The Merchant agrees to duly execute and deliver to the Bank such instruments 
and documents as may be reasonably requested to render enforceable such 
lien, security interest, right to set o�, recoupment and subordination set forth 
in this Agreement. 

8. REQUESTS FOR ADJUSTMENTS OR REFUNDS.

Requests for adjustments shall be made through a written notification to the 
Bank within thirty (30) days after any debit or credit is or should have been 
e�ected.
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If the Merchant notifies the Bank after such time period, the Bank may, in its 
absolute discretion, assist the Merchant, at its own expense, in investigating 
whether any adjustments are appropriate and whether any amounts are due 
to or from any other parties without any obligation on the back of the Bank to 
investigate or to continue such investigation or to carry out any future 
investigation or e�ect any such adjustments.

9. CHARGEBACKS.

The Merchant shall be responsible for any and all Chargebacks as well as 
Association fines, assessments and fees related to or arising out of such 
Chargebacks in the manner provided for in the Rules, and shall reimburse the 
Bank for and upon its demand, the face amount of such Chargebacks, fines, 
assessments and fees. Further, the Merchant shall be liable and shall reimburse 
the Bank for any and all return items, or other losses resulting from the 
Merchant’s failure to produce, within the applicable time limits, any Sales 
Records as it may be requested by the Bank. 

The Bank shall have the right to debit the Merchant’s incoming Chargebacks, 
through the Settlement Account or any other funds of the Merchant in the 
Bank’s direct or indirect control by reason of the security interest granted to 
Bank by the Merchant pursuant to Clause 15 of this Agreement, and to charge 
such Chargebacks to the Merchant, including without limitation, in any of the 
following situations: (a) where the Transaction is for a type of Product sold 
other than as disclosed in the Application and approved in advance by Bank 
and the sales Transaction was charged back; (b) where the goods have been 
returned or the services cancelled by a Cardholder and the Cardholder 
requested a Credit Record and such Credit Record was not processed by the 
Merchant within three (3) Business Days; and (c) where a Cardholder 
contends or disputes in writing to the Bank or to the Issuing Bank that: (i) the 
products were not received by the Cardholder; or (ii) the products received by 
a Cardholder do not conform to the description on the Sales Record; or (iii) 
the products were sold in a misleading fashion or manner by the Merchant; or 
(iv) the products were defective; or (v) the dispute reflects a claim or defense 
authorized against issuers or creditors by a governmental agency, a relevant 
statute or regulation; (vi) where a Sales Record or Credit Record was not 
received by the Bank as required in accordance with the terms of this 
Agreement or those of the Rules; (vii) where the Sales Record was not 
completed as required by this Agreement or by the Rules; (viii) the Cardholder 
has certified in writing to the Bank or to the Issuing Bank that the Cardholder 
did not make or authorize such a Transaction (ix) where the Issuing Bank or 
the Bank has information or belief that the Merchant fraud occurred at the 
time of the Transaction(s), whether or not such Transaction(s) was properly 
authorized by the Issuing Bank, and the Cardholder neither participated in nor 
authorized the Transaction(s); (x) in any other situation where the Sales 
Record was executed or depository credit was given to the Merchant in 
circumstances constituting a breach of any representation or warranty of the 
Merchant or in violation of the Rules, whether or not a Transaction is charged 
back by the Issuing Bank.

If, with respect to any one of the Merchant’s outlets, the amount of any Card 
counterfeit or fraud incidences becomes excessive, and in the sole and 
absolute discretion of Bank, the Merchant may be charged back for all 
Transactions terminated immediately for such cause, and the Merchant’s 
funds, including but not limited to those incoming Transactions; and those in 
the Merchant’s Account and Reserve Account shall be held pursuant to the 
provisions of this Agreement, including without limitation pursuant to the 
provisions of Clauses 6 and 7 of this Agreement.

The Bank shall have the right to assess the Chargeback Fee for each 
Chargeback plus the amount of any Chargeback fines or penalties assessed by 
the Associations against the Bank for Transactions arising from the activities 
of the Merchant, or any other charges as may be established by the Bank from 
time to time. Further, the Bank shall have the right to assess, at its sole and 
absolute discretion, the fee for processing any fines or penalties that may be 
charged by the Associations towards the Bank.

Should the Merchant agree to process any Transaction while the Card is not 
present, then the Merchant shall bear one hundred percent (100%) of the risk 
of Chargeback and any fees resulting from such Transaction as provided for 
under the Rules, and the Merchant shall, without limiting any other provisions 
in this Agreement, hold the Bank harmless from any losses, claims and costs 
arising from or associated with all such Transactions and/or Authorizations.

10. ADDITIONAL RULES FOR MAIL, TELEPHONE, E-COMMERCE (INTERNET) 
AND RECURRING TRANSACTIONS. 

The Merchant understands that Mail, Telephone and E-Commerce (Internet) 
orders and sale Transactions have substantially higher risk of Chargeback and 
Cardholder dispute than Card “present” (e.g. in a face-to-face) Transactions, 
as the Merchant will not have an imprinted or magnetically “swiped” 
Transaction with the Cardholder’s signature on the Sales Record; and as such, 
the Merchant shall be assuming a greater risk associated with accepting Card 
“not present” Transactions, including Mail, Telephone and E-Commerce 
(Internet) Transactions. The Merchant understands that Sales Records 
submitted for Mail, Telephone, Recurring Transactions, Pre-Authorized Orders 
and E-Commerce (Internet) Transactions are subject to Bank’s increased risk 
management and security review procedures and may result in delays or holds 
of funds being released to the Merchant.

The Merchant acknowledges that all mail order Transactions, telephone order 
Transactions, Recurring Transactions and E-Commerce (Internet) 
Transactions are di�cult to defend against Chargeback and agrees that it shall 
take reasonable precautions to protect against such Chargebacks, including, 
but not limited to the following: (i) delivering Products only to the 
Cardholder’s billing address where the Issuing Bank sends the Cardholder’s 
billing statement; (ii) using a delivery service that maintains shipping logs and 
requires signatures by a person receiving the Products; (iii) (iv) obtaining 
CVV2/CVC2 verification from the Issuing Bank if the Merchant processes 
Recurring Transactions and charges a Cardholder’s account periodically for 
recurring Products (e.g., monthly insurance premiums, yearly subscriptions, 
annual membership fees, etc.). The Merchant shall further (in addition to, and 
not in lieu of, other applicable procedures and Rules) comply with the 
following: (i) have the Cardholder complete and deliver to the Merchant a 
written request for such Products to be charged to the Cardholder’s account. 
The written request shall at least specify the Transaction amounts, the 
frequency of recurring charges and the duration of time for which the 
Cardholder’s permission is granted and be provided promptly in response to a 
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Cardholder’s request for copy; (ii) if the Recurring Transaction is renewed, 
then the Cardholder shall complete and deliver to the Merchant a subsequent 
written request for the continuation of such Products to be charged to the 
Cardholder’s account; (iii) the Merchant may not complete a Recurring 
Transaction after receiving a cancellation notice from the Cardholder or 
Issuing Bank or after a request for Authorization has been denied; (iv) the 
Merchant shall perform an AVS inquiry for at least the first Transaction and 
then annually thereafter, if applicable. The Merchant further understands that 
penalties can be assessed by the Associations for failure to comply with rules 
applicable to Recurring Payment transactions, and that a Recurring 
Transaction may not include partial payments for Products purchased in a 
single Transaction. No charges may be imposed in connection with a 
Recurring Transaction. In any case, all Transactions with an Authorization date 
more than fifteen (15) days prior to the shipping date or date services are 
rendered are subject to a greater risk of possible Chargeback.

In case the Merchant is an E-Commerce (Internet) merchant, and accepts 
orders via the Internet, the Merchant shall (in addition to, and not in lieu of, 
other applicable procedures and Rules) comply with the following: (a) post its 
privacy and security policies on its websites, where such policies shall be 
clearly marked for consumers to see and review; (b) the Merchant’s websites 
shall include all the following information in a prominent manner: (i) Complete 
description of the Products o�ered; (ii) returned Products and refund policy. 
If the Merchant does not o�er refunds or makes such other restrictions, the 
words “no refund”, or other appropriate terminology, shall be prominently and 
legibly written or typed or displayed on the Merchant’s websites for 
goods/service purchase used by the Merchant with respect to performance of 
this Agreement and provided to the customer; (iii) method for the 
Cardholders to acknowledge their acceptance of the terms and conditions for 
returned merchandise or for the refund policy, such acknowledgement should 
be in a format that complies with the Associations’ guidelines for proper 
disclosure; (iv) customer service contact, including email address and/or 
telephone number; (v) transaction currency; (vi) any applicable export or legal 
restrictions; (vii) delivery policy; (viii) consumer data privacy policy; and (ix) 
description of the Transaction security used on the Merchant’s website; and 
(c) use an Internet acquiring transaction indicator in order to identify the 
Internet Acquiring Transactions in the Authorization request and clearing 
record.

11. FEES AND CHARGES.

Fees payable by the Merchant in consideration of the Services shall include:

- Local Debit Cards : _________ %

  (Visa and Master Card) : _________ %

- All Other Cards : _________ %

- Monthly merchant maintenance fee @ OMR50 per month; and

- Other charges will be applied if mandated by Card Associations.

Settlements of Transactions shall be net of any credits/refunds, adjustments, 
applicable Discount Fees when due, Chargebacks and any other amounts then 
due from the Merchant.

All credits to the Merchant’s Settlement Account or other payments to the 
Merchant shall be provisional and are subject to, among other things, final 
audit, Chargebacks (including the Bank’s related losses), fees and fines 
imposed by the Associations; and the Merchant further allows the Bank to 
debit or credit the Settlement Account for any deficiencies, overages, fees and 
pending Chargebacks, and to deduct such amounts from any settlement funds 
due to the Merchant. Alternatively, the Bank may elect to invoice the Merchant 
for any such amounts, net due within thirty (30) days from the invoice date or 
on any such earlier date as may be specified by the Bank.

In case any fees due to the Bank are not paid within ten (10) days of their due 
date, the Bank may temporarily suspend the Services until the fees are paid in 
full. In such occurrence, the Merchant shall to pay three (3) months 
maintenance fee as a re-instatement fee to the Bank to re-activate the 
Services while in the temporary cancellation status. 

In case any fees due to the Bank are not paid within thirty (30) days of their 
due date, the Bank may temporarily cancel all services. In such occurrence, 
and in case the Merchant subsequently wishes to re-enroll for the Services, 
then the Merchant shall sign up as any new merchant and newly pay all the 
associated fees/charges.

12. FINES AND EXCESSIVE CHARGEBACK FEES.

The Merchant shall pay for and indemnify and hold harmless the Bank from 
any fines or penalties imposed on the Bank by any Association resulting from 
the Merchant’s activities, acts or omissions, Chargebacks and any other fees or 
fines imposed by an Association with respect to the Merchant’s acts or 
omissions, whether such activities occur or the fines, penalties, or other 
assessments are imposed, during or after the Term of this Agreement.

In case the Merchant’s Chargeback percentage for any line of business 
exceeds the estimated industry Chargeback percentage, as set out from time 
to time by the Bank in accordance with the Rules in order to reflect changes in 
the industry Chargeback percentage reported by the Associations, the 
Merchant shall, in addition to the Chargeback fees and any applicable 
Chargeback handling fees or fines, pay the Bank an excessive Chargeback fee 
in accordance to the Rules.

13. RETRIEVAL AND STORAGE OF SALES RECORDS, CREDIT RECORDS, 
TRANSACTION DATA AND INFORMATION.

The Merchant shall establish a system to store and maintain copies of Sales 
Records and Credit Records in such a manner so as to forward such sales 
Records and Credit Records to the Bank in no longer than two (2) working 
days from any request made by the Bank for such purpose. The failure to 
respond to such request constitutes a violation of this Agreement and may 
result in a Chargeback.

Should the Merchant deliver the requested Sales Records Sales Records and 
Credit Records longer than the timeframe described in the preceding 
paragraph while it has been established that such Sales Records or Credit 
Records constitutes a Chargeback to the Merchant, the Bank may levy the 
processing fees determined in the Rules in addition to such Chargeback fee.
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The Merchant shall keep all Sales Records and Credit Records for at least 
twenty four (24) months from their occurrence for the perusal of the 
Associations.

14. TERM.

This Agreement shall enter into force from its signing date (the “E�ective 
Date”) and remain in force for twelve (12) consecutive months therefrom (the 
“Initial Term”).

The Initial Term shall be thereafter automatically renewed for additional 
twelve (12) consecutive months terms unless earlierterminated in accordance 
with the provisions of clause 15below.

15. TERMINATION.

Any Party may terminate this Agreement prior to the expiration of any running 
term by serving a thirty (30) days written notice provided that such notice 
shall be e�ective at the expiration of any running existing term.

Notwithstanding the above, the Bank, and in addition to any rights of 
immediate termination without notice as may be contained elsewhere in this 
Agreement, may terminate this Agreement, and at the Bank’s discretion, any 
merchant processing agreement(s) of any other business that is commonly 
owned or controlled by the Merchant for any reason or cause (or for no 
reason) whatsoever upon ten (10) Business Days prior written notice to the 
Merchant. Such termination shall become e�ective on the later of ten (10) 
Business Days from the date such notice is given in the manner prescribed for 
notices herein or the date specified in such notice.

The Bank may terminate this Agreement upon the occurrence of one or more 
of the events stated below (the “Events of Default”) upon serving a 
termination notice e�ective upon its serving to the Merchant. The following 
events (but not limited to the following) shall be considered as Events of 
Default: (a) the Bank determines that the Merchant’s type of business as 
indicated on the Application di�ers from the actual type of business the 
Merchant operates; (b) the Merchant moves or relocates to a new location 
without giving the Bank notice prior to, or within thirty (30) days after, the 
move; (c) The business as conducted by the Merchant could endanger the 
safety and/or soundness of the Bank; (d) the Merchant files for bankruptcy or 
is otherwise shown to be insolvent; (f) the Merchant has Chargebacks which 
exceed one percent (1%) of the total number of Transactions completed by 
Merchant in any thirty (30) calendar day period; (g) the Merchant owes money 
to Bank and fails to make a timely payment thereof; or (h) the Merchant 
breaches any of the provisions contained in this Agreement. 

Notwithstanding anything to the contrary in this Agreement, the parties 
hereby further agree and acknowledge that in addition to any other remedies 
contained in this Agreement or otherwise available under applicable law, if (a) 
the Merchant breaches this Agreement by improperly terminating it prior to 
the expiration of the Initial Term; or (b) if this Agreement is terminated by the 
Bank prior to the expiration of the Initial Term due to any Event of Default by 
the Merchant (both “Early Termination”), then in either event, the Bank shall 
su�er a substantial injury that is di�cult or impossible to accurately estimate. 
Consequently, and considering the costs that the Bank may incur by reason of 
such Early Termination, including without limitation those incurred in 
processing the Application and approving Merchant for the Services, and in an 
e�ort to liquidate in advance the sum that should represent such damages, 
the parties have agreed that the Merchant shall pay, as liquidated damages the 
sum of three hundred Omani Rials (OMR 300), which shall not be construed as 
a penalty.

Any and all obligations of any party to this Agreement to pay funds to another 
shall survive any expiration or termination of this Agreement.

16. CTMF (or MATCH FILE) TERMINATION RELATED PROVISIONS.

The Merchant expressly agrees that the Bank shall be entitled to report the 
business name(s) of the Merchant and the names and identification of its 
principals to the CTMF or MATCH File in the event that this Agreement is 
terminated because of one or more of the reasons specified in the Rules, which 
include without limitation, those that constitute an Events of Default under this 
Agreement.

17. REPRESENTATIONS AND WARRANTIES.

Without limiting any other warranties, covenants and agreements hereunder, 
the Merchant agrees, represents and warrants to the Bank that at all times 
during the term of this Agreement that: (a) it is lawfully engaged in the 
business described on the Application and is duly licensed under the laws of 
Oman; (b) it is fully compliant with all applicable laws, and with the Rules; (c) 
it will give prior notice to the Bank if it intends to change the nature of its 
business as indicated in the Application or to modify the ownership of the 
business; in which case, the Bank will have the right to terminate this 
Agreement or amend this Agreement accordingly; (d) all of its business 
locations engage in the same or substantially similar business activity as that 
listed in the Application; (e) it o�ers no enticements or incentives to 
Cardholders in connection with the sale of Merchant’s Products; (f) it will not 
use any personal Card owned by the Merchant, or any Card which the 
Merchant is authorized to purchase its own goods or service at the Merchant’s 
website. Such use is deemed a “cash advance” which is prohibited by the 
Rules and this Agreement and can result in immediate termination of this 
Agreement; (g) it uses both the name and address shown on the Application 
on all Sales Records and Credit Records and does not use any other name, 
unless a descriptor is used to further identify the Transaction and agreed to by 
the Bank; (h) it will not submit any Transaction that was previously charged 
back or declined; (i) it shall not, without the Cardholder’s prior written consent, 
sell, purchase, provide or exchange Card account information in the form of 
Sales Records, mailing lists, magnetic tapes or any other media obtained by 
reason of a Transaction to any third party other than Merchant’s agents for the 
purpose of assisting the Merchant in its business, or to the Bank or pursuant to 
any lawful government demand; (j) it has the authority to enter into this 
Agreement and that the person(s) signing on behalf of the Merchant is/are 
specifically authorized and directed to do so by the Merchant; and (k) as to 
each Transaction covered under this Agreement, the Merchant specifically 
represents and warrants that: (i) the Sales Transaction is valid in form and has 
been completed in accordance with all applicable requirements and the Rules; 
(ii) the Merchant has delivered the goods to the Cardholder or completed the 
service described on the Sales Record in accordance with the Merchant’s 
agreement with the Cardholder, and that Merchant has, in inventory, the 
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goods sold if not delivered at the time of sale; (iii) each Sales Record 
represents the Cardholder’s indebtedness for the total amount shown therein; 
(iv) the Merchant’s disclosure will clearly state that Cardholder has no defense 
right of o�set or counterclaim against the Merchant in connection with the 
purchase of the Products; (v) the Merchant has not charged the Cardholder 
directly or indirectly any separate or additional fee(s) such as a surcharge or 
portion of any discount or charge imposed upon the Merchant by this 
Agreement in connection with the Transaction other than as may be required 
by law (this Paragraph shall not, however, be construed as prohibiting 
discounts to customers or for charges such as bona fide commissions, fees for 
special handling or expedited services, postage and handling, and similar 
charges that are charged to the Cardholder regardless of the form of 
payment); (vi) each Transaction was placed by a person who is the Cardholder 
of the Card; (vii) has included all items of Products purchased in a single 
Transaction and the total amount on a single Sales Record; (viii) does not 
represent the refinancing of an existing obligation of the Cardholder including 
any obligation owed to the Merchant or arising from the dishonor of a personal 
cheque; (ix) is not a “cash advance”; and (x) the Merchant shall not submit any 
Transaction for entry into interchange, directly or indirectly, any Card 
Transaction that it knows to be fraudulent or not authorized by the 
Cardholder.

The Merchant understands and agrees that violation of any of the foregoing 
warranties, representations, covenants and agreements or otherwise provided 
in this Agreement, shall be an Event of Default, and may cause this Agreement 
to be immediately terminated, or subject to termination, have all funds placed 
into a Reserve Account pursuant to Clause 6 of this Agreement, and result in 
the Merchant placed on the Combined Terminated Merchant File (CTMF) or 
MATCH File pursuant to Clause 15of this Agreement.

18. INDEMNIFICATION.

The Merchant shall indemnify and hold the Bank, the Bank’sa�liates, o�cers, 
directors, employees, consultants, agents, service providers and licensors 
harmless from and against any and all association fines or fees (pursuant to 
Section 18 of this Agreement) and all losses, liabilities, damages and expenses 
(including attorney’s fees and collection costs) resulting from any breach of 
any warranty, covenant or agreement or any misrepresentation by the 
Merchant under this Agreement including, without limitation, a violation of the 
Rules, or arising out of the Merchant’s or the Merchant’s employees’ 
negligence or wilful misconduct, in connection with Card Transactions or 
otherwise arising from Merchant’s provision of Products to Cardholders, and 
any and all third party claims, liability, damages, and/or costs, including but 
not limited to attorney's fees, arising from: (i) any third-party claim, action, or 
allegation of infringement, misuse, or misappropriation based on information, 
data, files, or other materials submitted by the Merchant to the Bank and vice 
versa; (ii) any access of any other financial institutions, cards through the 
Equipmentor any action, omission, or any other cause or fault or misuse of the 
Equipment caused by the Merchant or any of its employees, o�cials, agents or 
representatives; (iii) any fraud, misrepresentation, manipulation, or other 
breach of this Agreement; and/or (iv) the Merchant’s violation of any law or 
rights of a third party.

In such occurrence, the Bank reserves the right, at its own expense, to assume 
the exclusive defence and control of any matter otherwise subject to 
indemnification by the Merchant, in which event the Merchant shall fully 
cooperate with the Bank in asserting any available defences.

The Merchant may not settle any action or claims on behalf of the Bank 
without the Bank’s prior written consent.

19. LIMITATION OF LIABILITY.

THIS AGREEMENT IS A SERVICE AGREEMENT. THE BANK DISCLAIMS ALL 
OTHER REPRESENTATIONS OR WARRANTIES, EXPRESS OR IMPLIED, 
MADE TO THE MERCHANT OR ANY OTHER PERSON, INCLUDING WITHOUT 
LIMITATION, ANY WARRANTIES REGARDING QUALITY, SUITABILITY, 
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OR 
OTHERWISE OF ANY SERVICES OR ANY GOODS PROVIDED INCIDENTAL 
TO THE SERVICES PROVIDED UNDER THIS AGREEMENT. 

NOTWITHSTANDING ANYTHING IN THIS AGREEMENT TO THE CONTRARY, 
IN NO EVENT SHALL THE BANK, OR ITS AFFILIATES OR ANY OF ITS 
RESPECTIVE DIRECTORS, OFFICERS, EMPLOYEES, AGENTS OR 
SUBCONTRACTORS, BE LIABLE UNDER ANY THEORY OFTORT, 
CONTRACT, STRICT LIABILITY OR OTHER LEGAL THEORY, FOR LOST 
PROFITS, LOST REVENUES, LOST BUSINESS OPPORTUNITIES, DELAYS IN 
THE RECEIPT OF FUNDS OR ERRORS IN DEBIT AND CREDIT ENTRIES 
CAUSED BY THIRD PARTIES INCLUDING ANY CARD ASSOCIATION AND/OR 
THE MERCHANT’S FINANCIAL INSTITUTION, EXEMPLARY, PUNITIVE, 
SPECIAL, INCIDENTAL, INDIRECT OR CONSEQUENTIALDAMAGES, EACH 
OF WHICH IS HEREBY EXCLUDED BY AGREEMENT OF THE PARTIES, 
REGARDLESS OF WHETHER SUCH DAMAGES WERE FORESEEABLE OR 
WHETHER ANY PARTY OR ANY ENTITY HAS BEEN ADVISED OF THE 
POSSIBILITY OF SUCH DAMAGES.

20.MONEY LAUNDERING PREVENTION.

The Bank may take whatever action it considers appropriate to meet any 
obligations, either in the Sultanate of Oman or elsewhere in the world, relating 
to the prevention of fraud, money laundering or terrorism financing and the 
provision of financial and other services to persons who may be subject to 
sanctions. 

Such actions include, but are not limited to, investigating, blocking and 
intercepting any Transaction particularly in the case of international transfer of 
funds; it may also include making enquiries to establish whether the Merchant 
and/or the Cardholder is subject to financial sanctions. 

The Bank shall not be liable for any loss, liability, delay or cost incurred by you 
as a result of such actions taken by it.

21. COMPLIANCE.

The Merchant shall comply and cause each of its employees to comply with 
this Agreement and all the applicable rules and regulations including, but not 
limited to, regulatory approvals and requirements applicable in the Sultanate 
of Oman by virtue of its obligations under this Agreement. The Merchant shall 
further conduct regular periodic monitoring of compliance with the regulatory 
requirements as instructed by the Bank from time to time.
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The Merchant shall comply with the Rules, including without limitation, those 
relating to Cardholder information security issues, non-disclosure of 
Cardholder information and Transaction documents, retention and storage of 
Cardholder and Transaction information and other security procedures 
adopted by the Associations.

The Merchant further confirms its agreement to abide by and fully comply 
with the CISP including the following procedures: (i) install and maintain a 
working network firewall to protect data accessible via the Internet; (ii) keep 
security patches up-to-date; Encrypt stored data; (iii) encrypt data sent across 
networks; (iv) use and regularly update anti-virus software; (v) restrict access 
to data by business “need to know”; (vi) assign a unique ID to each person 
with computer access to data; (vii) refrain from using vendor-supplied 
defaults for system passwords and other security parameters; (viii) track 
access data by unique ID; (ix) maintain a policy that addresses information 
security for employees and contractors; and (x) restrict physical access to 
Cardholder information. The Merchant understands that VISA may impose 
restrictions, fines, or prohibit the Merchant from participating in VISA 
programs if it is determined that the Merchant is non-compliant with the CISP. 
The Merchant may be required to comply with an audit to verify compliance 
with security procedures. The Merchant may seek compliance through 
adopting the relevant Payment Gateway functions, which are maintained to 
be CISP compliant.

The Merchant additionally confirms its agreement to abide by and fully 
comply with the following Transaction information security related 
procedures: (i) the sale or disclosure of databases containing Cardholder 
Account numbers, personal information, or other Card Transaction 
information to third parties is strictly prohibited by the Rules; (ii) unless the 
Merchant obtains consents from the Bank and each applicable Association, 
Issuing Bank and the Cardholder, the Merchant shall not use, disclose, sell or 
disseminate any Cardholder information obtained in connection with a Card 
Transaction (including without limitation, the names, addresses and Card 
account numbers of Cardholders, copies of imprinted Sales Records and/or 
Credit Records, mailing lists, magnetic tapes or other media obtained in 
connection with a Sales Record and/or Credit Record) except for purposes of 
authorizing, completing and settling Card Transactions and resolving any 
Chargebacks, retrieval requests or similar issues involving Card Transactions, 
other than pursuant to a court or governmental agency request, subpoena or 
order; (iii) proper controls for, limit access to, and render unreadable prior to 
discarding all records containing Cardholder account numbers and Card 
imprints shall be implemented by the Merchant; (iv) magnetic stripe data  shall 
not be retained and/or stored after a Transaction has been authorized; (v) 
electronically  captured signature of a Cardholder stored shall not be 
reproduced except upon a specific request of the Bank; (vi) all media 
containing Cardholder names, Cardholder account information, and other 
personal information, as well as Card imprints (such as Sales Records and 
Credit Records, auto rental agreements, and carbons) shall be stored in an 
area limited to selected personnel and, prior to discarding any such 
information, destroy it in a manner that renders the data unreadable; and (vii) 
in the event of the Merchant’s failure, including bankruptcy, insolvency, or 
other suspension of business operations, any materials that contain 
Cardholder account numbers, personal information, or Transaction 
information shall not be sold, transferred, or disclosed to third parties, and 
shall be returned to the Bank and/or destroyed upon acceptable proof of 
destruction to the Bank.

22.FORCE MAJEURE.

No party shall be liable for any default or delay in the performance of its 
obligations under this Agreement if and to the extent such default or delay is 
caused, directly or indirectly, by (i) fire, flood, elements of nature or other acts 
of God; (ii) any outbreak or escalation of hostilities, war, riots or civil disorders 
in any country; (iii) any act or omission of the other party or any government 
authority; (iv) any labor disputes (whether or not employees’ demands are 
reasonable or within the party’s power to satisfy); or (v) the non-performance 
by a third party for any similar cause beyond the reasonable control of such 
party, including without limitation, failures or fluctuations in 
telecommunications or other equipment.

In any such event, the non-performing party shall be excused from any further 
performance and observance of the obligations so a�ected only for as long as 
such circumstances prevail and such party continues to use commercially 
reasonable e�orts to recommence performance or observance as soon as 
practicable.

23.CONFIDENTIALITY.

The Merchant acknowledges that, pursuant to this Agreement, the Bank may 
provide to the Merchant information that is proprietary to the Bank. This 
includes any or all forms of media and information sent to the Merchant 
regardless of whether it is sent to the Merchant by email or in any another 
manner. 

The Merchant agrees to keep such proprietary information confidential and 
secure. The Merchant may not use, copy, adapt, alter all or part of the 
proprietary information which is disclosed or otherwise comes into its 
possession under or in relation to this Agreement and which is of a 
confidential nature. 

The Bank may disclose information to third parties pursuant to this Agreement 
in the following cases: (i) in order to comply with government or court orders; 
or (ii) if the Merchant gives the Bank a written permission to do so; or (iii) to 
enforce or defend the Bank’s rights in connection with this Agreement.

24.INTELLECTUAL PROPERTY.

Any data, information, logo, developed programs, or other information given 
to any Party by virtue of this Agreement or being associated with the 
personnel of any of the Parties shall remain the exclusive property of such 
Party.

The Merchant may not publish, release or make use of any data, information, 
logo, developed programs, or any other proprietary name and/or symbol of 
the Bank, VISA or MasterCard, unless the materials containing the same are 
provided to the Merchant by the Bank and/or are approved in advance by 
Bank, and, in either event, only while this Agreement is in e�ect, or until the 
Merchant is notified by the Bank or by VISA or MasterCard to cease usage.
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25.ADVERTISMENT.

The Merchant shall display the Banks’ advertising and promotional materials at 
noticeable points in the premises of the Merchant where the Equipment is 
installed. The Merchant further undertakes not to use any other material 
referring to the Bank or any other name, logo or design associated with the 
Cards without the Bank’s prior written consent.

26.ADDRESS AND NOTICES.

Unless otherwise provided herein, any notice, request, instruction or other 
document required permitted or to be given under this Agreement shall be in 
writing and if given by the Bank to the Merchant shall be deemed to have been 
given on the date and at the time the same shall be delivered personally or 
deposited in the postal system and addressed to the Merchant at the 
addresses on the execution page of this Agreement or at such other addresses 
as the Merchant may give to Bank from time to time by written notice, and if 
given by the Merchant to the Bank shall be deemed to have been given on the 
date and at the time the same shall be delivered personally or mailed by 
certified mail, postage prepaid with return receipt requested (such mailed 
notice to be e�ective on the date such receipt is acknowledged or refused)at 
the Bank’s address mentioned in its o�cial papers or at such other addresses 
as the Bank, as applicable, may give to the Merchant from time to time by 
written notice. Notice may also be sent by facsimile or email, and in such 
occurrence, such notice shall be deemed delivered at the date and time it was 
sent by either party to the other.

The Merchant shall keep the Bank informed about its business location at all 
times, during the Term of this Agreement, and, if the Bank holds Reserve 
Account funds for Merchant after the expiration or termination of this 
Agreement, then for such time until any Reserve Account funds are fully 
disbursed or applied by the Bank against amounts due from the Merchant.

27.FINANCIAL AND OTHER INFORMATION.

Upon request, Merchant will provide the Bank quarterly financial statements 
within forty-five (45) days after the end of each fiscal quarter and annual 
audited financial statements within ninety (90) days after the end of each 
fiscal year.

Such financial statements shall be prepared in accordance with generally 
accepted accounting principles. The Merchant shall also provide such other 
financial statements and other information concerning the Merchant’s 
business and its compliance with the terms and provisions of this Agreement 
as the Bank may reasonably request.

The Merchant authorizes the Bank to obtain from third parties financial and 
credit information relating to the Merchant in connection with its 
determination whether to accept this Agreement and the Bank’s continuing 
evaluation of the financial and credit status of the Merchant.

The Bank may also access and use information which the Merchant has 
provided to the Bank for any other reason. Upon request, the Merchant shall 
provide to the Bank or its representatives reasonable access to the Merchant’s 
facilities and records for the purpose of performing any inspection and/or 
copying of the Merchant’s books and/or records deemed appropriate.

The Merchant will provide the Bank with written notice of any judgment, writ, 
warrant of attachment, execution or levy against any substantial part 
(twenty-five percent (25%) or more in value) of Merchant’s total assets not 
later than three (3) days after Merchant becomes aware of the same.

28.MISCELLANEOUS.

The o�cial text of this Agreement shall be in Arabic. In the event of any 
dispute concerning the interpretation or construction of this Agreement, 
reference shall be made only to this Agreement as written in Arabic. Should it 
be required to translate this Agreement into the English language or any other 
language, the Arabic language version of this Agreement shall nevertheless 
prevail.

The headings and subheadings contained herein shall not be considered a part 
of this Agreement. Words in this Agreement that are in the singular include the 
plural and vice versa, unless the context requires otherwise.

This Agreement may be executed in multiple counterparts, all of which shall 
constitute one agreement.

This Agreement and its annexes are the entire agreement between the Bank 
and the Merchant concerning the Services provided by the Bank to the 
Merchant under this Agreement and supersede all previous agreements, 
communications, representations or discussions between the Bank and the 
Merchant relating to this Agreement. Any other banking agreements made 
between the Bank and the Merchant and/or any other obligations pertaining 
to the Merchant’s bank accounts held by the Bank shall remain unchanged.  

The Bank may change or cancel the one or more of the Services as described 
herein at any time without cause, subject to applicable laws and regulations 
and upon a seven (7) days’ written notice served to the Merchant prior to 
entry into force. The Merchant agrees to review such amendments 
immediately upon receipt of such notice, and in case a termination notice is 
not sent within the seven (7) days abovementioned term in accordance with 
the applicable terms and conditions of this Agreement, the content of such 
notice shall be e�ective at the expiry of such notice term.

Each of the terms of this Agreement is severable from the others and if one or 
more of them becomes void, illegal or unenforceable, the remainder will not be 
a�ected in any way. 

Subject as provided below, a person who is not a party to this Agreement has 
no right to enforce any provision of this Agreement. A�liates of the Bank 
which are not parties to this Agreement, and any sub-contractor of the Bank 
or its a�liates may nevertheless enforce this Agreement against the Merchant, 
subject to and in accordance with this Agreement and any applicable 
regulations and laws.

This Agreement shall be binding upon and inure to the benefit of the parties 
and their respective successors and assigns. 

The Parties to this Agreement do not require the consent of any person who 
is not party to this Agreement to rescind or vary this Agreement at any time.

All representations, warranties, covenants and indemnities shall survive the 
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expiration or termination of this Agreement. 

The Merchant shall review Operating Manuals concerning the procedures to 
be followed and prescribed forms to be used in carrying out the Transactions 
while using the Equipment as delivered along with the Equipment or published 
by the Bank on its website from time to time.

Personal Information Protection. Parties agree to comply with all applicable 
personal data protection and other laws to the same or similar purpose in all 
relevant jurisdictions.

The Bank shall provide the Merchant with statements via e-mail to the email 
address provided in this Agreement and as recorded in the Bank’s systems. 
Should the Merchant require paper or duplicate statements or any other 
additional documentation, then the Bank may charge an appropriate fee for 
the provision of such paper or duplicate statements or additional 
documentation.

Except in the case of manifest error, any Statement provided by the Bank shall 
be conclusive as to all matters of fact to which it refers. The Bank may only 
accept to consider disputes made to such Statements if submitted in writing 
within Thirty (30) days’ of receipt by the Merchant.

Neither the failure nor any delay on the part of the Bank to exercise any right, 
remedy, or privilege hereunder shall operate as a waiver or give rise to an 
estoppel nor be construed as an agreement to modify the terms of this 
Agreement, nor shall any single or partial exercise of any right, remedy, or 
privilege with respect to any occurrence to be construed as a waiver of such 
right, remedy, or privilege.

No waiver by a party hereunder shall be e�ective unless it is in writing and 
signed by the party making such waiver, and then such waiver shall apply only 
to the extent specifically stated in such writing. 

Any transfer or assignment of this Agreement by the Merchant, without the 
prior written consent of the Bank, by operation of law or otherwise, is voidable 
by the Bank. Furthermore, the Merchant shall indemnify and hold the Bank 
harmless from all liabilities, Chargebacks, expenses, costs, fees and fines 
arising from such transferee’s or assignee’s submission of Card transactions to 
the Bank for processing.

Subject to the Rules, the Bank shall only assign or transfer this Agreement and 
its rights and obligations hereunder and/or may delegate its duties hereunder, 
in whole or in part, to any third party, on the condition of receiving prior 
written consent by the Merchant.

Nothing in this Agreement shall be deemed to constitute a partnership 
between the Parties nor constitute either Party as being the agent of the other 
Party or otherwise entitle a Party to have authority to bind the other Party for 
any purpose other than the purpose contemplated in this Agreement.

During the Term of this Agreement, the Merchant shall not enter into any 
agreement or engage with any other service provider for the provision of 
Services similar to or competitive with the e-Payment Gateway Services 
subject of this Agreement.

29.LEGAL FEES AND COSTS.

The Merchant agrees to pay the legal fees and costs the Bank will incur in 
seeking legal advice in matters not in the ordinary course of the Services 
relationship established under this Agreement, including, without limitation, 
contract disputes, legal procedures, bankruptcy or similar events, whether the 
fees or costs are incurred during or after the Term of this Agreement.

30.GOVERNING LAW AND DISPUTE RESOLUTION.

This Agreement and any dispute, claim or issue arising out of or in connection 
with this Agreement, whether of a contractual or non-contractual nature, shall 
be governed by the laws of the Sultanate of Oman. Parties agree to 
irrevocably submit to the exclusive jurisdiction of the courts of the Sultanate 
of Oman.

For and on behalf Bank Dhofar

Mr. __________________________________________________

Position: __________________________________________________

Date: __________________________________________________

Signature: __________________________________________________

For and on behalf of Merchant

Mr. __________________________________________________

Position: __________________________________________________

Date: __________________________________________________

Signature: __________________________________________________
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This Internet Card Acquiring Services MERCHANT AGREEMENT, including the 
attached Merchant application (the “Application”) (which is an integral part 
hereof and is expressly integrated herein and made a part hereof) (collectively 
referred to as the “Agreement”) is entered into by and between BANK DHOFAR 
S.A.O.G (hereinafter referred to as the “Bank”) and the undersigned Merchant 
(hereinafter referred to as the “Merchant”).

PREAMBLE

WHEREAS, the Bank is engaged in the general banking business and is a 
full-fledged member of Visa International and MasterCard Worldwide, including, 
but not limited to, providing acquiring services to merchants that accept a valid 
card bearing the service mark of VISA, MasterCard, Diners Club or American 
Express (hereinafter each referred to as the “Card”) for payment for Products (as 
defined below).

WHEREAS, the Merchant desires to use the ITA’s Sultanate of Oman e-Payment 
Gateway services to authorize and process Card Transactions and use the 
Internet Acquiring Services (as defined below) provided by the Bank to settle 
Card Transactions for payment by Cardholders for Products obtained from the 
Merchant through the Internet.

NOW, THEREFORE, in consideration of the representations, covenants and/or 
promises made in this Agreement (including the Application), the parties hereby 
agree as follows:

1. RECITALS AND DEFINITIONS.

The Merchant hereby acknowledges and a�rms each of the Recitals 
contained above.

The parties agree that the Preamble as set forth herein is incorporated herein 
by reference and made a part of this Agreement.

The Merchant acknowledges that the signature of the Bank’s sales 
representative on the Application does not constitute an approval by the Bank 
of this Agreement and that this Agreement is not and shall not be e�ective 
until it has been approved by the Bank.

Such approval, if given, shall be evidenced by the issuance of an approved 
Merchant Account Number by the Bank to the Merchant.

Capitalized terms used in this Agreement shall have the meanings set forth 
herein, including the following capitalized terms set forth below:

“Merchant” means the person or the legal entity named in this Agreement and, 
if approved and accepted by the Bank, who enters into this Agreement with 
the Bank with the aim to use the Services.

“Association” means any entity formed to administer and promote the Cards 
(including without limitation VISA and MasterCard). 

“Authorization” means the approval given by, or on behalf of, the Issuing Bank 
to validate a Transaction for a Merchant or another a�liate bank. 

“Batch” means a day’s worth of Transactions, including Sales Records and 
Credit Records, to be processed by the Bank at end of each Business Day. 

“Business Day” means any day on which the Bank is open for business, other 
than Fridays & Saturdays or other bank holidays.

“Card” means a valid credit card or a valid debit card or a valid pre-paid card 
bearing the service mark of VISA, MasterCard, Diners Club or American 
Express.

“Cardholder” means the individual whose name is embossed on a valid Card 
and any authorized user of such Card.

“CISP” means the Cardholder Information Security Program implemented by 
VISA to protect Cardholder data. The (“CISP”) applies to the Merchant if the 
Merchant processes or stores Cardholder data as a result of Internet or 
Mail/Telephone acceptance of VISA Card account information. A copy of the 
complete VISA Cardholder Information Security Standards manual and a 
Self-Assessment Worksheet can be obtained online at www.visa.com/cisp.

“Chargeback” means the procedure by which a Sales Record or other indicia 
of a Card Transaction (or disputed portion thereof) is denied or returned to 
the Bank or to the Issuing Bank after it was entered into the appropriate 
settlement network for payment, in accordance with the Rules, for failing to 
comply with the Rules including, without limitation, Cardholder disputes, the 
liability of which falls on the Merchant.

“CTMF” or “MATCH File” means the combined terminated merchant file 
maintained by MasterCard and containing the business name(s) of merchants 
and the names and identification of principals of merchants which have had 
their merchant processing agreements terminated for one or more of the 
reasons specified in the Rules.

“Credit Record” means all documents or the electronic record of such 
documents used to evidence any refund or price adjustment given by the 
Merchant to a Cardholder for a previous sale Transaction, which must conform 
to the Rules. The format for each Credit Record must be approved by the 
Bank.

“SA” or “Settlement Account” means a direct deposit account open in a 
financial institution designated by the Merchant as the account to be debited 
and credited by the Bank for Card Transactions, and by the Bank for fees, 
Chargebacks, and other amounts due under or in connection with this 
Agreement.

“Discount Fee” means the amount charged to the Merchant for processing its 
daily Card Transactions, which is computed as a percentage of the gross 
amount of the Merchant’s Sales Records. Discount Fee shall not be reimbursed 
to the Merchant even when Merchant needs to perform any refund or price 
adjustment after the Sale Record is completed. Discount Fee shall be 
deducted from the gross sales amount acquired by the Bank on behalf of the 
Merchant, and the net credit shall be paid to the Settlement Account.

“Electronic Record” means data that is transcribed in a form acceptable to the 
Bank and suitable for electronic processing.

“Event of Default” means those events listed in Clause 15 of this Agreement. 
Settlement Networks.

“e-Payment Gateway” means the payment service that allows the Merchant to 
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participate in acceptance of the Card Transactions made by Customers via 
certain electronic access methods.

“Equipment” means the electronic devices made available by the Bank to the 
Merchant in order to process the Card Transactions.

“Interchange Fee” means the fee that is paid daily by the Bank to VISA, 
MasterCard or any other association for entering Sales Records and Credit 
Records into their respective Settlement Networks.

“Issuing Bank” means the Cardholder’s bank, or the bank that has issued a 
Card.

“ITA” means the Sultanate of Oman’s Information Technology Authority.

“Merchant Account Number” means the number assigned and issued by the 
Bank to the Merchant, if and only if, the Merchant is approved and this 
Agreement is accepted by the Bank that numerically identifies the Merchant 
to the Bank for accounting, billing, customer service and other related 
purposes in connection with the Services. Issuance of the approved Merchant 
Account Number to the Merchant will evidence the acceptance and approval 
of the Merchant of the provisions of this Agreement.

“Merchant Reserve Account” or “Reserve Account” means an account 
established at and managed by the Bank for the deposit of the funds received 
from the Merchant pursuant to this Agreement as collateral to protect the 
Bank against actual or contingent liability or losses (i.e. reserves) that might be 
incurred by the Bank should the Merchant be unable or fail to pay 
Chargebacks, adjustments, fees and other charges and obligations due to the 
Bank under this Agreement.

“Monthly Sales Processing Volume” or “Monthly Sales Volume” means the 
gross Omani Rial (OMR) amount of Card Sales Records, before return, refund, 
or exchange that are generated by the Merchant and processed by the Bank 
during a calendar month pursuant to this Agreement.

“Products” means goods and/or services sold, rented or rendered by the 
Merchant.

“Recurring Transaction” means a transaction whereby the Merchant charges 
a Cardholder’s Card periodically for recurring goods or services (e.g., monthly 
insurance premiums, yearly subscriptions, annual membership fees) that are 
to be delivered or performed periodically.

“Rules” means the written rules and regulations, system manuals, procedures 
and requirements, releases and interpretations thereof and other 
requirements (whether contractual or otherwise) imposed or adopted by any 
Association (including without limitation VISA, MasterCard, Diners Club and 
American Express) as the same may be amended from time to time. The Bank 
shall provide the relevant Rules to the Merchant and advise the Merchant in 
prior notice via written communication whenever there is any change to the 
Rules.

“Sales Record” means all documents or the electronic record of such 
documents used to evidence the sale of Products through the use of the 
Cards. The format for each Sales Record must be approved by the Bank.

“Services” means the acquiring activities undertaken by the Bank (including 
by or through authorized third party service providers) to acquire and settle 
VISA, MasterCard, Diners Club and American Express Card Transactions 
undertaken by Cardholders at the Merchant’s Internet website for 
Goods/Services purchase, whose business is registered in the Sultanate of 
Oman, and all other activities necessary for the Bank to perform the functions 
required by this Agreement for all other cards, if any, that may be covered by 
this Agreement.

“Transaction” means the initiation of a sale inquiry or a consummation of a 
sale/rental of Products or of a credit to a Cardholder by the Merchant by 
means of a Sales Record or Credit Record, respectively.

“Transmittal” means the process whereby Sales Records and Credit Records 
are electronically transferred in the form of electronic records.

These Internet Acquiring Services terms and conditions govern the 
relationship between the Bank and the Merchant for all the Merchant’s 
Products and Services available on the Internet.

These Internet Acquiring Services terms and conditions expressly govern, 
without limitation, software products, hosting services, secure payment 
gateway services and related support and maintenance services obtained 
through the Bank in connection with the Merchant’s Products available on the 
Internet.

The Merchant understands and agrees that it may be required to enter into 
additional specific agreements for software products, hosting services or 
other e-Commerce products and services as the Bank nay determine at its sole 
discretion.

2. HONORING CARDS. 

The Merchant shall follow the procedures for Card acceptance in the manner 
provided for under this Agreement in connection with each Transaction and 
shall fully comply with and abide by all applicable Rules, as amended from 
time to time by the Associations and as accordingly advised by the Bank 
through written communication within a reasonable advance notice period. 

While honoring Card, the Merchant shall abide by the terms and conditions set 
out in this Agreement, the Rules and the following VISA and MasterCard 
instructions: the Merchant (i) shall honor, without discrimination, all valid 
Cards when properly presented as payment by a bona fide Cardholder for a 
bona fide Transaction; (ii) shall not establish procedures that discourage, 
favor, or discriminate against the use of any particular Card. If the Merchant 
does not deal with the public at large (e.g. a private club), the Merchant must 
honor all valid Cards of Cardholders who have purchasing privileges or 
memberships with the Merchant; (iii) shall not establish minimum or maximum 
Transaction amounts as a condition for accepting Cards; (iv) shall not impose 
any surcharge or fee for accepting a Card or establish any special conditions 
for accepting a Card; (v) unless permitted under the Rules, the Merchant shall 
not require a Cardholder to provide any personal information, such as a home 
or business address or telephone number, or a driver’s license or other proof 
of identification as a condition of honoring a Card, unless instructed by the 
Bank. The exception to this is for a mail/telephone order or delivery required 
Transaction; (vi) any taxes that the Merchant collects (and any other similar 
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handling fees) must be included in the total Transaction amount and not 
collected separately in cash nor processed as an additional Transaction; (vii) 
shall not indicate that Visa, MasterCard or any other Association endorses its 
goods or services; and (viii) Shall adequately display Visa, MasterCard and, if 
applicable, other Association decals and program marks on the promotional 
materials as required by any Association Rules.

3. AUTHORIZATIONS.

The Merchant understands and acknowledges that an Authorization only 
confirms the availability of the Cardholder’s credit at the time of the 
Authorization, and as such does not warrant that the person presenting the 
Card is the rightful Cardholder, nor is it an unconditional promise, guarantee or 
representation by the Bank that a Transaction is or will be deemed valid and 
not subject to dispute, debit or Chargeback.

The Merchant understands that, without limitation thereto, processing of 
Transactions when a Card is not present may result in an exception to normal 
processing, including if, unauthorized software or direct data transmission 
information results in erroneously transmitted data; and the Merchant further 
understands and agrees that, failure to abide by the procedures and Rules, 
including without limitation, those set forth below (which are in addition to 
and not in lieu of the Rules and/or terms of this Agreement), may subject the 
Merchant to increased risk of possible Chargeback, penal charges and/or 
termination of this Agreement.

The Bank shall endeavor to increase the protection of the Merchant by 
enrolling the Merchant for 3D secure authentication processing with the 
respective Card Associations.

The Merchant: (i) shall authorize all Transactions and refrain from setting any 
floor limits to the Transactions; (ii) failure to authorize sales Transaction may 
result in a Chargeback and/or the termination of this Agreement; (iii) the 
Merchant may not attempt to obtain multiple Authorizations for a single 
Transaction; (iv) authorizations cannot be “forced in” by reducing the 
Transaction amount to find an approved authorized amount; and (v) For 
Cards other than VISA and MasterCard (if any, that the Bank have expressly 
approved for the Services), the Merchant shall follow the procedures and 
Rules for Authorization and acceptance for each such other Card Association.

In case the Merchant engages in the practice of delayed delivery or accepting 
deposits, then the Merchant shall respect the following additional Rules and 
requirements (in addition to, and not in lieu of, other applicable procedures 
and Rules) to obtain Authorization for any delayed delivery or deposit balance 
Transaction Authorization:  where merchandise is to be shipped or services 
provided at a later date, an Authorization is considered to be valid if: (i) the 
merchandise shipping date is within seven (7) calendar days of the date 
Authorization was obtained or the services are provided; and (ii) the 
Transaction amount does not exceed the authorized amount plus fifteen 
percent (15%), representing shipping costs. In any case, all Transactions with 
an Authorization dated more than fifteen (15) days or the agreed time 
required for shipment or services between the Merchant and the Cardholder 
prior to the shipping date or date services are rendered, may result in an 
increased risk of Chargeback, and in case of a dispute, a copy of the 
agreement between the Merchant and the Cardholder shall be provided to the 
Bank.

4. PAYMENTS SETTLEMENT.

The Merchant shall at all times maintain a Settlement Account with the Bank 
or with another financial institution of the Merchant’s choice provided that 
such financial institution: (i) belongs to the Central Bank of Oman; (ii) is a 
member of the Automated Clearing House (the “ACH”) network; (iii) can 
accept ACH transactions; and (iv) is in position to debit and/or credit funds in 
the frequency agreed upon between the Bank and the Merchant.

Funds due to the Merchant for Transactions shall be processed and 
transferred to the Settlement Account in the frequency agreed upon between 
the Bank and the Merchant.

Merchants having their Settlement Account maintained by the Bank shall 
allow the Bank to directly credit/debit such Settlement Account to settle 
funds payment corresponding to all Sales Records, Credit Records and any 
applicable charges thereto; and the Bank shall credit the net amount of Sales 
Record to such Settlement Account after deducting discount fees from the 
settlement amounts and any other recovery of dues such as Chargebacks and 
fraud related charges.

Merchants having their Settlement Account maintained by another financial 
institution shall allow the Bank to settle funds payment for the Merchant by 
sending payment request via the ACH system to the financial institution for 
crediting/debiting to the Settlement Account; and in such case, shall 
authorizes such financial institution to e�ect all such net credit to the 
Settlement Account.

The Merchant shall provide a separate direct-debit authorization form to the 
financial institution where the Settlement Account is maintained knowing that 
such authorization shall be, without respect to the source of any funds in the 
Settlement Account, irrevocable and coupled with an interest, and shall 
remain in full force and e�ect until the Bank has given written notice to such 
financial institution that all monies due under this Agreement and any other 
agreements with the Bank have been paid in full. The Merchant further 
authorizes the Bank, at its sole discretion, to debit any other banking account 
maintained by the Merchant for any and all such amounts due by the Merchant 
to the bank. Alternatively, the Bank may elect to invoice the Merchant for any 
such amounts, net due thirty (30) days after the invoice date or on such earlier 
date as may be specified.

The Merchant hereby authorizes the Bank to access information from the 
Settlement Account and to initiate credit and/or debit entries and 
adjustments, as well as any credit entries made in error, to the Settlement 
Account by the ACH transfer process and/or through direct instructions to (or 
such other arrangements as we deem appropriate) the financial institution 
where the Settlement Account is maintained for amounts due under this 
Agreement and any other agreements with the Bank.

All settlements towards the Transactions shall be net of credits/refunds, 
adjustments, applicable Discount Fees when due, Chargebacks or other 
adjustments, charges and any other amounts then due from the Merchant.

The Merchant understands and hereby acknowledges that the Discount Fee is 
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earned at the time of the Transaction and is not subject to refund.

Within the first twenty four (24) hours after funds or any other payments due 
to the Merchant are credited to the Settlement Account, such funds shall be 
subject to, among other things, Chargebacks (including the Bank related 
losses) fees, assessments, and fines imposed by the Associations if any; and 
the Bank may debit or credit the Settlement Account for any deficiencies, 
overages, fees, fines, charges, and pending Chargebacks, or may deduct such 
amounts from any settlement funds due to the Merchant.

In the event that a payment is rejected by the Merchant’s bank or fails to arrive 
within five (5) Business Days after the Bank’s attempted ACH payment, the 
Bank may provide an option to issue cheques for any funds due to the 
Merchant until the ACH problem is resolved provided that all such payments 
and the resolution of all such issues are solely borne by the Merchant. Should 
the Merchant accept to avail cheques from the Bank, the Bank may charge a 
processing fee per cheque, notwithstanding any lesser amount shown in this 
Agreement.

The Merchant understand that due to the nature of the ACH and the electronic 
networks utilized for the movement of funds and the fact that not all banks 
belong to the ACH network payments to the Merchant can be delayed and 
therefore, the Bank cannot guarantee the timeliness with which any ACH 
payment may be credited by the Merchant’s Settlement Account.

The Bank shall not be liable for any delays in receipt of funds or errors in debit 
and credit entries caused by third parties, including but not limited to any 
Association or the Merchant’s financial institution, and the Merchant shall 
cooperate with the Bank to help resolve any problems in crediting/debiting 
the Settlement Account.

The Bank reserves the right to divert and hold all funds when the Bank is 
investigating the breach of any warranty, covenant, representation, or 
agreement by the Merchant or has reasonable cause to believe that the 
Merchant may have violated any provision of this Agreement and/or the Rules 
and/or is engaged in illegal, fraudulent or suspicious activity.

The Merchant hereby agrees to be bound by the terms of the operating rules 
of the automated clearing house system as in e�ect from time to time.

5. RETURNS AND CREDITS.

In case, during the term of this Agreement, any goods are accepted for return 
or any services are refunded, terminated or cancelled, or any price adjustment 
is allowed by the Merchant (other than involuntary refunds by airlines or other 
carriers when required by applicable tari�s and except where otherwise 
required by law or governmental regulations), the Merchant may not make 
any cash refund to the Cardholder and shall process a Credit Record 
Transaction within three (3) Business Days from the occurrence of such return, 
refund, cancellation or adjustment; and in such occurrence, the Merchant may 
not be entitled to any refund of any of the fees or charges associated with the 
original Transaction and initially due by the Merchant towards the Bank.

The Merchant shall date each Credit Record with the Transaction date 
including: (i) thereon a brief description of returned goods and/or refunded, 
terminated or cancelled services and/or prices adjusted; and (ii) the amount of 
credit in su�cient details to identify the Transaction; and provide the 
Cardholder with a completed copy of such Credit Record at the time of each 
return or cancellation of a Transaction.

With proper disclosure at the time of the Transaction, the Merchant may: (i) 
refuse to accept goods in return or exchange and refuse to issue a refund to a 
Cardholder; or (ii) accept the returned goods in exchange for the Merchant’s 
promise to deliver Products of equal or greater value available from the 
Merchant at no additional cost to the Cardholder. For the purposes of this 
paragraph, proper disclosure shall be deemed to have been given only if, at 
the time of the Transaction, the following notice appears on all copies of the 
Sales Record (or disclosure if Card is not present) in legible letters at least 
one-quarter (1/4) inch high and adjacent to the text stating “NO REFUND” or 
“EXCHANGE ONLY” or “IN STORE CREDIT ONLY” as applicable, or equivalent 
language. Even with this provision being adhered to it does not guarantee 
avoidance of Chargeback.

6. RESERVE ACCOUNT.

Notwithstanding any other provision to the contrary contained in this 
Agreement, the Merchant hereby expressly acknowledges that the Bank 
reserves the right to establish and the Merchant hereby authorizes the Bank to 
establish, at any time prior to, at, or after termination of this Agreement and 
with or without prior notice to the Merchant a non-interest bearing Reserve 
Account.

The Reserve Account funds may be used to cover Chargebacks, credits, fines, 
costs, assessments, and other obligations of the Merchant that are incurred 
under this Agreement.

The initial amount of the Reserve Account shall be set by the Bank in its sole 
discretion, based upon, but without limitation thereto, the Merchant’s 
processing history and the potential overall credit risk to the Bank.

At the Bank’s sole discretion the Reserve Account may be funded on a rolling 
reserve basis (the “Rolling Reserve”) from a portion (percentage) of the funds 
from each Transaction and/or by requiring a deposit of funds to the Reserve 
Account.

If a Reserve Account is required at the time that the Application is approved, 
the amount of the Reserve Account and the funding method (up-front 
deposit, fixed amount or Rolling Reserve), including the percentage applicable 
for each Sale Transaction and the number of months used for such Rolling 
Reserve shall be as stated on the Application unless otherwise modified and 
agreed upon in writing by the Merchant and the Bank.

If a Reserve Account is required at a later time, the Bank may establish the 
Reserve Account immediately and notify the Merchant of that fact (or any 
changes in the required reserve amount, funding method, Rolling Reserve 
percentage or period, or other terms).

The Merchant acknowledges and understands that the Reserve Account 
Maintenance Fee disclosed in the Application will be deducted on a monthly 
basis from funds in the said Reserve Account.

The Merchant hereby authorizes the Bank, without notice or demand, if the 
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Merchant fails to respond within a reasonable time as determined by the Bank, 
to o�set any related fees, losses, charges, costs and amounts for any other 
obligations of the Merchant due the Bank under this Agreement from and 
against the Merchant’s Reserve Account funds or any other deposit accounts 
of the Merchant maintained at any financial institution when adequate funds 
are not available in the Settlement Account or from funds otherwise due to the 
Merchant under this Agreement.

The Merchant hereby expresses in writing and hereby gives the necessary 
instructions and authorizations to permit such o�set by the Bank from any 
deposit accounts held by any financial institutions for the Merchant, and 
further releases such financial institutions from any liability for any good faith 
compliance with the express written instruction and authorization as set forth 
herein to permit such o�set by the Bank. The Merchant further agrees that 
such financial institutions may rely upon an executed copy of this Agreement 
as may be provided by the Bank for the purposes such o�set.

After payment or adequate provision for payment is made by the Merchant to 
the Bank for all obligations on the part of the Merchant to the Bank under this 
Agreement, including, without limitation, any and all amounts due for any 
payment gateway utilized by the Merchant under this Agreement and the 
Rules, the Merchant may request the Bank to disburse any and all funds due 
the Merchant remaining in the Reserve Account.

Unless otherwise agreed upon in writing by the Bank, such funds shall not be 
disbursed to the Merchant until the end of two hundred and seventy (270) 
days from the date of the last Chargeback or Transaction, whichever is later, 
unless the Bank in its sole and absolute discretion, has reasons to believe that 
Chargeback rights under the then applicable Rules may be longer than such 
two hundred and seventy (270) day period of time, in which event such funds 
may not be disbursed until the expiration of the period of time for such 
Chargeback rights.

If requested by the Merchant, the Bank shall set the date when funds available 
in the Reserve Account, held beyond such two hundred and seventy (270) day 
period as referenced above, may be released and shall notify the Merchant of 
such date. No funds held in the Reserve Account shall accrue or bear interest.

Without limiting the rights of the Bank set forth above, the Merchant 
acknowledges that the establishment of, or a change in the amount 
percentage or other terms of Reserve Account and/or increase to the 
Discount Fee or other Fees may, without limitation thereto, result from the 
Bank’s determination that any of the following has occurred: (a) the Merchant 
engages in any processing of charges which represents an overcharge to the 
Cardholder by duplication of charges; (b) any activity designed by the 
Merchant to circumvent a pre-requisite when attempting to process a 
Transaction for a Cardholder; (c) failure by the Merchant to fully disclose the 
true nature of its business to the Bank to permit a fully-informed decision as to 
the suitability of Merchant for approval of the Application and the acceptance 
of this Agreement; (d) failure by the Merchant to fully disclose the true 
ownership, or any change in such ownership, of the Merchant’s business entity; 
(e) processing by the Merchant of unauthorized charges; (g) processing by 
the Merchant of any credits through any Cardholder account; (h) any 
misrepresentation made by the Merchant in completion of the Application or 
any breach of any other covenant, warranty or representation of the Merchant 
contained in this Agreement, including, without limitation, a change of type of 
business without prior approval by the Bank; (i) the Merchant has 
Chargebacks which exceed one percent (1%) (as determined by the 
Associations and amended from time to time) of the total number of Sales 
Record Transactions completed by the Merchant in any given thirty (30) day 
calendar period, such thirty (30) day calendar period not limited to any 
specific monthly cycle; (j) excessive number of requests for retrieval of 
documentation; (k) excessive credits that exceed sale Transactions by ten 
percent (10%); (l) any form of financial instability or diminishment of the 
financial condition of the Merchant; or (m) whenever the Bank, in its sole 
discretion, believes that the Bank has a credit risk exposure and that recovery 
of any amounts due or which may become due from the Merchant, are in 
jeopardy or that the Bank may incur losses in connection with or related to the 
Services provided to the Merchant under this Agreement.

7. LIEN, SECURITY INTEREST AND SET-OFF.

The Merchant hereby grants the Bank a lien and security interest in and to any 
of the Merchant’s funds pertaining to the Transactions contemplated by this 
Agreement now or hereafter in the Bank’s possession, whether now or 
hereafter due or to become due to the Merchant for the purpose of securing 
the Merchant’s obligations towards the Bank and its a�liates under this 
Agreement and any other agreement for the provision of the Services or the 
furniture of the related equipment.

The Bank shall be entitled to set-o� against any amounts due and payable by 
the Merchant and not paid by the Merchant in the agreed upon manner any 
amounts held by the Bank for the account of the Merchant in with all the 
related charges being borne by the Merchant. In addition to the foregoing, the 
Merchant agrees that all cash, credit balances, goods and other assets 
including, but not limited to, precious metals whether coined or not, shares, 
stocks, bonds, notes, cheques, debentures, certificates of deposit, negotiable 
instruments including bills under collection and any other securities of any 
kind whatsoever, which are at the time being or could be in the future in the 
possession of the Bank, its custody or power, or deposited with or transferred 
to the Bank, its agents or any of its branches for the Merchant’s account 
whether held individually or jointly with any other person, including all rights 
and entitlements arising therefrom or attached thereto shall be charged as a 
continuing security in favor of the Bank and may be, in that sense, set o�, 
appropriated, sold or applied in or towards due payment to the Bank of all 
sums to the due satisfaction of all the obligations for which the Merchant is at 
the time being or in the future indebted or liable to the Bank on any account 
or in any manner whatsoever, and whether individually or jointly with any 
other person, and under whatever name or form.

The Merchant agrees to duly execute and deliver to the Bank such instruments 
and documents as may be reasonably requested to render enforceable such 
lien, security interest, right to set o�, recoupment and subordination set forth 
in this Agreement. 

8. REQUESTS FOR ADJUSTMENTS OR REFUNDS.

Requests for adjustments shall be made through a written notification to the 
Bank within thirty (30) days after any debit or credit is or should have been 
e�ected.
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If the Merchant notifies the Bank after such time period, the Bank may, in its 
absolute discretion, assist the Merchant, at its own expense, in investigating 
whether any adjustments are appropriate and whether any amounts are due 
to or from any other parties without any obligation on the back of the Bank to 
investigate or to continue such investigation or to carry out any future 
investigation or e�ect any such adjustments.

9. CHARGEBACKS.

The Merchant shall be responsible for any and all Chargebacks as well as 
Association fines, assessments and fees related to or arising out of such 
Chargebacks in the manner provided for in the Rules, and shall reimburse the 
Bank for and upon its demand, the face amount of such Chargebacks, fines, 
assessments and fees. Further, the Merchant shall be liable and shall reimburse 
the Bank for any and all return items, or other losses resulting from the 
Merchant’s failure to produce, within the applicable time limits, any Sales 
Records as it may be requested by the Bank. 

The Bank shall have the right to debit the Merchant’s incoming Chargebacks, 
through the Settlement Account or any other funds of the Merchant in the 
Bank’s direct or indirect control by reason of the security interest granted to 
Bank by the Merchant pursuant to Clause 15 of this Agreement, and to charge 
such Chargebacks to the Merchant, including without limitation, in any of the 
following situations: (a) where the Transaction is for a type of Product sold 
other than as disclosed in the Application and approved in advance by Bank 
and the sales Transaction was charged back; (b) where the goods have been 
returned or the services cancelled by a Cardholder and the Cardholder 
requested a Credit Record and such Credit Record was not processed by the 
Merchant within three (3) Business Days; and (c) where a Cardholder 
contends or disputes in writing to the Bank or to the Issuing Bank that: (i) the 
products were not received by the Cardholder; or (ii) the products received by 
a Cardholder do not conform to the description on the Sales Record; or (iii) 
the products were sold in a misleading fashion or manner by the Merchant; or 
(iv) the products were defective; or (v) the dispute reflects a claim or defense 
authorized against issuers or creditors by a governmental agency, a relevant 
statute or regulation; (vi) where a Sales Record or Credit Record was not 
received by the Bank as required in accordance with the terms of this 
Agreement or those of the Rules; (vii) where the Sales Record was not 
completed as required by this Agreement or by the Rules; (viii) the Cardholder 
has certified in writing to the Bank or to the Issuing Bank that the Cardholder 
did not make or authorize such a Transaction (ix) where the Issuing Bank or 
the Bank has information or belief that the Merchant fraud occurred at the 
time of the Transaction(s), whether or not such Transaction(s) was properly 
authorized by the Issuing Bank, and the Cardholder neither participated in nor 
authorized the Transaction(s); (x) in any other situation where the Sales 
Record was executed or depository credit was given to the Merchant in 
circumstances constituting a breach of any representation or warranty of the 
Merchant or in violation of the Rules, whether or not a Transaction is charged 
back by the Issuing Bank.

If, with respect to any one of the Merchant’s outlets, the amount of any Card 
counterfeit or fraud incidences becomes excessive, and in the sole and 
absolute discretion of Bank, the Merchant may be charged back for all 
Transactions terminated immediately for such cause, and the Merchant’s 
funds, including but not limited to those incoming Transactions; and those in 
the Merchant’s Account and Reserve Account shall be held pursuant to the 
provisions of this Agreement, including without limitation pursuant to the 
provisions of Clauses 6 and 7 of this Agreement.

The Bank shall have the right to assess the Chargeback Fee for each 
Chargeback plus the amount of any Chargeback fines or penalties assessed by 
the Associations against the Bank for Transactions arising from the activities 
of the Merchant, or any other charges as may be established by the Bank from 
time to time. Further, the Bank shall have the right to assess, at its sole and 
absolute discretion, the fee for processing any fines or penalties that may be 
charged by the Associations towards the Bank.

Should the Merchant agree to process any Transaction while the Card is not 
present, then the Merchant shall bear one hundred percent (100%) of the risk 
of Chargeback and any fees resulting from such Transaction as provided for 
under the Rules, and the Merchant shall, without limiting any other provisions 
in this Agreement, hold the Bank harmless from any losses, claims and costs 
arising from or associated with all such Transactions and/or Authorizations.

10. ADDITIONAL RULES FOR MAIL, TELEPHONE, E-COMMERCE (INTERNET) 
AND RECURRING TRANSACTIONS. 

The Merchant understands that Mail, Telephone and E-Commerce (Internet) 
orders and sale Transactions have substantially higher risk of Chargeback and 
Cardholder dispute than Card “present” (e.g. in a face-to-face) Transactions, 
as the Merchant will not have an imprinted or magnetically “swiped” 
Transaction with the Cardholder’s signature on the Sales Record; and as such, 
the Merchant shall be assuming a greater risk associated with accepting Card 
“not present” Transactions, including Mail, Telephone and E-Commerce 
(Internet) Transactions. The Merchant understands that Sales Records 
submitted for Mail, Telephone, Recurring Transactions, Pre-Authorized Orders 
and E-Commerce (Internet) Transactions are subject to Bank’s increased risk 
management and security review procedures and may result in delays or holds 
of funds being released to the Merchant.

The Merchant acknowledges that all mail order Transactions, telephone order 
Transactions, Recurring Transactions and E-Commerce (Internet) 
Transactions are di�cult to defend against Chargeback and agrees that it shall 
take reasonable precautions to protect against such Chargebacks, including, 
but not limited to the following: (i) delivering Products only to the 
Cardholder’s billing address where the Issuing Bank sends the Cardholder’s 
billing statement; (ii) using a delivery service that maintains shipping logs and 
requires signatures by a person receiving the Products; (iii) (iv) obtaining 
CVV2/CVC2 verification from the Issuing Bank if the Merchant processes 
Recurring Transactions and charges a Cardholder’s account periodically for 
recurring Products (e.g., monthly insurance premiums, yearly subscriptions, 
annual membership fees, etc.). The Merchant shall further (in addition to, and 
not in lieu of, other applicable procedures and Rules) comply with the 
following: (i) have the Cardholder complete and deliver to the Merchant a 
written request for such Products to be charged to the Cardholder’s account. 
The written request shall at least specify the Transaction amounts, the 
frequency of recurring charges and the duration of time for which the 
Cardholder’s permission is granted and be provided promptly in response to a 
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Cardholder’s request for copy; (ii) if the Recurring Transaction is renewed, 
then the Cardholder shall complete and deliver to the Merchant a subsequent 
written request for the continuation of such Products to be charged to the 
Cardholder’s account; (iii) the Merchant may not complete a Recurring 
Transaction after receiving a cancellation notice from the Cardholder or 
Issuing Bank or after a request for Authorization has been denied; (iv) the 
Merchant shall perform an AVS inquiry for at least the first Transaction and 
then annually thereafter, if applicable. The Merchant further understands that 
penalties can be assessed by the Associations for failure to comply with rules 
applicable to Recurring Payment transactions, and that a Recurring 
Transaction may not include partial payments for Products purchased in a 
single Transaction. No charges may be imposed in connection with a 
Recurring Transaction. In any case, all Transactions with an Authorization date 
more than fifteen (15) days prior to the shipping date or date services are 
rendered are subject to a greater risk of possible Chargeback.

In case the Merchant is an E-Commerce (Internet) merchant, and accepts 
orders via the Internet, the Merchant shall (in addition to, and not in lieu of, 
other applicable procedures and Rules) comply with the following: (a) post its 
privacy and security policies on its websites, where such policies shall be 
clearly marked for consumers to see and review; (b) the Merchant’s websites 
shall include all the following information in a prominent manner: (i) Complete 
description of the Products o�ered; (ii) returned Products and refund policy. 
If the Merchant does not o�er refunds or makes such other restrictions, the 
words “no refund”, or other appropriate terminology, shall be prominently and 
legibly written or typed or displayed on the Merchant’s websites for 
goods/service purchase used by the Merchant with respect to performance of 
this Agreement and provided to the customer; (iii) method for the 
Cardholders to acknowledge their acceptance of the terms and conditions for 
returned merchandise or for the refund policy, such acknowledgement should 
be in a format that complies with the Associations’ guidelines for proper 
disclosure; (iv) customer service contact, including email address and/or 
telephone number; (v) transaction currency; (vi) any applicable export or legal 
restrictions; (vii) delivery policy; (viii) consumer data privacy policy; and (ix) 
description of the Transaction security used on the Merchant’s website; and 
(c) use an Internet acquiring transaction indicator in order to identify the 
Internet Acquiring Transactions in the Authorization request and clearing 
record.

11. FEES AND CHARGES.

Fees payable by the Merchant in consideration of the Services shall include:

- Local Debit Cards : _________ %

  (Visa and Master Card) : _________ %

- All Other Cards : _________ %

- Monthly merchant maintenance fee @ OMR50 per month; and

- Other charges will be applied if mandated by Card Associations.

Settlements of Transactions shall be net of any credits/refunds, adjustments, 
applicable Discount Fees when due, Chargebacks and any other amounts then 
due from the Merchant.

All credits to the Merchant’s Settlement Account or other payments to the 
Merchant shall be provisional and are subject to, among other things, final 
audit, Chargebacks (including the Bank’s related losses), fees and fines 
imposed by the Associations; and the Merchant further allows the Bank to 
debit or credit the Settlement Account for any deficiencies, overages, fees and 
pending Chargebacks, and to deduct such amounts from any settlement funds 
due to the Merchant. Alternatively, the Bank may elect to invoice the Merchant 
for any such amounts, net due within thirty (30) days from the invoice date or 
on any such earlier date as may be specified by the Bank.

In case any fees due to the Bank are not paid within ten (10) days of their due 
date, the Bank may temporarily suspend the Services until the fees are paid in 
full. In such occurrence, the Merchant shall to pay three (3) months 
maintenance fee as a re-instatement fee to the Bank to re-activate the 
Services while in the temporary cancellation status. 

In case any fees due to the Bank are not paid within thirty (30) days of their 
due date, the Bank may temporarily cancel all services. In such occurrence, 
and in case the Merchant subsequently wishes to re-enroll for the Services, 
then the Merchant shall sign up as any new merchant and newly pay all the 
associated fees/charges.

12. FINES AND EXCESSIVE CHARGEBACK FEES.

The Merchant shall pay for and indemnify and hold harmless the Bank from 
any fines or penalties imposed on the Bank by any Association resulting from 
the Merchant’s activities, acts or omissions, Chargebacks and any other fees or 
fines imposed by an Association with respect to the Merchant’s acts or 
omissions, whether such activities occur or the fines, penalties, or other 
assessments are imposed, during or after the Term of this Agreement.

In case the Merchant’s Chargeback percentage for any line of business 
exceeds the estimated industry Chargeback percentage, as set out from time 
to time by the Bank in accordance with the Rules in order to reflect changes in 
the industry Chargeback percentage reported by the Associations, the 
Merchant shall, in addition to the Chargeback fees and any applicable 
Chargeback handling fees or fines, pay the Bank an excessive Chargeback fee 
in accordance to the Rules.

13. RETRIEVAL AND STORAGE OF SALES RECORDS, CREDIT RECORDS, 
TRANSACTION DATA AND INFORMATION.

The Merchant shall establish a system to store and maintain copies of Sales 
Records and Credit Records in such a manner so as to forward such sales 
Records and Credit Records to the Bank in no longer than two (2) working 
days from any request made by the Bank for such purpose. The failure to 
respond to such request constitutes a violation of this Agreement and may 
result in a Chargeback.

Should the Merchant deliver the requested Sales Records Sales Records and 
Credit Records longer than the timeframe described in the preceding 
paragraph while it has been established that such Sales Records or Credit 
Records constitutes a Chargeback to the Merchant, the Bank may levy the 
processing fees determined in the Rules in addition to such Chargeback fee.
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The Merchant shall keep all Sales Records and Credit Records for at least 
twenty four (24) months from their occurrence for the perusal of the 
Associations.

14. TERM.

This Agreement shall enter into force from its signing date (the “E�ective 
Date”) and remain in force for twelve (12) consecutive months therefrom (the 
“Initial Term”).

The Initial Term shall be thereafter automatically renewed for additional 
twelve (12) consecutive months terms unless earlierterminated in accordance 
with the provisions of clause 15below.

15. TERMINATION.

Any Party may terminate this Agreement prior to the expiration of any running 
term by serving a thirty (30) days written notice provided that such notice 
shall be e�ective at the expiration of any running existing term.

Notwithstanding the above, the Bank, and in addition to any rights of 
immediate termination without notice as may be contained elsewhere in this 
Agreement, may terminate this Agreement, and at the Bank’s discretion, any 
merchant processing agreement(s) of any other business that is commonly 
owned or controlled by the Merchant for any reason or cause (or for no 
reason) whatsoever upon ten (10) Business Days prior written notice to the 
Merchant. Such termination shall become e�ective on the later of ten (10) 
Business Days from the date such notice is given in the manner prescribed for 
notices herein or the date specified in such notice.

The Bank may terminate this Agreement upon the occurrence of one or more 
of the events stated below (the “Events of Default”) upon serving a 
termination notice e�ective upon its serving to the Merchant. The following 
events (but not limited to the following) shall be considered as Events of 
Default: (a) the Bank determines that the Merchant’s type of business as 
indicated on the Application di�ers from the actual type of business the 
Merchant operates; (b) the Merchant moves or relocates to a new location 
without giving the Bank notice prior to, or within thirty (30) days after, the 
move; (c) The business as conducted by the Merchant could endanger the 
safety and/or soundness of the Bank; (d) the Merchant files for bankruptcy or 
is otherwise shown to be insolvent; (f) the Merchant has Chargebacks which 
exceed one percent (1%) of the total number of Transactions completed by 
Merchant in any thirty (30) calendar day period; (g) the Merchant owes money 
to Bank and fails to make a timely payment thereof; or (h) the Merchant 
breaches any of the provisions contained in this Agreement. 

Notwithstanding anything to the contrary in this Agreement, the parties 
hereby further agree and acknowledge that in addition to any other remedies 
contained in this Agreement or otherwise available under applicable law, if (a) 
the Merchant breaches this Agreement by improperly terminating it prior to 
the expiration of the Initial Term; or (b) if this Agreement is terminated by the 
Bank prior to the expiration of the Initial Term due to any Event of Default by 
the Merchant (both “Early Termination”), then in either event, the Bank shall 
su�er a substantial injury that is di�cult or impossible to accurately estimate. 
Consequently, and considering the costs that the Bank may incur by reason of 
such Early Termination, including without limitation those incurred in 
processing the Application and approving Merchant for the Services, and in an 
e�ort to liquidate in advance the sum that should represent such damages, 
the parties have agreed that the Merchant shall pay, as liquidated damages the 
sum of three hundred Omani Rials (OMR 300), which shall not be construed as 
a penalty.

Any and all obligations of any party to this Agreement to pay funds to another 
shall survive any expiration or termination of this Agreement.

16. CTMF (or MATCH FILE) TERMINATION RELATED PROVISIONS.

The Merchant expressly agrees that the Bank shall be entitled to report the 
business name(s) of the Merchant and the names and identification of its 
principals to the CTMF or MATCH File in the event that this Agreement is 
terminated because of one or more of the reasons specified in the Rules, which 
include without limitation, those that constitute an Events of Default under this 
Agreement.

17. REPRESENTATIONS AND WARRANTIES.

Without limiting any other warranties, covenants and agreements hereunder, 
the Merchant agrees, represents and warrants to the Bank that at all times 
during the term of this Agreement that: (a) it is lawfully engaged in the 
business described on the Application and is duly licensed under the laws of 
Oman; (b) it is fully compliant with all applicable laws, and with the Rules; (c) 
it will give prior notice to the Bank if it intends to change the nature of its 
business as indicated in the Application or to modify the ownership of the 
business; in which case, the Bank will have the right to terminate this 
Agreement or amend this Agreement accordingly; (d) all of its business 
locations engage in the same or substantially similar business activity as that 
listed in the Application; (e) it o�ers no enticements or incentives to 
Cardholders in connection with the sale of Merchant’s Products; (f) it will not 
use any personal Card owned by the Merchant, or any Card which the 
Merchant is authorized to purchase its own goods or service at the Merchant’s 
website. Such use is deemed a “cash advance” which is prohibited by the 
Rules and this Agreement and can result in immediate termination of this 
Agreement; (g) it uses both the name and address shown on the Application 
on all Sales Records and Credit Records and does not use any other name, 
unless a descriptor is used to further identify the Transaction and agreed to by 
the Bank; (h) it will not submit any Transaction that was previously charged 
back or declined; (i) it shall not, without the Cardholder’s prior written consent, 
sell, purchase, provide or exchange Card account information in the form of 
Sales Records, mailing lists, magnetic tapes or any other media obtained by 
reason of a Transaction to any third party other than Merchant’s agents for the 
purpose of assisting the Merchant in its business, or to the Bank or pursuant to 
any lawful government demand; (j) it has the authority to enter into this 
Agreement and that the person(s) signing on behalf of the Merchant is/are 
specifically authorized and directed to do so by the Merchant; and (k) as to 
each Transaction covered under this Agreement, the Merchant specifically 
represents and warrants that: (i) the Sales Transaction is valid in form and has 
been completed in accordance with all applicable requirements and the Rules; 
(ii) the Merchant has delivered the goods to the Cardholder or completed the 
service described on the Sales Record in accordance with the Merchant’s 
agreement with the Cardholder, and that Merchant has, in inventory, the 
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goods sold if not delivered at the time of sale; (iii) each Sales Record 
represents the Cardholder’s indebtedness for the total amount shown therein; 
(iv) the Merchant’s disclosure will clearly state that Cardholder has no defense 
right of o�set or counterclaim against the Merchant in connection with the 
purchase of the Products; (v) the Merchant has not charged the Cardholder 
directly or indirectly any separate or additional fee(s) such as a surcharge or 
portion of any discount or charge imposed upon the Merchant by this 
Agreement in connection with the Transaction other than as may be required 
by law (this Paragraph shall not, however, be construed as prohibiting 
discounts to customers or for charges such as bona fide commissions, fees for 
special handling or expedited services, postage and handling, and similar 
charges that are charged to the Cardholder regardless of the form of 
payment); (vi) each Transaction was placed by a person who is the Cardholder 
of the Card; (vii) has included all items of Products purchased in a single 
Transaction and the total amount on a single Sales Record; (viii) does not 
represent the refinancing of an existing obligation of the Cardholder including 
any obligation owed to the Merchant or arising from the dishonor of a personal 
cheque; (ix) is not a “cash advance”; and (x) the Merchant shall not submit any 
Transaction for entry into interchange, directly or indirectly, any Card 
Transaction that it knows to be fraudulent or not authorized by the 
Cardholder.

The Merchant understands and agrees that violation of any of the foregoing 
warranties, representations, covenants and agreements or otherwise provided 
in this Agreement, shall be an Event of Default, and may cause this Agreement 
to be immediately terminated, or subject to termination, have all funds placed 
into a Reserve Account pursuant to Clause 6 of this Agreement, and result in 
the Merchant placed on the Combined Terminated Merchant File (CTMF) or 
MATCH File pursuant to Clause 15of this Agreement.

18. INDEMNIFICATION.

The Merchant shall indemnify and hold the Bank, the Bank’sa�liates, o�cers, 
directors, employees, consultants, agents, service providers and licensors 
harmless from and against any and all association fines or fees (pursuant to 
Section 18 of this Agreement) and all losses, liabilities, damages and expenses 
(including attorney’s fees and collection costs) resulting from any breach of 
any warranty, covenant or agreement or any misrepresentation by the 
Merchant under this Agreement including, without limitation, a violation of the 
Rules, or arising out of the Merchant’s or the Merchant’s employees’ 
negligence or wilful misconduct, in connection with Card Transactions or 
otherwise arising from Merchant’s provision of Products to Cardholders, and 
any and all third party claims, liability, damages, and/or costs, including but 
not limited to attorney's fees, arising from: (i) any third-party claim, action, or 
allegation of infringement, misuse, or misappropriation based on information, 
data, files, or other materials submitted by the Merchant to the Bank and vice 
versa; (ii) any access of any other financial institutions, cards through the 
Equipmentor any action, omission, or any other cause or fault or misuse of the 
Equipment caused by the Merchant or any of its employees, o�cials, agents or 
representatives; (iii) any fraud, misrepresentation, manipulation, or other 
breach of this Agreement; and/or (iv) the Merchant’s violation of any law or 
rights of a third party.

In such occurrence, the Bank reserves the right, at its own expense, to assume 
the exclusive defence and control of any matter otherwise subject to 
indemnification by the Merchant, in which event the Merchant shall fully 
cooperate with the Bank in asserting any available defences.

The Merchant may not settle any action or claims on behalf of the Bank 
without the Bank’s prior written consent.

19. LIMITATION OF LIABILITY.

THIS AGREEMENT IS A SERVICE AGREEMENT. THE BANK DISCLAIMS ALL 
OTHER REPRESENTATIONS OR WARRANTIES, EXPRESS OR IMPLIED, 
MADE TO THE MERCHANT OR ANY OTHER PERSON, INCLUDING WITHOUT 
LIMITATION, ANY WARRANTIES REGARDING QUALITY, SUITABILITY, 
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OR 
OTHERWISE OF ANY SERVICES OR ANY GOODS PROVIDED INCIDENTAL 
TO THE SERVICES PROVIDED UNDER THIS AGREEMENT. 

NOTWITHSTANDING ANYTHING IN THIS AGREEMENT TO THE CONTRARY, 
IN NO EVENT SHALL THE BANK, OR ITS AFFILIATES OR ANY OF ITS 
RESPECTIVE DIRECTORS, OFFICERS, EMPLOYEES, AGENTS OR 
SUBCONTRACTORS, BE LIABLE UNDER ANY THEORY OFTORT, 
CONTRACT, STRICT LIABILITY OR OTHER LEGAL THEORY, FOR LOST 
PROFITS, LOST REVENUES, LOST BUSINESS OPPORTUNITIES, DELAYS IN 
THE RECEIPT OF FUNDS OR ERRORS IN DEBIT AND CREDIT ENTRIES 
CAUSED BY THIRD PARTIES INCLUDING ANY CARD ASSOCIATION AND/OR 
THE MERCHANT’S FINANCIAL INSTITUTION, EXEMPLARY, PUNITIVE, 
SPECIAL, INCIDENTAL, INDIRECT OR CONSEQUENTIALDAMAGES, EACH 
OF WHICH IS HEREBY EXCLUDED BY AGREEMENT OF THE PARTIES, 
REGARDLESS OF WHETHER SUCH DAMAGES WERE FORESEEABLE OR 
WHETHER ANY PARTY OR ANY ENTITY HAS BEEN ADVISED OF THE 
POSSIBILITY OF SUCH DAMAGES.

20.MONEY LAUNDERING PREVENTION.

The Bank may take whatever action it considers appropriate to meet any 
obligations, either in the Sultanate of Oman or elsewhere in the world, relating 
to the prevention of fraud, money laundering or terrorism financing and the 
provision of financial and other services to persons who may be subject to 
sanctions. 

Such actions include, but are not limited to, investigating, blocking and 
intercepting any Transaction particularly in the case of international transfer of 
funds; it may also include making enquiries to establish whether the Merchant 
and/or the Cardholder is subject to financial sanctions. 

The Bank shall not be liable for any loss, liability, delay or cost incurred by you 
as a result of such actions taken by it.

21. COMPLIANCE.

The Merchant shall comply and cause each of its employees to comply with 
this Agreement and all the applicable rules and regulations including, but not 
limited to, regulatory approvals and requirements applicable in the Sultanate 
of Oman by virtue of its obligations under this Agreement. The Merchant shall 
further conduct regular periodic monitoring of compliance with the regulatory 
requirements as instructed by the Bank from time to time.
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The Merchant shall comply with the Rules, including without limitation, those 
relating to Cardholder information security issues, non-disclosure of 
Cardholder information and Transaction documents, retention and storage of 
Cardholder and Transaction information and other security procedures 
adopted by the Associations.

The Merchant further confirms its agreement to abide by and fully comply 
with the CISP including the following procedures: (i) install and maintain a 
working network firewall to protect data accessible via the Internet; (ii) keep 
security patches up-to-date; Encrypt stored data; (iii) encrypt data sent across 
networks; (iv) use and regularly update anti-virus software; (v) restrict access 
to data by business “need to know”; (vi) assign a unique ID to each person 
with computer access to data; (vii) refrain from using vendor-supplied 
defaults for system passwords and other security parameters; (viii) track 
access data by unique ID; (ix) maintain a policy that addresses information 
security for employees and contractors; and (x) restrict physical access to 
Cardholder information. The Merchant understands that VISA may impose 
restrictions, fines, or prohibit the Merchant from participating in VISA 
programs if it is determined that the Merchant is non-compliant with the CISP. 
The Merchant may be required to comply with an audit to verify compliance 
with security procedures. The Merchant may seek compliance through 
adopting the relevant Payment Gateway functions, which are maintained to 
be CISP compliant.

The Merchant additionally confirms its agreement to abide by and fully 
comply with the following Transaction information security related 
procedures: (i) the sale or disclosure of databases containing Cardholder 
Account numbers, personal information, or other Card Transaction 
information to third parties is strictly prohibited by the Rules; (ii) unless the 
Merchant obtains consents from the Bank and each applicable Association, 
Issuing Bank and the Cardholder, the Merchant shall not use, disclose, sell or 
disseminate any Cardholder information obtained in connection with a Card 
Transaction (including without limitation, the names, addresses and Card 
account numbers of Cardholders, copies of imprinted Sales Records and/or 
Credit Records, mailing lists, magnetic tapes or other media obtained in 
connection with a Sales Record and/or Credit Record) except for purposes of 
authorizing, completing and settling Card Transactions and resolving any 
Chargebacks, retrieval requests or similar issues involving Card Transactions, 
other than pursuant to a court or governmental agency request, subpoena or 
order; (iii) proper controls for, limit access to, and render unreadable prior to 
discarding all records containing Cardholder account numbers and Card 
imprints shall be implemented by the Merchant; (iv) magnetic stripe data  shall 
not be retained and/or stored after a Transaction has been authorized; (v) 
electronically  captured signature of a Cardholder stored shall not be 
reproduced except upon a specific request of the Bank; (vi) all media 
containing Cardholder names, Cardholder account information, and other 
personal information, as well as Card imprints (such as Sales Records and 
Credit Records, auto rental agreements, and carbons) shall be stored in an 
area limited to selected personnel and, prior to discarding any such 
information, destroy it in a manner that renders the data unreadable; and (vii) 
in the event of the Merchant’s failure, including bankruptcy, insolvency, or 
other suspension of business operations, any materials that contain 
Cardholder account numbers, personal information, or Transaction 
information shall not be sold, transferred, or disclosed to third parties, and 
shall be returned to the Bank and/or destroyed upon acceptable proof of 
destruction to the Bank.

22.FORCE MAJEURE.

No party shall be liable for any default or delay in the performance of its 
obligations under this Agreement if and to the extent such default or delay is 
caused, directly or indirectly, by (i) fire, flood, elements of nature or other acts 
of God; (ii) any outbreak or escalation of hostilities, war, riots or civil disorders 
in any country; (iii) any act or omission of the other party or any government 
authority; (iv) any labor disputes (whether or not employees’ demands are 
reasonable or within the party’s power to satisfy); or (v) the non-performance 
by a third party for any similar cause beyond the reasonable control of such 
party, including without limitation, failures or fluctuations in 
telecommunications or other equipment.

In any such event, the non-performing party shall be excused from any further 
performance and observance of the obligations so a�ected only for as long as 
such circumstances prevail and such party continues to use commercially 
reasonable e�orts to recommence performance or observance as soon as 
practicable.

23.CONFIDENTIALITY.

The Merchant acknowledges that, pursuant to this Agreement, the Bank may 
provide to the Merchant information that is proprietary to the Bank. This 
includes any or all forms of media and information sent to the Merchant 
regardless of whether it is sent to the Merchant by email or in any another 
manner. 

The Merchant agrees to keep such proprietary information confidential and 
secure. The Merchant may not use, copy, adapt, alter all or part of the 
proprietary information which is disclosed or otherwise comes into its 
possession under or in relation to this Agreement and which is of a 
confidential nature. 

The Bank may disclose information to third parties pursuant to this Agreement 
in the following cases: (i) in order to comply with government or court orders; 
or (ii) if the Merchant gives the Bank a written permission to do so; or (iii) to 
enforce or defend the Bank’s rights in connection with this Agreement.

24.INTELLECTUAL PROPERTY.

Any data, information, logo, developed programs, or other information given 
to any Party by virtue of this Agreement or being associated with the 
personnel of any of the Parties shall remain the exclusive property of such 
Party.

The Merchant may not publish, release or make use of any data, information, 
logo, developed programs, or any other proprietary name and/or symbol of 
the Bank, VISA or MasterCard, unless the materials containing the same are 
provided to the Merchant by the Bank and/or are approved in advance by 
Bank, and, in either event, only while this Agreement is in e�ect, or until the 
Merchant is notified by the Bank or by VISA or MasterCard to cease usage.
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25.ADVERTISMENT.

The Merchant shall display the Banks’ advertising and promotional materials at 
noticeable points in the premises of the Merchant where the Equipment is 
installed. The Merchant further undertakes not to use any other material 
referring to the Bank or any other name, logo or design associated with the 
Cards without the Bank’s prior written consent.

26.ADDRESS AND NOTICES.

Unless otherwise provided herein, any notice, request, instruction or other 
document required permitted or to be given under this Agreement shall be in 
writing and if given by the Bank to the Merchant shall be deemed to have been 
given on the date and at the time the same shall be delivered personally or 
deposited in the postal system and addressed to the Merchant at the 
addresses on the execution page of this Agreement or at such other addresses 
as the Merchant may give to Bank from time to time by written notice, and if 
given by the Merchant to the Bank shall be deemed to have been given on the 
date and at the time the same shall be delivered personally or mailed by 
certified mail, postage prepaid with return receipt requested (such mailed 
notice to be e�ective on the date such receipt is acknowledged or refused)at 
the Bank’s address mentioned in its o�cial papers or at such other addresses 
as the Bank, as applicable, may give to the Merchant from time to time by 
written notice. Notice may also be sent by facsimile or email, and in such 
occurrence, such notice shall be deemed delivered at the date and time it was 
sent by either party to the other.

The Merchant shall keep the Bank informed about its business location at all 
times, during the Term of this Agreement, and, if the Bank holds Reserve 
Account funds for Merchant after the expiration or termination of this 
Agreement, then for such time until any Reserve Account funds are fully 
disbursed or applied by the Bank against amounts due from the Merchant.

27.FINANCIAL AND OTHER INFORMATION.

Upon request, Merchant will provide the Bank quarterly financial statements 
within forty-five (45) days after the end of each fiscal quarter and annual 
audited financial statements within ninety (90) days after the end of each 
fiscal year.

Such financial statements shall be prepared in accordance with generally 
accepted accounting principles. The Merchant shall also provide such other 
financial statements and other information concerning the Merchant’s 
business and its compliance with the terms and provisions of this Agreement 
as the Bank may reasonably request.

The Merchant authorizes the Bank to obtain from third parties financial and 
credit information relating to the Merchant in connection with its 
determination whether to accept this Agreement and the Bank’s continuing 
evaluation of the financial and credit status of the Merchant.

The Bank may also access and use information which the Merchant has 
provided to the Bank for any other reason. Upon request, the Merchant shall 
provide to the Bank or its representatives reasonable access to the Merchant’s 
facilities and records for the purpose of performing any inspection and/or 
copying of the Merchant’s books and/or records deemed appropriate.

The Merchant will provide the Bank with written notice of any judgment, writ, 
warrant of attachment, execution or levy against any substantial part 
(twenty-five percent (25%) or more in value) of Merchant’s total assets not 
later than three (3) days after Merchant becomes aware of the same.

28.MISCELLANEOUS.

The o�cial text of this Agreement shall be in Arabic. In the event of any 
dispute concerning the interpretation or construction of this Agreement, 
reference shall be made only to this Agreement as written in Arabic. Should it 
be required to translate this Agreement into the English language or any other 
language, the Arabic language version of this Agreement shall nevertheless 
prevail.

The headings and subheadings contained herein shall not be considered a part 
of this Agreement. Words in this Agreement that are in the singular include the 
plural and vice versa, unless the context requires otherwise.

This Agreement may be executed in multiple counterparts, all of which shall 
constitute one agreement.

This Agreement and its annexes are the entire agreement between the Bank 
and the Merchant concerning the Services provided by the Bank to the 
Merchant under this Agreement and supersede all previous agreements, 
communications, representations or discussions between the Bank and the 
Merchant relating to this Agreement. Any other banking agreements made 
between the Bank and the Merchant and/or any other obligations pertaining 
to the Merchant’s bank accounts held by the Bank shall remain unchanged.  

The Bank may change or cancel the one or more of the Services as described 
herein at any time without cause, subject to applicable laws and regulations 
and upon a seven (7) days’ written notice served to the Merchant prior to 
entry into force. The Merchant agrees to review such amendments 
immediately upon receipt of such notice, and in case a termination notice is 
not sent within the seven (7) days abovementioned term in accordance with 
the applicable terms and conditions of this Agreement, the content of such 
notice shall be e�ective at the expiry of such notice term.

Each of the terms of this Agreement is severable from the others and if one or 
more of them becomes void, illegal or unenforceable, the remainder will not be 
a�ected in any way. 

Subject as provided below, a person who is not a party to this Agreement has 
no right to enforce any provision of this Agreement. A�liates of the Bank 
which are not parties to this Agreement, and any sub-contractor of the Bank 
or its a�liates may nevertheless enforce this Agreement against the Merchant, 
subject to and in accordance with this Agreement and any applicable 
regulations and laws.

This Agreement shall be binding upon and inure to the benefit of the parties 
and their respective successors and assigns. 

The Parties to this Agreement do not require the consent of any person who 
is not party to this Agreement to rescind or vary this Agreement at any time.

All representations, warranties, covenants and indemnities shall survive the 
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expiration or termination of this Agreement. 

The Merchant shall review Operating Manuals concerning the procedures to 
be followed and prescribed forms to be used in carrying out the Transactions 
while using the Equipment as delivered along with the Equipment or published 
by the Bank on its website from time to time.

Personal Information Protection. Parties agree to comply with all applicable 
personal data protection and other laws to the same or similar purpose in all 
relevant jurisdictions.

The Bank shall provide the Merchant with statements via e-mail to the email 
address provided in this Agreement and as recorded in the Bank’s systems. 
Should the Merchant require paper or duplicate statements or any other 
additional documentation, then the Bank may charge an appropriate fee for 
the provision of such paper or duplicate statements or additional 
documentation.

Except in the case of manifest error, any Statement provided by the Bank shall 
be conclusive as to all matters of fact to which it refers. The Bank may only 
accept to consider disputes made to such Statements if submitted in writing 
within Thirty (30) days’ of receipt by the Merchant.

Neither the failure nor any delay on the part of the Bank to exercise any right, 
remedy, or privilege hereunder shall operate as a waiver or give rise to an 
estoppel nor be construed as an agreement to modify the terms of this 
Agreement, nor shall any single or partial exercise of any right, remedy, or 
privilege with respect to any occurrence to be construed as a waiver of such 
right, remedy, or privilege.

No waiver by a party hereunder shall be e�ective unless it is in writing and 
signed by the party making such waiver, and then such waiver shall apply only 
to the extent specifically stated in such writing. 

Any transfer or assignment of this Agreement by the Merchant, without the 
prior written consent of the Bank, by operation of law or otherwise, is voidable 
by the Bank. Furthermore, the Merchant shall indemnify and hold the Bank 
harmless from all liabilities, Chargebacks, expenses, costs, fees and fines 
arising from such transferee’s or assignee’s submission of Card transactions to 
the Bank for processing.

Subject to the Rules, the Bank shall only assign or transfer this Agreement and 
its rights and obligations hereunder and/or may delegate its duties hereunder, 
in whole or in part, to any third party, on the condition of receiving prior 
written consent by the Merchant.

Nothing in this Agreement shall be deemed to constitute a partnership 
between the Parties nor constitute either Party as being the agent of the other 
Party or otherwise entitle a Party to have authority to bind the other Party for 
any purpose other than the purpose contemplated in this Agreement.

During the Term of this Agreement, the Merchant shall not enter into any 
agreement or engage with any other service provider for the provision of 
Services similar to or competitive with the e-Payment Gateway Services 
subject of this Agreement.

29.LEGAL FEES AND COSTS.

The Merchant agrees to pay the legal fees and costs the Bank will incur in 
seeking legal advice in matters not in the ordinary course of the Services 
relationship established under this Agreement, including, without limitation, 
contract disputes, legal procedures, bankruptcy or similar events, whether the 
fees or costs are incurred during or after the Term of this Agreement.

30.GOVERNING LAW AND DISPUTE RESOLUTION.

This Agreement and any dispute, claim or issue arising out of or in connection 
with this Agreement, whether of a contractual or non-contractual nature, shall 
be governed by the laws of the Sultanate of Oman. Parties agree to 
irrevocably submit to the exclusive jurisdiction of the courts of the Sultanate 
of Oman.

For and on behalf Bank Dhofar

Mr. __________________________________________________

Position: __________________________________________________

Date: __________________________________________________

Signature: __________________________________________________

For and on behalf of Merchant

Mr. __________________________________________________

Position: __________________________________________________

Date: __________________________________________________

Signature: __________________________________________________
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This Internet Card Acquiring Services MERCHANT AGREEMENT, including the 
attached Merchant application (the “Application”) (which is an integral part 
hereof and is expressly integrated herein and made a part hereof) (collectively 
referred to as the “Agreement”) is entered into by and between BANK DHOFAR 
S.A.O.G (hereinafter referred to as the “Bank”) and the undersigned Merchant 
(hereinafter referred to as the “Merchant”).

PREAMBLE

WHEREAS, the Bank is engaged in the general banking business and is a 
full-fledged member of Visa International and MasterCard Worldwide, including, 
but not limited to, providing acquiring services to merchants that accept a valid 
card bearing the service mark of VISA, MasterCard, Diners Club or American 
Express (hereinafter each referred to as the “Card”) for payment for Products (as 
defined below).

WHEREAS, the Merchant desires to use the ITA’s Sultanate of Oman e-Payment 
Gateway services to authorize and process Card Transactions and use the 
Internet Acquiring Services (as defined below) provided by the Bank to settle 
Card Transactions for payment by Cardholders for Products obtained from the 
Merchant through the Internet.

NOW, THEREFORE, in consideration of the representations, covenants and/or 
promises made in this Agreement (including the Application), the parties hereby 
agree as follows:

1. RECITALS AND DEFINITIONS.

The Merchant hereby acknowledges and a�rms each of the Recitals 
contained above.

The parties agree that the Preamble as set forth herein is incorporated herein 
by reference and made a part of this Agreement.

The Merchant acknowledges that the signature of the Bank’s sales 
representative on the Application does not constitute an approval by the Bank 
of this Agreement and that this Agreement is not and shall not be e�ective 
until it has been approved by the Bank.

Such approval, if given, shall be evidenced by the issuance of an approved 
Merchant Account Number by the Bank to the Merchant.

Capitalized terms used in this Agreement shall have the meanings set forth 
herein, including the following capitalized terms set forth below:

“Merchant” means the person or the legal entity named in this Agreement and, 
if approved and accepted by the Bank, who enters into this Agreement with 
the Bank with the aim to use the Services.

“Association” means any entity formed to administer and promote the Cards 
(including without limitation VISA and MasterCard). 

“Authorization” means the approval given by, or on behalf of, the Issuing Bank 
to validate a Transaction for a Merchant or another a�liate bank. 

“Batch” means a day’s worth of Transactions, including Sales Records and 
Credit Records, to be processed by the Bank at end of each Business Day. 

“Business Day” means any day on which the Bank is open for business, other 
than Fridays & Saturdays or other bank holidays.

“Card” means a valid credit card or a valid debit card or a valid pre-paid card 
bearing the service mark of VISA, MasterCard, Diners Club or American 
Express.

“Cardholder” means the individual whose name is embossed on a valid Card 
and any authorized user of such Card.

“CISP” means the Cardholder Information Security Program implemented by 
VISA to protect Cardholder data. The (“CISP”) applies to the Merchant if the 
Merchant processes or stores Cardholder data as a result of Internet or 
Mail/Telephone acceptance of VISA Card account information. A copy of the 
complete VISA Cardholder Information Security Standards manual and a 
Self-Assessment Worksheet can be obtained online at www.visa.com/cisp.

“Chargeback” means the procedure by which a Sales Record or other indicia 
of a Card Transaction (or disputed portion thereof) is denied or returned to 
the Bank or to the Issuing Bank after it was entered into the appropriate 
settlement network for payment, in accordance with the Rules, for failing to 
comply with the Rules including, without limitation, Cardholder disputes, the 
liability of which falls on the Merchant.

“CTMF” or “MATCH File” means the combined terminated merchant file 
maintained by MasterCard and containing the business name(s) of merchants 
and the names and identification of principals of merchants which have had 
their merchant processing agreements terminated for one or more of the 
reasons specified in the Rules.

“Credit Record” means all documents or the electronic record of such 
documents used to evidence any refund or price adjustment given by the 
Merchant to a Cardholder for a previous sale Transaction, which must conform 
to the Rules. The format for each Credit Record must be approved by the 
Bank.

“SA” or “Settlement Account” means a direct deposit account open in a 
financial institution designated by the Merchant as the account to be debited 
and credited by the Bank for Card Transactions, and by the Bank for fees, 
Chargebacks, and other amounts due under or in connection with this 
Agreement.

“Discount Fee” means the amount charged to the Merchant for processing its 
daily Card Transactions, which is computed as a percentage of the gross 
amount of the Merchant’s Sales Records. Discount Fee shall not be reimbursed 
to the Merchant even when Merchant needs to perform any refund or price 
adjustment after the Sale Record is completed. Discount Fee shall be 
deducted from the gross sales amount acquired by the Bank on behalf of the 
Merchant, and the net credit shall be paid to the Settlement Account.

“Electronic Record” means data that is transcribed in a form acceptable to the 
Bank and suitable for electronic processing.

“Event of Default” means those events listed in Clause 15 of this Agreement. 
Settlement Networks.

“e-Payment Gateway” means the payment service that allows the Merchant to 
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participate in acceptance of the Card Transactions made by Customers via 
certain electronic access methods.

“Equipment” means the electronic devices made available by the Bank to the 
Merchant in order to process the Card Transactions.

“Interchange Fee” means the fee that is paid daily by the Bank to VISA, 
MasterCard or any other association for entering Sales Records and Credit 
Records into their respective Settlement Networks.

“Issuing Bank” means the Cardholder’s bank, or the bank that has issued a 
Card.

“ITA” means the Sultanate of Oman’s Information Technology Authority.

“Merchant Account Number” means the number assigned and issued by the 
Bank to the Merchant, if and only if, the Merchant is approved and this 
Agreement is accepted by the Bank that numerically identifies the Merchant 
to the Bank for accounting, billing, customer service and other related 
purposes in connection with the Services. Issuance of the approved Merchant 
Account Number to the Merchant will evidence the acceptance and approval 
of the Merchant of the provisions of this Agreement.

“Merchant Reserve Account” or “Reserve Account” means an account 
established at and managed by the Bank for the deposit of the funds received 
from the Merchant pursuant to this Agreement as collateral to protect the 
Bank against actual or contingent liability or losses (i.e. reserves) that might be 
incurred by the Bank should the Merchant be unable or fail to pay 
Chargebacks, adjustments, fees and other charges and obligations due to the 
Bank under this Agreement.

“Monthly Sales Processing Volume” or “Monthly Sales Volume” means the 
gross Omani Rial (OMR) amount of Card Sales Records, before return, refund, 
or exchange that are generated by the Merchant and processed by the Bank 
during a calendar month pursuant to this Agreement.

“Products” means goods and/or services sold, rented or rendered by the 
Merchant.

“Recurring Transaction” means a transaction whereby the Merchant charges 
a Cardholder’s Card periodically for recurring goods or services (e.g., monthly 
insurance premiums, yearly subscriptions, annual membership fees) that are 
to be delivered or performed periodically.

“Rules” means the written rules and regulations, system manuals, procedures 
and requirements, releases and interpretations thereof and other 
requirements (whether contractual or otherwise) imposed or adopted by any 
Association (including without limitation VISA, MasterCard, Diners Club and 
American Express) as the same may be amended from time to time. The Bank 
shall provide the relevant Rules to the Merchant and advise the Merchant in 
prior notice via written communication whenever there is any change to the 
Rules.

“Sales Record” means all documents or the electronic record of such 
documents used to evidence the sale of Products through the use of the 
Cards. The format for each Sales Record must be approved by the Bank.

“Services” means the acquiring activities undertaken by the Bank (including 
by or through authorized third party service providers) to acquire and settle 
VISA, MasterCard, Diners Club and American Express Card Transactions 
undertaken by Cardholders at the Merchant’s Internet website for 
Goods/Services purchase, whose business is registered in the Sultanate of 
Oman, and all other activities necessary for the Bank to perform the functions 
required by this Agreement for all other cards, if any, that may be covered by 
this Agreement.

“Transaction” means the initiation of a sale inquiry or a consummation of a 
sale/rental of Products or of a credit to a Cardholder by the Merchant by 
means of a Sales Record or Credit Record, respectively.

“Transmittal” means the process whereby Sales Records and Credit Records 
are electronically transferred in the form of electronic records.

These Internet Acquiring Services terms and conditions govern the 
relationship between the Bank and the Merchant for all the Merchant’s 
Products and Services available on the Internet.

These Internet Acquiring Services terms and conditions expressly govern, 
without limitation, software products, hosting services, secure payment 
gateway services and related support and maintenance services obtained 
through the Bank in connection with the Merchant’s Products available on the 
Internet.

The Merchant understands and agrees that it may be required to enter into 
additional specific agreements for software products, hosting services or 
other e-Commerce products and services as the Bank nay determine at its sole 
discretion.

2. HONORING CARDS. 

The Merchant shall follow the procedures for Card acceptance in the manner 
provided for under this Agreement in connection with each Transaction and 
shall fully comply with and abide by all applicable Rules, as amended from 
time to time by the Associations and as accordingly advised by the Bank 
through written communication within a reasonable advance notice period. 

While honoring Card, the Merchant shall abide by the terms and conditions set 
out in this Agreement, the Rules and the following VISA and MasterCard 
instructions: the Merchant (i) shall honor, without discrimination, all valid 
Cards when properly presented as payment by a bona fide Cardholder for a 
bona fide Transaction; (ii) shall not establish procedures that discourage, 
favor, or discriminate against the use of any particular Card. If the Merchant 
does not deal with the public at large (e.g. a private club), the Merchant must 
honor all valid Cards of Cardholders who have purchasing privileges or 
memberships with the Merchant; (iii) shall not establish minimum or maximum 
Transaction amounts as a condition for accepting Cards; (iv) shall not impose 
any surcharge or fee for accepting a Card or establish any special conditions 
for accepting a Card; (v) unless permitted under the Rules, the Merchant shall 
not require a Cardholder to provide any personal information, such as a home 
or business address or telephone number, or a driver’s license or other proof 
of identification as a condition of honoring a Card, unless instructed by the 
Bank. The exception to this is for a mail/telephone order or delivery required 
Transaction; (vi) any taxes that the Merchant collects (and any other similar 

15

2

handling fees) must be included in the total Transaction amount and not 
collected separately in cash nor processed as an additional Transaction; (vii) 
shall not indicate that Visa, MasterCard or any other Association endorses its 
goods or services; and (viii) Shall adequately display Visa, MasterCard and, if 
applicable, other Association decals and program marks on the promotional 
materials as required by any Association Rules.

3. AUTHORIZATIONS.

The Merchant understands and acknowledges that an Authorization only 
confirms the availability of the Cardholder’s credit at the time of the 
Authorization, and as such does not warrant that the person presenting the 
Card is the rightful Cardholder, nor is it an unconditional promise, guarantee or 
representation by the Bank that a Transaction is or will be deemed valid and 
not subject to dispute, debit or Chargeback.

The Merchant understands that, without limitation thereto, processing of 
Transactions when a Card is not present may result in an exception to normal 
processing, including if, unauthorized software or direct data transmission 
information results in erroneously transmitted data; and the Merchant further 
understands and agrees that, failure to abide by the procedures and Rules, 
including without limitation, those set forth below (which are in addition to 
and not in lieu of the Rules and/or terms of this Agreement), may subject the 
Merchant to increased risk of possible Chargeback, penal charges and/or 
termination of this Agreement.

The Bank shall endeavor to increase the protection of the Merchant by 
enrolling the Merchant for 3D secure authentication processing with the 
respective Card Associations.

The Merchant: (i) shall authorize all Transactions and refrain from setting any 
floor limits to the Transactions; (ii) failure to authorize sales Transaction may 
result in a Chargeback and/or the termination of this Agreement; (iii) the 
Merchant may not attempt to obtain multiple Authorizations for a single 
Transaction; (iv) authorizations cannot be “forced in” by reducing the 
Transaction amount to find an approved authorized amount; and (v) For 
Cards other than VISA and MasterCard (if any, that the Bank have expressly 
approved for the Services), the Merchant shall follow the procedures and 
Rules for Authorization and acceptance for each such other Card Association.

In case the Merchant engages in the practice of delayed delivery or accepting 
deposits, then the Merchant shall respect the following additional Rules and 
requirements (in addition to, and not in lieu of, other applicable procedures 
and Rules) to obtain Authorization for any delayed delivery or deposit balance 
Transaction Authorization:  where merchandise is to be shipped or services 
provided at a later date, an Authorization is considered to be valid if: (i) the 
merchandise shipping date is within seven (7) calendar days of the date 
Authorization was obtained or the services are provided; and (ii) the 
Transaction amount does not exceed the authorized amount plus fifteen 
percent (15%), representing shipping costs. In any case, all Transactions with 
an Authorization dated more than fifteen (15) days or the agreed time 
required for shipment or services between the Merchant and the Cardholder 
prior to the shipping date or date services are rendered, may result in an 
increased risk of Chargeback, and in case of a dispute, a copy of the 
agreement between the Merchant and the Cardholder shall be provided to the 
Bank.

4. PAYMENTS SETTLEMENT.

The Merchant shall at all times maintain a Settlement Account with the Bank 
or with another financial institution of the Merchant’s choice provided that 
such financial institution: (i) belongs to the Central Bank of Oman; (ii) is a 
member of the Automated Clearing House (the “ACH”) network; (iii) can 
accept ACH transactions; and (iv) is in position to debit and/or credit funds in 
the frequency agreed upon between the Bank and the Merchant.

Funds due to the Merchant for Transactions shall be processed and 
transferred to the Settlement Account in the frequency agreed upon between 
the Bank and the Merchant.

Merchants having their Settlement Account maintained by the Bank shall 
allow the Bank to directly credit/debit such Settlement Account to settle 
funds payment corresponding to all Sales Records, Credit Records and any 
applicable charges thereto; and the Bank shall credit the net amount of Sales 
Record to such Settlement Account after deducting discount fees from the 
settlement amounts and any other recovery of dues such as Chargebacks and 
fraud related charges.

Merchants having their Settlement Account maintained by another financial 
institution shall allow the Bank to settle funds payment for the Merchant by 
sending payment request via the ACH system to the financial institution for 
crediting/debiting to the Settlement Account; and in such case, shall 
authorizes such financial institution to e�ect all such net credit to the 
Settlement Account.

The Merchant shall provide a separate direct-debit authorization form to the 
financial institution where the Settlement Account is maintained knowing that 
such authorization shall be, without respect to the source of any funds in the 
Settlement Account, irrevocable and coupled with an interest, and shall 
remain in full force and e�ect until the Bank has given written notice to such 
financial institution that all monies due under this Agreement and any other 
agreements with the Bank have been paid in full. The Merchant further 
authorizes the Bank, at its sole discretion, to debit any other banking account 
maintained by the Merchant for any and all such amounts due by the Merchant 
to the bank. Alternatively, the Bank may elect to invoice the Merchant for any 
such amounts, net due thirty (30) days after the invoice date or on such earlier 
date as may be specified.

The Merchant hereby authorizes the Bank to access information from the 
Settlement Account and to initiate credit and/or debit entries and 
adjustments, as well as any credit entries made in error, to the Settlement 
Account by the ACH transfer process and/or through direct instructions to (or 
such other arrangements as we deem appropriate) the financial institution 
where the Settlement Account is maintained for amounts due under this 
Agreement and any other agreements with the Bank.

All settlements towards the Transactions shall be net of credits/refunds, 
adjustments, applicable Discount Fees when due, Chargebacks or other 
adjustments, charges and any other amounts then due from the Merchant.

The Merchant understands and hereby acknowledges that the Discount Fee is 
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earned at the time of the Transaction and is not subject to refund.

Within the first twenty four (24) hours after funds or any other payments due 
to the Merchant are credited to the Settlement Account, such funds shall be 
subject to, among other things, Chargebacks (including the Bank related 
losses) fees, assessments, and fines imposed by the Associations if any; and 
the Bank may debit or credit the Settlement Account for any deficiencies, 
overages, fees, fines, charges, and pending Chargebacks, or may deduct such 
amounts from any settlement funds due to the Merchant.

In the event that a payment is rejected by the Merchant’s bank or fails to arrive 
within five (5) Business Days after the Bank’s attempted ACH payment, the 
Bank may provide an option to issue cheques for any funds due to the 
Merchant until the ACH problem is resolved provided that all such payments 
and the resolution of all such issues are solely borne by the Merchant. Should 
the Merchant accept to avail cheques from the Bank, the Bank may charge a 
processing fee per cheque, notwithstanding any lesser amount shown in this 
Agreement.

The Merchant understand that due to the nature of the ACH and the electronic 
networks utilized for the movement of funds and the fact that not all banks 
belong to the ACH network payments to the Merchant can be delayed and 
therefore, the Bank cannot guarantee the timeliness with which any ACH 
payment may be credited by the Merchant’s Settlement Account.

The Bank shall not be liable for any delays in receipt of funds or errors in debit 
and credit entries caused by third parties, including but not limited to any 
Association or the Merchant’s financial institution, and the Merchant shall 
cooperate with the Bank to help resolve any problems in crediting/debiting 
the Settlement Account.

The Bank reserves the right to divert and hold all funds when the Bank is 
investigating the breach of any warranty, covenant, representation, or 
agreement by the Merchant or has reasonable cause to believe that the 
Merchant may have violated any provision of this Agreement and/or the Rules 
and/or is engaged in illegal, fraudulent or suspicious activity.

The Merchant hereby agrees to be bound by the terms of the operating rules 
of the automated clearing house system as in e�ect from time to time.

5. RETURNS AND CREDITS.

In case, during the term of this Agreement, any goods are accepted for return 
or any services are refunded, terminated or cancelled, or any price adjustment 
is allowed by the Merchant (other than involuntary refunds by airlines or other 
carriers when required by applicable tari�s and except where otherwise 
required by law or governmental regulations), the Merchant may not make 
any cash refund to the Cardholder and shall process a Credit Record 
Transaction within three (3) Business Days from the occurrence of such return, 
refund, cancellation or adjustment; and in such occurrence, the Merchant may 
not be entitled to any refund of any of the fees or charges associated with the 
original Transaction and initially due by the Merchant towards the Bank.

The Merchant shall date each Credit Record with the Transaction date 
including: (i) thereon a brief description of returned goods and/or refunded, 
terminated or cancelled services and/or prices adjusted; and (ii) the amount of 
credit in su�cient details to identify the Transaction; and provide the 
Cardholder with a completed copy of such Credit Record at the time of each 
return or cancellation of a Transaction.

With proper disclosure at the time of the Transaction, the Merchant may: (i) 
refuse to accept goods in return or exchange and refuse to issue a refund to a 
Cardholder; or (ii) accept the returned goods in exchange for the Merchant’s 
promise to deliver Products of equal or greater value available from the 
Merchant at no additional cost to the Cardholder. For the purposes of this 
paragraph, proper disclosure shall be deemed to have been given only if, at 
the time of the Transaction, the following notice appears on all copies of the 
Sales Record (or disclosure if Card is not present) in legible letters at least 
one-quarter (1/4) inch high and adjacent to the text stating “NO REFUND” or 
“EXCHANGE ONLY” or “IN STORE CREDIT ONLY” as applicable, or equivalent 
language. Even with this provision being adhered to it does not guarantee 
avoidance of Chargeback.

6. RESERVE ACCOUNT.

Notwithstanding any other provision to the contrary contained in this 
Agreement, the Merchant hereby expressly acknowledges that the Bank 
reserves the right to establish and the Merchant hereby authorizes the Bank to 
establish, at any time prior to, at, or after termination of this Agreement and 
with or without prior notice to the Merchant a non-interest bearing Reserve 
Account.

The Reserve Account funds may be used to cover Chargebacks, credits, fines, 
costs, assessments, and other obligations of the Merchant that are incurred 
under this Agreement.

The initial amount of the Reserve Account shall be set by the Bank in its sole 
discretion, based upon, but without limitation thereto, the Merchant’s 
processing history and the potential overall credit risk to the Bank.

At the Bank’s sole discretion the Reserve Account may be funded on a rolling 
reserve basis (the “Rolling Reserve”) from a portion (percentage) of the funds 
from each Transaction and/or by requiring a deposit of funds to the Reserve 
Account.

If a Reserve Account is required at the time that the Application is approved, 
the amount of the Reserve Account and the funding method (up-front 
deposit, fixed amount or Rolling Reserve), including the percentage applicable 
for each Sale Transaction and the number of months used for such Rolling 
Reserve shall be as stated on the Application unless otherwise modified and 
agreed upon in writing by the Merchant and the Bank.

If a Reserve Account is required at a later time, the Bank may establish the 
Reserve Account immediately and notify the Merchant of that fact (or any 
changes in the required reserve amount, funding method, Rolling Reserve 
percentage or period, or other terms).

The Merchant acknowledges and understands that the Reserve Account 
Maintenance Fee disclosed in the Application will be deducted on a monthly 
basis from funds in the said Reserve Account.

The Merchant hereby authorizes the Bank, without notice or demand, if the 
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Merchant fails to respond within a reasonable time as determined by the Bank, 
to o�set any related fees, losses, charges, costs and amounts for any other 
obligations of the Merchant due the Bank under this Agreement from and 
against the Merchant’s Reserve Account funds or any other deposit accounts 
of the Merchant maintained at any financial institution when adequate funds 
are not available in the Settlement Account or from funds otherwise due to the 
Merchant under this Agreement.

The Merchant hereby expresses in writing and hereby gives the necessary 
instructions and authorizations to permit such o�set by the Bank from any 
deposit accounts held by any financial institutions for the Merchant, and 
further releases such financial institutions from any liability for any good faith 
compliance with the express written instruction and authorization as set forth 
herein to permit such o�set by the Bank. The Merchant further agrees that 
such financial institutions may rely upon an executed copy of this Agreement 
as may be provided by the Bank for the purposes such o�set.

After payment or adequate provision for payment is made by the Merchant to 
the Bank for all obligations on the part of the Merchant to the Bank under this 
Agreement, including, without limitation, any and all amounts due for any 
payment gateway utilized by the Merchant under this Agreement and the 
Rules, the Merchant may request the Bank to disburse any and all funds due 
the Merchant remaining in the Reserve Account.

Unless otherwise agreed upon in writing by the Bank, such funds shall not be 
disbursed to the Merchant until the end of two hundred and seventy (270) 
days from the date of the last Chargeback or Transaction, whichever is later, 
unless the Bank in its sole and absolute discretion, has reasons to believe that 
Chargeback rights under the then applicable Rules may be longer than such 
two hundred and seventy (270) day period of time, in which event such funds 
may not be disbursed until the expiration of the period of time for such 
Chargeback rights.

If requested by the Merchant, the Bank shall set the date when funds available 
in the Reserve Account, held beyond such two hundred and seventy (270) day 
period as referenced above, may be released and shall notify the Merchant of 
such date. No funds held in the Reserve Account shall accrue or bear interest.

Without limiting the rights of the Bank set forth above, the Merchant 
acknowledges that the establishment of, or a change in the amount 
percentage or other terms of Reserve Account and/or increase to the 
Discount Fee or other Fees may, without limitation thereto, result from the 
Bank’s determination that any of the following has occurred: (a) the Merchant 
engages in any processing of charges which represents an overcharge to the 
Cardholder by duplication of charges; (b) any activity designed by the 
Merchant to circumvent a pre-requisite when attempting to process a 
Transaction for a Cardholder; (c) failure by the Merchant to fully disclose the 
true nature of its business to the Bank to permit a fully-informed decision as to 
the suitability of Merchant for approval of the Application and the acceptance 
of this Agreement; (d) failure by the Merchant to fully disclose the true 
ownership, or any change in such ownership, of the Merchant’s business entity; 
(e) processing by the Merchant of unauthorized charges; (g) processing by 
the Merchant of any credits through any Cardholder account; (h) any 
misrepresentation made by the Merchant in completion of the Application or 
any breach of any other covenant, warranty or representation of the Merchant 
contained in this Agreement, including, without limitation, a change of type of 
business without prior approval by the Bank; (i) the Merchant has 
Chargebacks which exceed one percent (1%) (as determined by the 
Associations and amended from time to time) of the total number of Sales 
Record Transactions completed by the Merchant in any given thirty (30) day 
calendar period, such thirty (30) day calendar period not limited to any 
specific monthly cycle; (j) excessive number of requests for retrieval of 
documentation; (k) excessive credits that exceed sale Transactions by ten 
percent (10%); (l) any form of financial instability or diminishment of the 
financial condition of the Merchant; or (m) whenever the Bank, in its sole 
discretion, believes that the Bank has a credit risk exposure and that recovery 
of any amounts due or which may become due from the Merchant, are in 
jeopardy or that the Bank may incur losses in connection with or related to the 
Services provided to the Merchant under this Agreement.

7. LIEN, SECURITY INTEREST AND SET-OFF.

The Merchant hereby grants the Bank a lien and security interest in and to any 
of the Merchant’s funds pertaining to the Transactions contemplated by this 
Agreement now or hereafter in the Bank’s possession, whether now or 
hereafter due or to become due to the Merchant for the purpose of securing 
the Merchant’s obligations towards the Bank and its a�liates under this 
Agreement and any other agreement for the provision of the Services or the 
furniture of the related equipment.

The Bank shall be entitled to set-o� against any amounts due and payable by 
the Merchant and not paid by the Merchant in the agreed upon manner any 
amounts held by the Bank for the account of the Merchant in with all the 
related charges being borne by the Merchant. In addition to the foregoing, the 
Merchant agrees that all cash, credit balances, goods and other assets 
including, but not limited to, precious metals whether coined or not, shares, 
stocks, bonds, notes, cheques, debentures, certificates of deposit, negotiable 
instruments including bills under collection and any other securities of any 
kind whatsoever, which are at the time being or could be in the future in the 
possession of the Bank, its custody or power, or deposited with or transferred 
to the Bank, its agents or any of its branches for the Merchant’s account 
whether held individually or jointly with any other person, including all rights 
and entitlements arising therefrom or attached thereto shall be charged as a 
continuing security in favor of the Bank and may be, in that sense, set o�, 
appropriated, sold or applied in or towards due payment to the Bank of all 
sums to the due satisfaction of all the obligations for which the Merchant is at 
the time being or in the future indebted or liable to the Bank on any account 
or in any manner whatsoever, and whether individually or jointly with any 
other person, and under whatever name or form.

The Merchant agrees to duly execute and deliver to the Bank such instruments 
and documents as may be reasonably requested to render enforceable such 
lien, security interest, right to set o�, recoupment and subordination set forth 
in this Agreement. 

8. REQUESTS FOR ADJUSTMENTS OR REFUNDS.

Requests for adjustments shall be made through a written notification to the 
Bank within thirty (30) days after any debit or credit is or should have been 
e�ected.
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If the Merchant notifies the Bank after such time period, the Bank may, in its 
absolute discretion, assist the Merchant, at its own expense, in investigating 
whether any adjustments are appropriate and whether any amounts are due 
to or from any other parties without any obligation on the back of the Bank to 
investigate or to continue such investigation or to carry out any future 
investigation or e�ect any such adjustments.

9. CHARGEBACKS.

The Merchant shall be responsible for any and all Chargebacks as well as 
Association fines, assessments and fees related to or arising out of such 
Chargebacks in the manner provided for in the Rules, and shall reimburse the 
Bank for and upon its demand, the face amount of such Chargebacks, fines, 
assessments and fees. Further, the Merchant shall be liable and shall reimburse 
the Bank for any and all return items, or other losses resulting from the 
Merchant’s failure to produce, within the applicable time limits, any Sales 
Records as it may be requested by the Bank. 

The Bank shall have the right to debit the Merchant’s incoming Chargebacks, 
through the Settlement Account or any other funds of the Merchant in the 
Bank’s direct or indirect control by reason of the security interest granted to 
Bank by the Merchant pursuant to Clause 15 of this Agreement, and to charge 
such Chargebacks to the Merchant, including without limitation, in any of the 
following situations: (a) where the Transaction is for a type of Product sold 
other than as disclosed in the Application and approved in advance by Bank 
and the sales Transaction was charged back; (b) where the goods have been 
returned or the services cancelled by a Cardholder and the Cardholder 
requested a Credit Record and such Credit Record was not processed by the 
Merchant within three (3) Business Days; and (c) where a Cardholder 
contends or disputes in writing to the Bank or to the Issuing Bank that: (i) the 
products were not received by the Cardholder; or (ii) the products received by 
a Cardholder do not conform to the description on the Sales Record; or (iii) 
the products were sold in a misleading fashion or manner by the Merchant; or 
(iv) the products were defective; or (v) the dispute reflects a claim or defense 
authorized against issuers or creditors by a governmental agency, a relevant 
statute or regulation; (vi) where a Sales Record or Credit Record was not 
received by the Bank as required in accordance with the terms of this 
Agreement or those of the Rules; (vii) where the Sales Record was not 
completed as required by this Agreement or by the Rules; (viii) the Cardholder 
has certified in writing to the Bank or to the Issuing Bank that the Cardholder 
did not make or authorize such a Transaction (ix) where the Issuing Bank or 
the Bank has information or belief that the Merchant fraud occurred at the 
time of the Transaction(s), whether or not such Transaction(s) was properly 
authorized by the Issuing Bank, and the Cardholder neither participated in nor 
authorized the Transaction(s); (x) in any other situation where the Sales 
Record was executed or depository credit was given to the Merchant in 
circumstances constituting a breach of any representation or warranty of the 
Merchant or in violation of the Rules, whether or not a Transaction is charged 
back by the Issuing Bank.

If, with respect to any one of the Merchant’s outlets, the amount of any Card 
counterfeit or fraud incidences becomes excessive, and in the sole and 
absolute discretion of Bank, the Merchant may be charged back for all 
Transactions terminated immediately for such cause, and the Merchant’s 
funds, including but not limited to those incoming Transactions; and those in 
the Merchant’s Account and Reserve Account shall be held pursuant to the 
provisions of this Agreement, including without limitation pursuant to the 
provisions of Clauses 6 and 7 of this Agreement.

The Bank shall have the right to assess the Chargeback Fee for each 
Chargeback plus the amount of any Chargeback fines or penalties assessed by 
the Associations against the Bank for Transactions arising from the activities 
of the Merchant, or any other charges as may be established by the Bank from 
time to time. Further, the Bank shall have the right to assess, at its sole and 
absolute discretion, the fee for processing any fines or penalties that may be 
charged by the Associations towards the Bank.

Should the Merchant agree to process any Transaction while the Card is not 
present, then the Merchant shall bear one hundred percent (100%) of the risk 
of Chargeback and any fees resulting from such Transaction as provided for 
under the Rules, and the Merchant shall, without limiting any other provisions 
in this Agreement, hold the Bank harmless from any losses, claims and costs 
arising from or associated with all such Transactions and/or Authorizations.

10. ADDITIONAL RULES FOR MAIL, TELEPHONE, E-COMMERCE (INTERNET) 
AND RECURRING TRANSACTIONS. 

The Merchant understands that Mail, Telephone and E-Commerce (Internet) 
orders and sale Transactions have substantially higher risk of Chargeback and 
Cardholder dispute than Card “present” (e.g. in a face-to-face) Transactions, 
as the Merchant will not have an imprinted or magnetically “swiped” 
Transaction with the Cardholder’s signature on the Sales Record; and as such, 
the Merchant shall be assuming a greater risk associated with accepting Card 
“not present” Transactions, including Mail, Telephone and E-Commerce 
(Internet) Transactions. The Merchant understands that Sales Records 
submitted for Mail, Telephone, Recurring Transactions, Pre-Authorized Orders 
and E-Commerce (Internet) Transactions are subject to Bank’s increased risk 
management and security review procedures and may result in delays or holds 
of funds being released to the Merchant.

The Merchant acknowledges that all mail order Transactions, telephone order 
Transactions, Recurring Transactions and E-Commerce (Internet) 
Transactions are di�cult to defend against Chargeback and agrees that it shall 
take reasonable precautions to protect against such Chargebacks, including, 
but not limited to the following: (i) delivering Products only to the 
Cardholder’s billing address where the Issuing Bank sends the Cardholder’s 
billing statement; (ii) using a delivery service that maintains shipping logs and 
requires signatures by a person receiving the Products; (iii) (iv) obtaining 
CVV2/CVC2 verification from the Issuing Bank if the Merchant processes 
Recurring Transactions and charges a Cardholder’s account periodically for 
recurring Products (e.g., monthly insurance premiums, yearly subscriptions, 
annual membership fees, etc.). The Merchant shall further (in addition to, and 
not in lieu of, other applicable procedures and Rules) comply with the 
following: (i) have the Cardholder complete and deliver to the Merchant a 
written request for such Products to be charged to the Cardholder’s account. 
The written request shall at least specify the Transaction amounts, the 
frequency of recurring charges and the duration of time for which the 
Cardholder’s permission is granted and be provided promptly in response to a 
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Cardholder’s request for copy; (ii) if the Recurring Transaction is renewed, 
then the Cardholder shall complete and deliver to the Merchant a subsequent 
written request for the continuation of such Products to be charged to the 
Cardholder’s account; (iii) the Merchant may not complete a Recurring 
Transaction after receiving a cancellation notice from the Cardholder or 
Issuing Bank or after a request for Authorization has been denied; (iv) the 
Merchant shall perform an AVS inquiry for at least the first Transaction and 
then annually thereafter, if applicable. The Merchant further understands that 
penalties can be assessed by the Associations for failure to comply with rules 
applicable to Recurring Payment transactions, and that a Recurring 
Transaction may not include partial payments for Products purchased in a 
single Transaction. No charges may be imposed in connection with a 
Recurring Transaction. In any case, all Transactions with an Authorization date 
more than fifteen (15) days prior to the shipping date or date services are 
rendered are subject to a greater risk of possible Chargeback.

In case the Merchant is an E-Commerce (Internet) merchant, and accepts 
orders via the Internet, the Merchant shall (in addition to, and not in lieu of, 
other applicable procedures and Rules) comply with the following: (a) post its 
privacy and security policies on its websites, where such policies shall be 
clearly marked for consumers to see and review; (b) the Merchant’s websites 
shall include all the following information in a prominent manner: (i) Complete 
description of the Products o�ered; (ii) returned Products and refund policy. 
If the Merchant does not o�er refunds or makes such other restrictions, the 
words “no refund”, or other appropriate terminology, shall be prominently and 
legibly written or typed or displayed on the Merchant’s websites for 
goods/service purchase used by the Merchant with respect to performance of 
this Agreement and provided to the customer; (iii) method for the 
Cardholders to acknowledge their acceptance of the terms and conditions for 
returned merchandise or for the refund policy, such acknowledgement should 
be in a format that complies with the Associations’ guidelines for proper 
disclosure; (iv) customer service contact, including email address and/or 
telephone number; (v) transaction currency; (vi) any applicable export or legal 
restrictions; (vii) delivery policy; (viii) consumer data privacy policy; and (ix) 
description of the Transaction security used on the Merchant’s website; and 
(c) use an Internet acquiring transaction indicator in order to identify the 
Internet Acquiring Transactions in the Authorization request and clearing 
record.

11. FEES AND CHARGES.

Fees payable by the Merchant in consideration of the Services shall include:

- Local Debit Cards : _________ %

  (Visa and Master Card) : _________ %

- All Other Cards : _________ %

- Monthly merchant maintenance fee @ OMR50 per month; and

- Other charges will be applied if mandated by Card Associations.

Settlements of Transactions shall be net of any credits/refunds, adjustments, 
applicable Discount Fees when due, Chargebacks and any other amounts then 
due from the Merchant.

All credits to the Merchant’s Settlement Account or other payments to the 
Merchant shall be provisional and are subject to, among other things, final 
audit, Chargebacks (including the Bank’s related losses), fees and fines 
imposed by the Associations; and the Merchant further allows the Bank to 
debit or credit the Settlement Account for any deficiencies, overages, fees and 
pending Chargebacks, and to deduct such amounts from any settlement funds 
due to the Merchant. Alternatively, the Bank may elect to invoice the Merchant 
for any such amounts, net due within thirty (30) days from the invoice date or 
on any such earlier date as may be specified by the Bank.

In case any fees due to the Bank are not paid within ten (10) days of their due 
date, the Bank may temporarily suspend the Services until the fees are paid in 
full. In such occurrence, the Merchant shall to pay three (3) months 
maintenance fee as a re-instatement fee to the Bank to re-activate the 
Services while in the temporary cancellation status. 

In case any fees due to the Bank are not paid within thirty (30) days of their 
due date, the Bank may temporarily cancel all services. In such occurrence, 
and in case the Merchant subsequently wishes to re-enroll for the Services, 
then the Merchant shall sign up as any new merchant and newly pay all the 
associated fees/charges.

12. FINES AND EXCESSIVE CHARGEBACK FEES.

The Merchant shall pay for and indemnify and hold harmless the Bank from 
any fines or penalties imposed on the Bank by any Association resulting from 
the Merchant’s activities, acts or omissions, Chargebacks and any other fees or 
fines imposed by an Association with respect to the Merchant’s acts or 
omissions, whether such activities occur or the fines, penalties, or other 
assessments are imposed, during or after the Term of this Agreement.

In case the Merchant’s Chargeback percentage for any line of business 
exceeds the estimated industry Chargeback percentage, as set out from time 
to time by the Bank in accordance with the Rules in order to reflect changes in 
the industry Chargeback percentage reported by the Associations, the 
Merchant shall, in addition to the Chargeback fees and any applicable 
Chargeback handling fees or fines, pay the Bank an excessive Chargeback fee 
in accordance to the Rules.

13. RETRIEVAL AND STORAGE OF SALES RECORDS, CREDIT RECORDS, 
TRANSACTION DATA AND INFORMATION.

The Merchant shall establish a system to store and maintain copies of Sales 
Records and Credit Records in such a manner so as to forward such sales 
Records and Credit Records to the Bank in no longer than two (2) working 
days from any request made by the Bank for such purpose. The failure to 
respond to such request constitutes a violation of this Agreement and may 
result in a Chargeback.

Should the Merchant deliver the requested Sales Records Sales Records and 
Credit Records longer than the timeframe described in the preceding 
paragraph while it has been established that such Sales Records or Credit 
Records constitutes a Chargeback to the Merchant, the Bank may levy the 
processing fees determined in the Rules in addition to such Chargeback fee.
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The Merchant shall keep all Sales Records and Credit Records for at least 
twenty four (24) months from their occurrence for the perusal of the 
Associations.

14. TERM.

This Agreement shall enter into force from its signing date (the “E�ective 
Date”) and remain in force for twelve (12) consecutive months therefrom (the 
“Initial Term”).

The Initial Term shall be thereafter automatically renewed for additional 
twelve (12) consecutive months terms unless earlierterminated in accordance 
with the provisions of clause 15below.

15. TERMINATION.

Any Party may terminate this Agreement prior to the expiration of any running 
term by serving a thirty (30) days written notice provided that such notice 
shall be e�ective at the expiration of any running existing term.

Notwithstanding the above, the Bank, and in addition to any rights of 
immediate termination without notice as may be contained elsewhere in this 
Agreement, may terminate this Agreement, and at the Bank’s discretion, any 
merchant processing agreement(s) of any other business that is commonly 
owned or controlled by the Merchant for any reason or cause (or for no 
reason) whatsoever upon ten (10) Business Days prior written notice to the 
Merchant. Such termination shall become e�ective on the later of ten (10) 
Business Days from the date such notice is given in the manner prescribed for 
notices herein or the date specified in such notice.

The Bank may terminate this Agreement upon the occurrence of one or more 
of the events stated below (the “Events of Default”) upon serving a 
termination notice e�ective upon its serving to the Merchant. The following 
events (but not limited to the following) shall be considered as Events of 
Default: (a) the Bank determines that the Merchant’s type of business as 
indicated on the Application di�ers from the actual type of business the 
Merchant operates; (b) the Merchant moves or relocates to a new location 
without giving the Bank notice prior to, or within thirty (30) days after, the 
move; (c) The business as conducted by the Merchant could endanger the 
safety and/or soundness of the Bank; (d) the Merchant files for bankruptcy or 
is otherwise shown to be insolvent; (f) the Merchant has Chargebacks which 
exceed one percent (1%) of the total number of Transactions completed by 
Merchant in any thirty (30) calendar day period; (g) the Merchant owes money 
to Bank and fails to make a timely payment thereof; or (h) the Merchant 
breaches any of the provisions contained in this Agreement. 

Notwithstanding anything to the contrary in this Agreement, the parties 
hereby further agree and acknowledge that in addition to any other remedies 
contained in this Agreement or otherwise available under applicable law, if (a) 
the Merchant breaches this Agreement by improperly terminating it prior to 
the expiration of the Initial Term; or (b) if this Agreement is terminated by the 
Bank prior to the expiration of the Initial Term due to any Event of Default by 
the Merchant (both “Early Termination”), then in either event, the Bank shall 
su�er a substantial injury that is di�cult or impossible to accurately estimate. 
Consequently, and considering the costs that the Bank may incur by reason of 
such Early Termination, including without limitation those incurred in 
processing the Application and approving Merchant for the Services, and in an 
e�ort to liquidate in advance the sum that should represent such damages, 
the parties have agreed that the Merchant shall pay, as liquidated damages the 
sum of three hundred Omani Rials (OMR 300), which shall not be construed as 
a penalty.

Any and all obligations of any party to this Agreement to pay funds to another 
shall survive any expiration or termination of this Agreement.

16. CTMF (or MATCH FILE) TERMINATION RELATED PROVISIONS.

The Merchant expressly agrees that the Bank shall be entitled to report the 
business name(s) of the Merchant and the names and identification of its 
principals to the CTMF or MATCH File in the event that this Agreement is 
terminated because of one or more of the reasons specified in the Rules, which 
include without limitation, those that constitute an Events of Default under this 
Agreement.

17. REPRESENTATIONS AND WARRANTIES.

Without limiting any other warranties, covenants and agreements hereunder, 
the Merchant agrees, represents and warrants to the Bank that at all times 
during the term of this Agreement that: (a) it is lawfully engaged in the 
business described on the Application and is duly licensed under the laws of 
Oman; (b) it is fully compliant with all applicable laws, and with the Rules; (c) 
it will give prior notice to the Bank if it intends to change the nature of its 
business as indicated in the Application or to modify the ownership of the 
business; in which case, the Bank will have the right to terminate this 
Agreement or amend this Agreement accordingly; (d) all of its business 
locations engage in the same or substantially similar business activity as that 
listed in the Application; (e) it o�ers no enticements or incentives to 
Cardholders in connection with the sale of Merchant’s Products; (f) it will not 
use any personal Card owned by the Merchant, or any Card which the 
Merchant is authorized to purchase its own goods or service at the Merchant’s 
website. Such use is deemed a “cash advance” which is prohibited by the 
Rules and this Agreement and can result in immediate termination of this 
Agreement; (g) it uses both the name and address shown on the Application 
on all Sales Records and Credit Records and does not use any other name, 
unless a descriptor is used to further identify the Transaction and agreed to by 
the Bank; (h) it will not submit any Transaction that was previously charged 
back or declined; (i) it shall not, without the Cardholder’s prior written consent, 
sell, purchase, provide or exchange Card account information in the form of 
Sales Records, mailing lists, magnetic tapes or any other media obtained by 
reason of a Transaction to any third party other than Merchant’s agents for the 
purpose of assisting the Merchant in its business, or to the Bank or pursuant to 
any lawful government demand; (j) it has the authority to enter into this 
Agreement and that the person(s) signing on behalf of the Merchant is/are 
specifically authorized and directed to do so by the Merchant; and (k) as to 
each Transaction covered under this Agreement, the Merchant specifically 
represents and warrants that: (i) the Sales Transaction is valid in form and has 
been completed in accordance with all applicable requirements and the Rules; 
(ii) the Merchant has delivered the goods to the Cardholder or completed the 
service described on the Sales Record in accordance with the Merchant’s 
agreement with the Cardholder, and that Merchant has, in inventory, the 
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goods sold if not delivered at the time of sale; (iii) each Sales Record 
represents the Cardholder’s indebtedness for the total amount shown therein; 
(iv) the Merchant’s disclosure will clearly state that Cardholder has no defense 
right of o�set or counterclaim against the Merchant in connection with the 
purchase of the Products; (v) the Merchant has not charged the Cardholder 
directly or indirectly any separate or additional fee(s) such as a surcharge or 
portion of any discount or charge imposed upon the Merchant by this 
Agreement in connection with the Transaction other than as may be required 
by law (this Paragraph shall not, however, be construed as prohibiting 
discounts to customers or for charges such as bona fide commissions, fees for 
special handling or expedited services, postage and handling, and similar 
charges that are charged to the Cardholder regardless of the form of 
payment); (vi) each Transaction was placed by a person who is the Cardholder 
of the Card; (vii) has included all items of Products purchased in a single 
Transaction and the total amount on a single Sales Record; (viii) does not 
represent the refinancing of an existing obligation of the Cardholder including 
any obligation owed to the Merchant or arising from the dishonor of a personal 
cheque; (ix) is not a “cash advance”; and (x) the Merchant shall not submit any 
Transaction for entry into interchange, directly or indirectly, any Card 
Transaction that it knows to be fraudulent or not authorized by the 
Cardholder.

The Merchant understands and agrees that violation of any of the foregoing 
warranties, representations, covenants and agreements or otherwise provided 
in this Agreement, shall be an Event of Default, and may cause this Agreement 
to be immediately terminated, or subject to termination, have all funds placed 
into a Reserve Account pursuant to Clause 6 of this Agreement, and result in 
the Merchant placed on the Combined Terminated Merchant File (CTMF) or 
MATCH File pursuant to Clause 15of this Agreement.

18. INDEMNIFICATION.

The Merchant shall indemnify and hold the Bank, the Bank’sa�liates, o�cers, 
directors, employees, consultants, agents, service providers and licensors 
harmless from and against any and all association fines or fees (pursuant to 
Section 18 of this Agreement) and all losses, liabilities, damages and expenses 
(including attorney’s fees and collection costs) resulting from any breach of 
any warranty, covenant or agreement or any misrepresentation by the 
Merchant under this Agreement including, without limitation, a violation of the 
Rules, or arising out of the Merchant’s or the Merchant’s employees’ 
negligence or wilful misconduct, in connection with Card Transactions or 
otherwise arising from Merchant’s provision of Products to Cardholders, and 
any and all third party claims, liability, damages, and/or costs, including but 
not limited to attorney's fees, arising from: (i) any third-party claim, action, or 
allegation of infringement, misuse, or misappropriation based on information, 
data, files, or other materials submitted by the Merchant to the Bank and vice 
versa; (ii) any access of any other financial institutions, cards through the 
Equipmentor any action, omission, or any other cause or fault or misuse of the 
Equipment caused by the Merchant or any of its employees, o�cials, agents or 
representatives; (iii) any fraud, misrepresentation, manipulation, or other 
breach of this Agreement; and/or (iv) the Merchant’s violation of any law or 
rights of a third party.

In such occurrence, the Bank reserves the right, at its own expense, to assume 
the exclusive defence and control of any matter otherwise subject to 
indemnification by the Merchant, in which event the Merchant shall fully 
cooperate with the Bank in asserting any available defences.

The Merchant may not settle any action or claims on behalf of the Bank 
without the Bank’s prior written consent.

19. LIMITATION OF LIABILITY.

THIS AGREEMENT IS A SERVICE AGREEMENT. THE BANK DISCLAIMS ALL 
OTHER REPRESENTATIONS OR WARRANTIES, EXPRESS OR IMPLIED, 
MADE TO THE MERCHANT OR ANY OTHER PERSON, INCLUDING WITHOUT 
LIMITATION, ANY WARRANTIES REGARDING QUALITY, SUITABILITY, 
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OR 
OTHERWISE OF ANY SERVICES OR ANY GOODS PROVIDED INCIDENTAL 
TO THE SERVICES PROVIDED UNDER THIS AGREEMENT. 

NOTWITHSTANDING ANYTHING IN THIS AGREEMENT TO THE CONTRARY, 
IN NO EVENT SHALL THE BANK, OR ITS AFFILIATES OR ANY OF ITS 
RESPECTIVE DIRECTORS, OFFICERS, EMPLOYEES, AGENTS OR 
SUBCONTRACTORS, BE LIABLE UNDER ANY THEORY OFTORT, 
CONTRACT, STRICT LIABILITY OR OTHER LEGAL THEORY, FOR LOST 
PROFITS, LOST REVENUES, LOST BUSINESS OPPORTUNITIES, DELAYS IN 
THE RECEIPT OF FUNDS OR ERRORS IN DEBIT AND CREDIT ENTRIES 
CAUSED BY THIRD PARTIES INCLUDING ANY CARD ASSOCIATION AND/OR 
THE MERCHANT’S FINANCIAL INSTITUTION, EXEMPLARY, PUNITIVE, 
SPECIAL, INCIDENTAL, INDIRECT OR CONSEQUENTIALDAMAGES, EACH 
OF WHICH IS HEREBY EXCLUDED BY AGREEMENT OF THE PARTIES, 
REGARDLESS OF WHETHER SUCH DAMAGES WERE FORESEEABLE OR 
WHETHER ANY PARTY OR ANY ENTITY HAS BEEN ADVISED OF THE 
POSSIBILITY OF SUCH DAMAGES.

20.MONEY LAUNDERING PREVENTION.

The Bank may take whatever action it considers appropriate to meet any 
obligations, either in the Sultanate of Oman or elsewhere in the world, relating 
to the prevention of fraud, money laundering or terrorism financing and the 
provision of financial and other services to persons who may be subject to 
sanctions. 

Such actions include, but are not limited to, investigating, blocking and 
intercepting any Transaction particularly in the case of international transfer of 
funds; it may also include making enquiries to establish whether the Merchant 
and/or the Cardholder is subject to financial sanctions. 

The Bank shall not be liable for any loss, liability, delay or cost incurred by you 
as a result of such actions taken by it.

21. COMPLIANCE.

The Merchant shall comply and cause each of its employees to comply with 
this Agreement and all the applicable rules and regulations including, but not 
limited to, regulatory approvals and requirements applicable in the Sultanate 
of Oman by virtue of its obligations under this Agreement. The Merchant shall 
further conduct regular periodic monitoring of compliance with the regulatory 
requirements as instructed by the Bank from time to time.
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The Merchant shall comply with the Rules, including without limitation, those 
relating to Cardholder information security issues, non-disclosure of 
Cardholder information and Transaction documents, retention and storage of 
Cardholder and Transaction information and other security procedures 
adopted by the Associations.

The Merchant further confirms its agreement to abide by and fully comply 
with the CISP including the following procedures: (i) install and maintain a 
working network firewall to protect data accessible via the Internet; (ii) keep 
security patches up-to-date; Encrypt stored data; (iii) encrypt data sent across 
networks; (iv) use and regularly update anti-virus software; (v) restrict access 
to data by business “need to know”; (vi) assign a unique ID to each person 
with computer access to data; (vii) refrain from using vendor-supplied 
defaults for system passwords and other security parameters; (viii) track 
access data by unique ID; (ix) maintain a policy that addresses information 
security for employees and contractors; and (x) restrict physical access to 
Cardholder information. The Merchant understands that VISA may impose 
restrictions, fines, or prohibit the Merchant from participating in VISA 
programs if it is determined that the Merchant is non-compliant with the CISP. 
The Merchant may be required to comply with an audit to verify compliance 
with security procedures. The Merchant may seek compliance through 
adopting the relevant Payment Gateway functions, which are maintained to 
be CISP compliant.

The Merchant additionally confirms its agreement to abide by and fully 
comply with the following Transaction information security related 
procedures: (i) the sale or disclosure of databases containing Cardholder 
Account numbers, personal information, or other Card Transaction 
information to third parties is strictly prohibited by the Rules; (ii) unless the 
Merchant obtains consents from the Bank and each applicable Association, 
Issuing Bank and the Cardholder, the Merchant shall not use, disclose, sell or 
disseminate any Cardholder information obtained in connection with a Card 
Transaction (including without limitation, the names, addresses and Card 
account numbers of Cardholders, copies of imprinted Sales Records and/or 
Credit Records, mailing lists, magnetic tapes or other media obtained in 
connection with a Sales Record and/or Credit Record) except for purposes of 
authorizing, completing and settling Card Transactions and resolving any 
Chargebacks, retrieval requests or similar issues involving Card Transactions, 
other than pursuant to a court or governmental agency request, subpoena or 
order; (iii) proper controls for, limit access to, and render unreadable prior to 
discarding all records containing Cardholder account numbers and Card 
imprints shall be implemented by the Merchant; (iv) magnetic stripe data  shall 
not be retained and/or stored after a Transaction has been authorized; (v) 
electronically  captured signature of a Cardholder stored shall not be 
reproduced except upon a specific request of the Bank; (vi) all media 
containing Cardholder names, Cardholder account information, and other 
personal information, as well as Card imprints (such as Sales Records and 
Credit Records, auto rental agreements, and carbons) shall be stored in an 
area limited to selected personnel and, prior to discarding any such 
information, destroy it in a manner that renders the data unreadable; and (vii) 
in the event of the Merchant’s failure, including bankruptcy, insolvency, or 
other suspension of business operations, any materials that contain 
Cardholder account numbers, personal information, or Transaction 
information shall not be sold, transferred, or disclosed to third parties, and 
shall be returned to the Bank and/or destroyed upon acceptable proof of 
destruction to the Bank.

22.FORCE MAJEURE.

No party shall be liable for any default or delay in the performance of its 
obligations under this Agreement if and to the extent such default or delay is 
caused, directly or indirectly, by (i) fire, flood, elements of nature or other acts 
of God; (ii) any outbreak or escalation of hostilities, war, riots or civil disorders 
in any country; (iii) any act or omission of the other party or any government 
authority; (iv) any labor disputes (whether or not employees’ demands are 
reasonable or within the party’s power to satisfy); or (v) the non-performance 
by a third party for any similar cause beyond the reasonable control of such 
party, including without limitation, failures or fluctuations in 
telecommunications or other equipment.

In any such event, the non-performing party shall be excused from any further 
performance and observance of the obligations so a�ected only for as long as 
such circumstances prevail and such party continues to use commercially 
reasonable e�orts to recommence performance or observance as soon as 
practicable.

23.CONFIDENTIALITY.

The Merchant acknowledges that, pursuant to this Agreement, the Bank may 
provide to the Merchant information that is proprietary to the Bank. This 
includes any or all forms of media and information sent to the Merchant 
regardless of whether it is sent to the Merchant by email or in any another 
manner. 

The Merchant agrees to keep such proprietary information confidential and 
secure. The Merchant may not use, copy, adapt, alter all or part of the 
proprietary information which is disclosed or otherwise comes into its 
possession under or in relation to this Agreement and which is of a 
confidential nature. 

The Bank may disclose information to third parties pursuant to this Agreement 
in the following cases: (i) in order to comply with government or court orders; 
or (ii) if the Merchant gives the Bank a written permission to do so; or (iii) to 
enforce or defend the Bank’s rights in connection with this Agreement.

24.INTELLECTUAL PROPERTY.

Any data, information, logo, developed programs, or other information given 
to any Party by virtue of this Agreement or being associated with the 
personnel of any of the Parties shall remain the exclusive property of such 
Party.

The Merchant may not publish, release or make use of any data, information, 
logo, developed programs, or any other proprietary name and/or symbol of 
the Bank, VISA or MasterCard, unless the materials containing the same are 
provided to the Merchant by the Bank and/or are approved in advance by 
Bank, and, in either event, only while this Agreement is in e�ect, or until the 
Merchant is notified by the Bank or by VISA or MasterCard to cease usage.
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25.ADVERTISMENT.

The Merchant shall display the Banks’ advertising and promotional materials at 
noticeable points in the premises of the Merchant where the Equipment is 
installed. The Merchant further undertakes not to use any other material 
referring to the Bank or any other name, logo or design associated with the 
Cards without the Bank’s prior written consent.

26.ADDRESS AND NOTICES.

Unless otherwise provided herein, any notice, request, instruction or other 
document required permitted or to be given under this Agreement shall be in 
writing and if given by the Bank to the Merchant shall be deemed to have been 
given on the date and at the time the same shall be delivered personally or 
deposited in the postal system and addressed to the Merchant at the 
addresses on the execution page of this Agreement or at such other addresses 
as the Merchant may give to Bank from time to time by written notice, and if 
given by the Merchant to the Bank shall be deemed to have been given on the 
date and at the time the same shall be delivered personally or mailed by 
certified mail, postage prepaid with return receipt requested (such mailed 
notice to be e�ective on the date such receipt is acknowledged or refused)at 
the Bank’s address mentioned in its o�cial papers or at such other addresses 
as the Bank, as applicable, may give to the Merchant from time to time by 
written notice. Notice may also be sent by facsimile or email, and in such 
occurrence, such notice shall be deemed delivered at the date and time it was 
sent by either party to the other.

The Merchant shall keep the Bank informed about its business location at all 
times, during the Term of this Agreement, and, if the Bank holds Reserve 
Account funds for Merchant after the expiration or termination of this 
Agreement, then for such time until any Reserve Account funds are fully 
disbursed or applied by the Bank against amounts due from the Merchant.

27.FINANCIAL AND OTHER INFORMATION.

Upon request, Merchant will provide the Bank quarterly financial statements 
within forty-five (45) days after the end of each fiscal quarter and annual 
audited financial statements within ninety (90) days after the end of each 
fiscal year.

Such financial statements shall be prepared in accordance with generally 
accepted accounting principles. The Merchant shall also provide such other 
financial statements and other information concerning the Merchant’s 
business and its compliance with the terms and provisions of this Agreement 
as the Bank may reasonably request.

The Merchant authorizes the Bank to obtain from third parties financial and 
credit information relating to the Merchant in connection with its 
determination whether to accept this Agreement and the Bank’s continuing 
evaluation of the financial and credit status of the Merchant.

The Bank may also access and use information which the Merchant has 
provided to the Bank for any other reason. Upon request, the Merchant shall 
provide to the Bank or its representatives reasonable access to the Merchant’s 
facilities and records for the purpose of performing any inspection and/or 
copying of the Merchant’s books and/or records deemed appropriate.

The Merchant will provide the Bank with written notice of any judgment, writ, 
warrant of attachment, execution or levy against any substantial part 
(twenty-five percent (25%) or more in value) of Merchant’s total assets not 
later than three (3) days after Merchant becomes aware of the same.

28.MISCELLANEOUS.

The o�cial text of this Agreement shall be in Arabic. In the event of any 
dispute concerning the interpretation or construction of this Agreement, 
reference shall be made only to this Agreement as written in Arabic. Should it 
be required to translate this Agreement into the English language or any other 
language, the Arabic language version of this Agreement shall nevertheless 
prevail.

The headings and subheadings contained herein shall not be considered a part 
of this Agreement. Words in this Agreement that are in the singular include the 
plural and vice versa, unless the context requires otherwise.

This Agreement may be executed in multiple counterparts, all of which shall 
constitute one agreement.

This Agreement and its annexes are the entire agreement between the Bank 
and the Merchant concerning the Services provided by the Bank to the 
Merchant under this Agreement and supersede all previous agreements, 
communications, representations or discussions between the Bank and the 
Merchant relating to this Agreement. Any other banking agreements made 
between the Bank and the Merchant and/or any other obligations pertaining 
to the Merchant’s bank accounts held by the Bank shall remain unchanged.  

The Bank may change or cancel the one or more of the Services as described 
herein at any time without cause, subject to applicable laws and regulations 
and upon a seven (7) days’ written notice served to the Merchant prior to 
entry into force. The Merchant agrees to review such amendments 
immediately upon receipt of such notice, and in case a termination notice is 
not sent within the seven (7) days abovementioned term in accordance with 
the applicable terms and conditions of this Agreement, the content of such 
notice shall be e�ective at the expiry of such notice term.

Each of the terms of this Agreement is severable from the others and if one or 
more of them becomes void, illegal or unenforceable, the remainder will not be 
a�ected in any way. 

Subject as provided below, a person who is not a party to this Agreement has 
no right to enforce any provision of this Agreement. A�liates of the Bank 
which are not parties to this Agreement, and any sub-contractor of the Bank 
or its a�liates may nevertheless enforce this Agreement against the Merchant, 
subject to and in accordance with this Agreement and any applicable 
regulations and laws.

This Agreement shall be binding upon and inure to the benefit of the parties 
and their respective successors and assigns. 

The Parties to this Agreement do not require the consent of any person who 
is not party to this Agreement to rescind or vary this Agreement at any time.

All representations, warranties, covenants and indemnities shall survive the 
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expiration or termination of this Agreement. 

The Merchant shall review Operating Manuals concerning the procedures to 
be followed and prescribed forms to be used in carrying out the Transactions 
while using the Equipment as delivered along with the Equipment or published 
by the Bank on its website from time to time.

Personal Information Protection. Parties agree to comply with all applicable 
personal data protection and other laws to the same or similar purpose in all 
relevant jurisdictions.

The Bank shall provide the Merchant with statements via e-mail to the email 
address provided in this Agreement and as recorded in the Bank’s systems. 
Should the Merchant require paper or duplicate statements or any other 
additional documentation, then the Bank may charge an appropriate fee for 
the provision of such paper or duplicate statements or additional 
documentation.

Except in the case of manifest error, any Statement provided by the Bank shall 
be conclusive as to all matters of fact to which it refers. The Bank may only 
accept to consider disputes made to such Statements if submitted in writing 
within Thirty (30) days’ of receipt by the Merchant.

Neither the failure nor any delay on the part of the Bank to exercise any right, 
remedy, or privilege hereunder shall operate as a waiver or give rise to an 
estoppel nor be construed as an agreement to modify the terms of this 
Agreement, nor shall any single or partial exercise of any right, remedy, or 
privilege with respect to any occurrence to be construed as a waiver of such 
right, remedy, or privilege.

No waiver by a party hereunder shall be e�ective unless it is in writing and 
signed by the party making such waiver, and then such waiver shall apply only 
to the extent specifically stated in such writing. 

Any transfer or assignment of this Agreement by the Merchant, without the 
prior written consent of the Bank, by operation of law or otherwise, is voidable 
by the Bank. Furthermore, the Merchant shall indemnify and hold the Bank 
harmless from all liabilities, Chargebacks, expenses, costs, fees and fines 
arising from such transferee’s or assignee’s submission of Card transactions to 
the Bank for processing.

Subject to the Rules, the Bank shall only assign or transfer this Agreement and 
its rights and obligations hereunder and/or may delegate its duties hereunder, 
in whole or in part, to any third party, on the condition of receiving prior 
written consent by the Merchant.

Nothing in this Agreement shall be deemed to constitute a partnership 
between the Parties nor constitute either Party as being the agent of the other 
Party or otherwise entitle a Party to have authority to bind the other Party for 
any purpose other than the purpose contemplated in this Agreement.

During the Term of this Agreement, the Merchant shall not enter into any 
agreement or engage with any other service provider for the provision of 
Services similar to or competitive with the e-Payment Gateway Services 
subject of this Agreement.

29.LEGAL FEES AND COSTS.

The Merchant agrees to pay the legal fees and costs the Bank will incur in 
seeking legal advice in matters not in the ordinary course of the Services 
relationship established under this Agreement, including, without limitation, 
contract disputes, legal procedures, bankruptcy or similar events, whether the 
fees or costs are incurred during or after the Term of this Agreement.

30.GOVERNING LAW AND DISPUTE RESOLUTION.

This Agreement and any dispute, claim or issue arising out of or in connection 
with this Agreement, whether of a contractual or non-contractual nature, shall 
be governed by the laws of the Sultanate of Oman. Parties agree to 
irrevocably submit to the exclusive jurisdiction of the courts of the Sultanate 
of Oman.

For and on behalf Bank Dhofar

Mr. __________________________________________________

Position: __________________________________________________

Date: __________________________________________________

Signature: __________________________________________________

For and on behalf of Merchant

Mr. __________________________________________________

Position: __________________________________________________

Date: __________________________________________________

Signature: __________________________________________________

30

29

30

IB
-0

0
8

-1
1-

17



This Internet Card Acquiring Services MERCHANT AGREEMENT, including the 
attached Merchant application (the “Application”) (which is an integral part 
hereof and is expressly integrated herein and made a part hereof) (collectively 
referred to as the “Agreement”) is entered into by and between BANK DHOFAR 
S.A.O.G (hereinafter referred to as the “Bank”) and the undersigned Merchant 
(hereinafter referred to as the “Merchant”).

PREAMBLE

WHEREAS, the Bank is engaged in the general banking business and is a 
full-fledged member of Visa International and MasterCard Worldwide, including, 
but not limited to, providing acquiring services to merchants that accept a valid 
card bearing the service mark of VISA, MasterCard, Diners Club or American 
Express (hereinafter each referred to as the “Card”) for payment for Products (as 
defined below).

WHEREAS, the Merchant desires to use the ITA’s Sultanate of Oman e-Payment 
Gateway services to authorize and process Card Transactions and use the 
Internet Acquiring Services (as defined below) provided by the Bank to settle 
Card Transactions for payment by Cardholders for Products obtained from the 
Merchant through the Internet.

NOW, THEREFORE, in consideration of the representations, covenants and/or 
promises made in this Agreement (including the Application), the parties hereby 
agree as follows:

1. RECITALS AND DEFINITIONS.

The Merchant hereby acknowledges and a�rms each of the Recitals 
contained above.

The parties agree that the Preamble as set forth herein is incorporated herein 
by reference and made a part of this Agreement.

The Merchant acknowledges that the signature of the Bank’s sales 
representative on the Application does not constitute an approval by the Bank 
of this Agreement and that this Agreement is not and shall not be e�ective 
until it has been approved by the Bank.

Such approval, if given, shall be evidenced by the issuance of an approved 
Merchant Account Number by the Bank to the Merchant.

Capitalized terms used in this Agreement shall have the meanings set forth 
herein, including the following capitalized terms set forth below:

“Merchant” means the person or the legal entity named in this Agreement and, 
if approved and accepted by the Bank, who enters into this Agreement with 
the Bank with the aim to use the Services.

“Association” means any entity formed to administer and promote the Cards 
(including without limitation VISA and MasterCard). 

“Authorization” means the approval given by, or on behalf of, the Issuing Bank 
to validate a Transaction for a Merchant or another a�liate bank. 

“Batch” means a day’s worth of Transactions, including Sales Records and 
Credit Records, to be processed by the Bank at end of each Business Day. 

“Business Day” means any day on which the Bank is open for business, other 
than Fridays & Saturdays or other bank holidays.

“Card” means a valid credit card or a valid debit card or a valid pre-paid card 
bearing the service mark of VISA, MasterCard, Diners Club or American 
Express.

“Cardholder” means the individual whose name is embossed on a valid Card 
and any authorized user of such Card.

“CISP” means the Cardholder Information Security Program implemented by 
VISA to protect Cardholder data. The (“CISP”) applies to the Merchant if the 
Merchant processes or stores Cardholder data as a result of Internet or 
Mail/Telephone acceptance of VISA Card account information. A copy of the 
complete VISA Cardholder Information Security Standards manual and a 
Self-Assessment Worksheet can be obtained online at www.visa.com/cisp.

“Chargeback” means the procedure by which a Sales Record or other indicia 
of a Card Transaction (or disputed portion thereof) is denied or returned to 
the Bank or to the Issuing Bank after it was entered into the appropriate 
settlement network for payment, in accordance with the Rules, for failing to 
comply with the Rules including, without limitation, Cardholder disputes, the 
liability of which falls on the Merchant.

“CTMF” or “MATCH File” means the combined terminated merchant file 
maintained by MasterCard and containing the business name(s) of merchants 
and the names and identification of principals of merchants which have had 
their merchant processing agreements terminated for one or more of the 
reasons specified in the Rules.

“Credit Record” means all documents or the electronic record of such 
documents used to evidence any refund or price adjustment given by the 
Merchant to a Cardholder for a previous sale Transaction, which must conform 
to the Rules. The format for each Credit Record must be approved by the 
Bank.

“SA” or “Settlement Account” means a direct deposit account open in a 
financial institution designated by the Merchant as the account to be debited 
and credited by the Bank for Card Transactions, and by the Bank for fees, 
Chargebacks, and other amounts due under or in connection with this 
Agreement.

“Discount Fee” means the amount charged to the Merchant for processing its 
daily Card Transactions, which is computed as a percentage of the gross 
amount of the Merchant’s Sales Records. Discount Fee shall not be reimbursed 
to the Merchant even when Merchant needs to perform any refund or price 
adjustment after the Sale Record is completed. Discount Fee shall be 
deducted from the gross sales amount acquired by the Bank on behalf of the 
Merchant, and the net credit shall be paid to the Settlement Account.

“Electronic Record” means data that is transcribed in a form acceptable to the 
Bank and suitable for electronic processing.

“Event of Default” means those events listed in Clause 15 of this Agreement. 
Settlement Networks.

“e-Payment Gateway” means the payment service that allows the Merchant to 

1

“MATCH File CTMF”

participate in acceptance of the Card Transactions made by Customers via 
certain electronic access methods.

“Equipment” means the electronic devices made available by the Bank to the 
Merchant in order to process the Card Transactions.

“Interchange Fee” means the fee that is paid daily by the Bank to VISA, 
MasterCard or any other association for entering Sales Records and Credit 
Records into their respective Settlement Networks.

“Issuing Bank” means the Cardholder’s bank, or the bank that has issued a 
Card.

“ITA” means the Sultanate of Oman’s Information Technology Authority.

“Merchant Account Number” means the number assigned and issued by the 
Bank to the Merchant, if and only if, the Merchant is approved and this 
Agreement is accepted by the Bank that numerically identifies the Merchant 
to the Bank for accounting, billing, customer service and other related 
purposes in connection with the Services. Issuance of the approved Merchant 
Account Number to the Merchant will evidence the acceptance and approval 
of the Merchant of the provisions of this Agreement.

“Merchant Reserve Account” or “Reserve Account” means an account 
established at and managed by the Bank for the deposit of the funds received 
from the Merchant pursuant to this Agreement as collateral to protect the 
Bank against actual or contingent liability or losses (i.e. reserves) that might be 
incurred by the Bank should the Merchant be unable or fail to pay 
Chargebacks, adjustments, fees and other charges and obligations due to the 
Bank under this Agreement.

“Monthly Sales Processing Volume” or “Monthly Sales Volume” means the 
gross Omani Rial (OMR) amount of Card Sales Records, before return, refund, 
or exchange that are generated by the Merchant and processed by the Bank 
during a calendar month pursuant to this Agreement.

“Products” means goods and/or services sold, rented or rendered by the 
Merchant.

“Recurring Transaction” means a transaction whereby the Merchant charges 
a Cardholder’s Card periodically for recurring goods or services (e.g., monthly 
insurance premiums, yearly subscriptions, annual membership fees) that are 
to be delivered or performed periodically.

“Rules” means the written rules and regulations, system manuals, procedures 
and requirements, releases and interpretations thereof and other 
requirements (whether contractual or otherwise) imposed or adopted by any 
Association (including without limitation VISA, MasterCard, Diners Club and 
American Express) as the same may be amended from time to time. The Bank 
shall provide the relevant Rules to the Merchant and advise the Merchant in 
prior notice via written communication whenever there is any change to the 
Rules.

“Sales Record” means all documents or the electronic record of such 
documents used to evidence the sale of Products through the use of the 
Cards. The format for each Sales Record must be approved by the Bank.

“Services” means the acquiring activities undertaken by the Bank (including 
by or through authorized third party service providers) to acquire and settle 
VISA, MasterCard, Diners Club and American Express Card Transactions 
undertaken by Cardholders at the Merchant’s Internet website for 
Goods/Services purchase, whose business is registered in the Sultanate of 
Oman, and all other activities necessary for the Bank to perform the functions 
required by this Agreement for all other cards, if any, that may be covered by 
this Agreement.

“Transaction” means the initiation of a sale inquiry or a consummation of a 
sale/rental of Products or of a credit to a Cardholder by the Merchant by 
means of a Sales Record or Credit Record, respectively.

“Transmittal” means the process whereby Sales Records and Credit Records 
are electronically transferred in the form of electronic records.

These Internet Acquiring Services terms and conditions govern the 
relationship between the Bank and the Merchant for all the Merchant’s 
Products and Services available on the Internet.

These Internet Acquiring Services terms and conditions expressly govern, 
without limitation, software products, hosting services, secure payment 
gateway services and related support and maintenance services obtained 
through the Bank in connection with the Merchant’s Products available on the 
Internet.

The Merchant understands and agrees that it may be required to enter into 
additional specific agreements for software products, hosting services or 
other e-Commerce products and services as the Bank nay determine at its sole 
discretion.

2. HONORING CARDS. 

The Merchant shall follow the procedures for Card acceptance in the manner 
provided for under this Agreement in connection with each Transaction and 
shall fully comply with and abide by all applicable Rules, as amended from 
time to time by the Associations and as accordingly advised by the Bank 
through written communication within a reasonable advance notice period. 

While honoring Card, the Merchant shall abide by the terms and conditions set 
out in this Agreement, the Rules and the following VISA and MasterCard 
instructions: the Merchant (i) shall honor, without discrimination, all valid 
Cards when properly presented as payment by a bona fide Cardholder for a 
bona fide Transaction; (ii) shall not establish procedures that discourage, 
favor, or discriminate against the use of any particular Card. If the Merchant 
does not deal with the public at large (e.g. a private club), the Merchant must 
honor all valid Cards of Cardholders who have purchasing privileges or 
memberships with the Merchant; (iii) shall not establish minimum or maximum 
Transaction amounts as a condition for accepting Cards; (iv) shall not impose 
any surcharge or fee for accepting a Card or establish any special conditions 
for accepting a Card; (v) unless permitted under the Rules, the Merchant shall 
not require a Cardholder to provide any personal information, such as a home 
or business address or telephone number, or a driver’s license or other proof 
of identification as a condition of honoring a Card, unless instructed by the 
Bank. The exception to this is for a mail/telephone order or delivery required 
Transaction; (vi) any taxes that the Merchant collects (and any other similar 
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handling fees) must be included in the total Transaction amount and not 
collected separately in cash nor processed as an additional Transaction; (vii) 
shall not indicate that Visa, MasterCard or any other Association endorses its 
goods or services; and (viii) Shall adequately display Visa, MasterCard and, if 
applicable, other Association decals and program marks on the promotional 
materials as required by any Association Rules.

3. AUTHORIZATIONS.

The Merchant understands and acknowledges that an Authorization only 
confirms the availability of the Cardholder’s credit at the time of the 
Authorization, and as such does not warrant that the person presenting the 
Card is the rightful Cardholder, nor is it an unconditional promise, guarantee or 
representation by the Bank that a Transaction is or will be deemed valid and 
not subject to dispute, debit or Chargeback.

The Merchant understands that, without limitation thereto, processing of 
Transactions when a Card is not present may result in an exception to normal 
processing, including if, unauthorized software or direct data transmission 
information results in erroneously transmitted data; and the Merchant further 
understands and agrees that, failure to abide by the procedures and Rules, 
including without limitation, those set forth below (which are in addition to 
and not in lieu of the Rules and/or terms of this Agreement), may subject the 
Merchant to increased risk of possible Chargeback, penal charges and/or 
termination of this Agreement.

The Bank shall endeavor to increase the protection of the Merchant by 
enrolling the Merchant for 3D secure authentication processing with the 
respective Card Associations.

The Merchant: (i) shall authorize all Transactions and refrain from setting any 
floor limits to the Transactions; (ii) failure to authorize sales Transaction may 
result in a Chargeback and/or the termination of this Agreement; (iii) the 
Merchant may not attempt to obtain multiple Authorizations for a single 
Transaction; (iv) authorizations cannot be “forced in” by reducing the 
Transaction amount to find an approved authorized amount; and (v) For 
Cards other than VISA and MasterCard (if any, that the Bank have expressly 
approved for the Services), the Merchant shall follow the procedures and 
Rules for Authorization and acceptance for each such other Card Association.

In case the Merchant engages in the practice of delayed delivery or accepting 
deposits, then the Merchant shall respect the following additional Rules and 
requirements (in addition to, and not in lieu of, other applicable procedures 
and Rules) to obtain Authorization for any delayed delivery or deposit balance 
Transaction Authorization:  where merchandise is to be shipped or services 
provided at a later date, an Authorization is considered to be valid if: (i) the 
merchandise shipping date is within seven (7) calendar days of the date 
Authorization was obtained or the services are provided; and (ii) the 
Transaction amount does not exceed the authorized amount plus fifteen 
percent (15%), representing shipping costs. In any case, all Transactions with 
an Authorization dated more than fifteen (15) days or the agreed time 
required for shipment or services between the Merchant and the Cardholder 
prior to the shipping date or date services are rendered, may result in an 
increased risk of Chargeback, and in case of a dispute, a copy of the 
agreement between the Merchant and the Cardholder shall be provided to the 
Bank.

4. PAYMENTS SETTLEMENT.

The Merchant shall at all times maintain a Settlement Account with the Bank 
or with another financial institution of the Merchant’s choice provided that 
such financial institution: (i) belongs to the Central Bank of Oman; (ii) is a 
member of the Automated Clearing House (the “ACH”) network; (iii) can 
accept ACH transactions; and (iv) is in position to debit and/or credit funds in 
the frequency agreed upon between the Bank and the Merchant.

Funds due to the Merchant for Transactions shall be processed and 
transferred to the Settlement Account in the frequency agreed upon between 
the Bank and the Merchant.

Merchants having their Settlement Account maintained by the Bank shall 
allow the Bank to directly credit/debit such Settlement Account to settle 
funds payment corresponding to all Sales Records, Credit Records and any 
applicable charges thereto; and the Bank shall credit the net amount of Sales 
Record to such Settlement Account after deducting discount fees from the 
settlement amounts and any other recovery of dues such as Chargebacks and 
fraud related charges.

Merchants having their Settlement Account maintained by another financial 
institution shall allow the Bank to settle funds payment for the Merchant by 
sending payment request via the ACH system to the financial institution for 
crediting/debiting to the Settlement Account; and in such case, shall 
authorizes such financial institution to e�ect all such net credit to the 
Settlement Account.

The Merchant shall provide a separate direct-debit authorization form to the 
financial institution where the Settlement Account is maintained knowing that 
such authorization shall be, without respect to the source of any funds in the 
Settlement Account, irrevocable and coupled with an interest, and shall 
remain in full force and e�ect until the Bank has given written notice to such 
financial institution that all monies due under this Agreement and any other 
agreements with the Bank have been paid in full. The Merchant further 
authorizes the Bank, at its sole discretion, to debit any other banking account 
maintained by the Merchant for any and all such amounts due by the Merchant 
to the bank. Alternatively, the Bank may elect to invoice the Merchant for any 
such amounts, net due thirty (30) days after the invoice date or on such earlier 
date as may be specified.

The Merchant hereby authorizes the Bank to access information from the 
Settlement Account and to initiate credit and/or debit entries and 
adjustments, as well as any credit entries made in error, to the Settlement 
Account by the ACH transfer process and/or through direct instructions to (or 
such other arrangements as we deem appropriate) the financial institution 
where the Settlement Account is maintained for amounts due under this 
Agreement and any other agreements with the Bank.

All settlements towards the Transactions shall be net of credits/refunds, 
adjustments, applicable Discount Fees when due, Chargebacks or other 
adjustments, charges and any other amounts then due from the Merchant.

The Merchant understands and hereby acknowledges that the Discount Fee is 
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earned at the time of the Transaction and is not subject to refund.

Within the first twenty four (24) hours after funds or any other payments due 
to the Merchant are credited to the Settlement Account, such funds shall be 
subject to, among other things, Chargebacks (including the Bank related 
losses) fees, assessments, and fines imposed by the Associations if any; and 
the Bank may debit or credit the Settlement Account for any deficiencies, 
overages, fees, fines, charges, and pending Chargebacks, or may deduct such 
amounts from any settlement funds due to the Merchant.

In the event that a payment is rejected by the Merchant’s bank or fails to arrive 
within five (5) Business Days after the Bank’s attempted ACH payment, the 
Bank may provide an option to issue cheques for any funds due to the 
Merchant until the ACH problem is resolved provided that all such payments 
and the resolution of all such issues are solely borne by the Merchant. Should 
the Merchant accept to avail cheques from the Bank, the Bank may charge a 
processing fee per cheque, notwithstanding any lesser amount shown in this 
Agreement.

The Merchant understand that due to the nature of the ACH and the electronic 
networks utilized for the movement of funds and the fact that not all banks 
belong to the ACH network payments to the Merchant can be delayed and 
therefore, the Bank cannot guarantee the timeliness with which any ACH 
payment may be credited by the Merchant’s Settlement Account.

The Bank shall not be liable for any delays in receipt of funds or errors in debit 
and credit entries caused by third parties, including but not limited to any 
Association or the Merchant’s financial institution, and the Merchant shall 
cooperate with the Bank to help resolve any problems in crediting/debiting 
the Settlement Account.

The Bank reserves the right to divert and hold all funds when the Bank is 
investigating the breach of any warranty, covenant, representation, or 
agreement by the Merchant or has reasonable cause to believe that the 
Merchant may have violated any provision of this Agreement and/or the Rules 
and/or is engaged in illegal, fraudulent or suspicious activity.

The Merchant hereby agrees to be bound by the terms of the operating rules 
of the automated clearing house system as in e�ect from time to time.

5. RETURNS AND CREDITS.

In case, during the term of this Agreement, any goods are accepted for return 
or any services are refunded, terminated or cancelled, or any price adjustment 
is allowed by the Merchant (other than involuntary refunds by airlines or other 
carriers when required by applicable tari�s and except where otherwise 
required by law or governmental regulations), the Merchant may not make 
any cash refund to the Cardholder and shall process a Credit Record 
Transaction within three (3) Business Days from the occurrence of such return, 
refund, cancellation or adjustment; and in such occurrence, the Merchant may 
not be entitled to any refund of any of the fees or charges associated with the 
original Transaction and initially due by the Merchant towards the Bank.

The Merchant shall date each Credit Record with the Transaction date 
including: (i) thereon a brief description of returned goods and/or refunded, 
terminated or cancelled services and/or prices adjusted; and (ii) the amount of 
credit in su�cient details to identify the Transaction; and provide the 
Cardholder with a completed copy of such Credit Record at the time of each 
return or cancellation of a Transaction.

With proper disclosure at the time of the Transaction, the Merchant may: (i) 
refuse to accept goods in return or exchange and refuse to issue a refund to a 
Cardholder; or (ii) accept the returned goods in exchange for the Merchant’s 
promise to deliver Products of equal or greater value available from the 
Merchant at no additional cost to the Cardholder. For the purposes of this 
paragraph, proper disclosure shall be deemed to have been given only if, at 
the time of the Transaction, the following notice appears on all copies of the 
Sales Record (or disclosure if Card is not present) in legible letters at least 
one-quarter (1/4) inch high and adjacent to the text stating “NO REFUND” or 
“EXCHANGE ONLY” or “IN STORE CREDIT ONLY” as applicable, or equivalent 
language. Even with this provision being adhered to it does not guarantee 
avoidance of Chargeback.

6. RESERVE ACCOUNT.

Notwithstanding any other provision to the contrary contained in this 
Agreement, the Merchant hereby expressly acknowledges that the Bank 
reserves the right to establish and the Merchant hereby authorizes the Bank to 
establish, at any time prior to, at, or after termination of this Agreement and 
with or without prior notice to the Merchant a non-interest bearing Reserve 
Account.

The Reserve Account funds may be used to cover Chargebacks, credits, fines, 
costs, assessments, and other obligations of the Merchant that are incurred 
under this Agreement.

The initial amount of the Reserve Account shall be set by the Bank in its sole 
discretion, based upon, but without limitation thereto, the Merchant’s 
processing history and the potential overall credit risk to the Bank.

At the Bank’s sole discretion the Reserve Account may be funded on a rolling 
reserve basis (the “Rolling Reserve”) from a portion (percentage) of the funds 
from each Transaction and/or by requiring a deposit of funds to the Reserve 
Account.

If a Reserve Account is required at the time that the Application is approved, 
the amount of the Reserve Account and the funding method (up-front 
deposit, fixed amount or Rolling Reserve), including the percentage applicable 
for each Sale Transaction and the number of months used for such Rolling 
Reserve shall be as stated on the Application unless otherwise modified and 
agreed upon in writing by the Merchant and the Bank.

If a Reserve Account is required at a later time, the Bank may establish the 
Reserve Account immediately and notify the Merchant of that fact (or any 
changes in the required reserve amount, funding method, Rolling Reserve 
percentage or period, or other terms).

The Merchant acknowledges and understands that the Reserve Account 
Maintenance Fee disclosed in the Application will be deducted on a monthly 
basis from funds in the said Reserve Account.

The Merchant hereby authorizes the Bank, without notice or demand, if the 
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Merchant fails to respond within a reasonable time as determined by the Bank, 
to o�set any related fees, losses, charges, costs and amounts for any other 
obligations of the Merchant due the Bank under this Agreement from and 
against the Merchant’s Reserve Account funds or any other deposit accounts 
of the Merchant maintained at any financial institution when adequate funds 
are not available in the Settlement Account or from funds otherwise due to the 
Merchant under this Agreement.

The Merchant hereby expresses in writing and hereby gives the necessary 
instructions and authorizations to permit such o�set by the Bank from any 
deposit accounts held by any financial institutions for the Merchant, and 
further releases such financial institutions from any liability for any good faith 
compliance with the express written instruction and authorization as set forth 
herein to permit such o�set by the Bank. The Merchant further agrees that 
such financial institutions may rely upon an executed copy of this Agreement 
as may be provided by the Bank for the purposes such o�set.

After payment or adequate provision for payment is made by the Merchant to 
the Bank for all obligations on the part of the Merchant to the Bank under this 
Agreement, including, without limitation, any and all amounts due for any 
payment gateway utilized by the Merchant under this Agreement and the 
Rules, the Merchant may request the Bank to disburse any and all funds due 
the Merchant remaining in the Reserve Account.

Unless otherwise agreed upon in writing by the Bank, such funds shall not be 
disbursed to the Merchant until the end of two hundred and seventy (270) 
days from the date of the last Chargeback or Transaction, whichever is later, 
unless the Bank in its sole and absolute discretion, has reasons to believe that 
Chargeback rights under the then applicable Rules may be longer than such 
two hundred and seventy (270) day period of time, in which event such funds 
may not be disbursed until the expiration of the period of time for such 
Chargeback rights.

If requested by the Merchant, the Bank shall set the date when funds available 
in the Reserve Account, held beyond such two hundred and seventy (270) day 
period as referenced above, may be released and shall notify the Merchant of 
such date. No funds held in the Reserve Account shall accrue or bear interest.

Without limiting the rights of the Bank set forth above, the Merchant 
acknowledges that the establishment of, or a change in the amount 
percentage or other terms of Reserve Account and/or increase to the 
Discount Fee or other Fees may, without limitation thereto, result from the 
Bank’s determination that any of the following has occurred: (a) the Merchant 
engages in any processing of charges which represents an overcharge to the 
Cardholder by duplication of charges; (b) any activity designed by the 
Merchant to circumvent a pre-requisite when attempting to process a 
Transaction for a Cardholder; (c) failure by the Merchant to fully disclose the 
true nature of its business to the Bank to permit a fully-informed decision as to 
the suitability of Merchant for approval of the Application and the acceptance 
of this Agreement; (d) failure by the Merchant to fully disclose the true 
ownership, or any change in such ownership, of the Merchant’s business entity; 
(e) processing by the Merchant of unauthorized charges; (g) processing by 
the Merchant of any credits through any Cardholder account; (h) any 
misrepresentation made by the Merchant in completion of the Application or 
any breach of any other covenant, warranty or representation of the Merchant 
contained in this Agreement, including, without limitation, a change of type of 
business without prior approval by the Bank; (i) the Merchant has 
Chargebacks which exceed one percent (1%) (as determined by the 
Associations and amended from time to time) of the total number of Sales 
Record Transactions completed by the Merchant in any given thirty (30) day 
calendar period, such thirty (30) day calendar period not limited to any 
specific monthly cycle; (j) excessive number of requests for retrieval of 
documentation; (k) excessive credits that exceed sale Transactions by ten 
percent (10%); (l) any form of financial instability or diminishment of the 
financial condition of the Merchant; or (m) whenever the Bank, in its sole 
discretion, believes that the Bank has a credit risk exposure and that recovery 
of any amounts due or which may become due from the Merchant, are in 
jeopardy or that the Bank may incur losses in connection with or related to the 
Services provided to the Merchant under this Agreement.

7. LIEN, SECURITY INTEREST AND SET-OFF.

The Merchant hereby grants the Bank a lien and security interest in and to any 
of the Merchant’s funds pertaining to the Transactions contemplated by this 
Agreement now or hereafter in the Bank’s possession, whether now or 
hereafter due or to become due to the Merchant for the purpose of securing 
the Merchant’s obligations towards the Bank and its a�liates under this 
Agreement and any other agreement for the provision of the Services or the 
furniture of the related equipment.

The Bank shall be entitled to set-o� against any amounts due and payable by 
the Merchant and not paid by the Merchant in the agreed upon manner any 
amounts held by the Bank for the account of the Merchant in with all the 
related charges being borne by the Merchant. In addition to the foregoing, the 
Merchant agrees that all cash, credit balances, goods and other assets 
including, but not limited to, precious metals whether coined or not, shares, 
stocks, bonds, notes, cheques, debentures, certificates of deposit, negotiable 
instruments including bills under collection and any other securities of any 
kind whatsoever, which are at the time being or could be in the future in the 
possession of the Bank, its custody or power, or deposited with or transferred 
to the Bank, its agents or any of its branches for the Merchant’s account 
whether held individually or jointly with any other person, including all rights 
and entitlements arising therefrom or attached thereto shall be charged as a 
continuing security in favor of the Bank and may be, in that sense, set o�, 
appropriated, sold or applied in or towards due payment to the Bank of all 
sums to the due satisfaction of all the obligations for which the Merchant is at 
the time being or in the future indebted or liable to the Bank on any account 
or in any manner whatsoever, and whether individually or jointly with any 
other person, and under whatever name or form.

The Merchant agrees to duly execute and deliver to the Bank such instruments 
and documents as may be reasonably requested to render enforceable such 
lien, security interest, right to set o�, recoupment and subordination set forth 
in this Agreement. 

8. REQUESTS FOR ADJUSTMENTS OR REFUNDS.

Requests for adjustments shall be made through a written notification to the 
Bank within thirty (30) days after any debit or credit is or should have been 
e�ected.
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If the Merchant notifies the Bank after such time period, the Bank may, in its 
absolute discretion, assist the Merchant, at its own expense, in investigating 
whether any adjustments are appropriate and whether any amounts are due 
to or from any other parties without any obligation on the back of the Bank to 
investigate or to continue such investigation or to carry out any future 
investigation or e�ect any such adjustments.

9. CHARGEBACKS.

The Merchant shall be responsible for any and all Chargebacks as well as 
Association fines, assessments and fees related to or arising out of such 
Chargebacks in the manner provided for in the Rules, and shall reimburse the 
Bank for and upon its demand, the face amount of such Chargebacks, fines, 
assessments and fees. Further, the Merchant shall be liable and shall reimburse 
the Bank for any and all return items, or other losses resulting from the 
Merchant’s failure to produce, within the applicable time limits, any Sales 
Records as it may be requested by the Bank. 

The Bank shall have the right to debit the Merchant’s incoming Chargebacks, 
through the Settlement Account or any other funds of the Merchant in the 
Bank’s direct or indirect control by reason of the security interest granted to 
Bank by the Merchant pursuant to Clause 15 of this Agreement, and to charge 
such Chargebacks to the Merchant, including without limitation, in any of the 
following situations: (a) where the Transaction is for a type of Product sold 
other than as disclosed in the Application and approved in advance by Bank 
and the sales Transaction was charged back; (b) where the goods have been 
returned or the services cancelled by a Cardholder and the Cardholder 
requested a Credit Record and such Credit Record was not processed by the 
Merchant within three (3) Business Days; and (c) where a Cardholder 
contends or disputes in writing to the Bank or to the Issuing Bank that: (i) the 
products were not received by the Cardholder; or (ii) the products received by 
a Cardholder do not conform to the description on the Sales Record; or (iii) 
the products were sold in a misleading fashion or manner by the Merchant; or 
(iv) the products were defective; or (v) the dispute reflects a claim or defense 
authorized against issuers or creditors by a governmental agency, a relevant 
statute or regulation; (vi) where a Sales Record or Credit Record was not 
received by the Bank as required in accordance with the terms of this 
Agreement or those of the Rules; (vii) where the Sales Record was not 
completed as required by this Agreement or by the Rules; (viii) the Cardholder 
has certified in writing to the Bank or to the Issuing Bank that the Cardholder 
did not make or authorize such a Transaction (ix) where the Issuing Bank or 
the Bank has information or belief that the Merchant fraud occurred at the 
time of the Transaction(s), whether or not such Transaction(s) was properly 
authorized by the Issuing Bank, and the Cardholder neither participated in nor 
authorized the Transaction(s); (x) in any other situation where the Sales 
Record was executed or depository credit was given to the Merchant in 
circumstances constituting a breach of any representation or warranty of the 
Merchant or in violation of the Rules, whether or not a Transaction is charged 
back by the Issuing Bank.

If, with respect to any one of the Merchant’s outlets, the amount of any Card 
counterfeit or fraud incidences becomes excessive, and in the sole and 
absolute discretion of Bank, the Merchant may be charged back for all 
Transactions terminated immediately for such cause, and the Merchant’s 
funds, including but not limited to those incoming Transactions; and those in 
the Merchant’s Account and Reserve Account shall be held pursuant to the 
provisions of this Agreement, including without limitation pursuant to the 
provisions of Clauses 6 and 7 of this Agreement.

The Bank shall have the right to assess the Chargeback Fee for each 
Chargeback plus the amount of any Chargeback fines or penalties assessed by 
the Associations against the Bank for Transactions arising from the activities 
of the Merchant, or any other charges as may be established by the Bank from 
time to time. Further, the Bank shall have the right to assess, at its sole and 
absolute discretion, the fee for processing any fines or penalties that may be 
charged by the Associations towards the Bank.

Should the Merchant agree to process any Transaction while the Card is not 
present, then the Merchant shall bear one hundred percent (100%) of the risk 
of Chargeback and any fees resulting from such Transaction as provided for 
under the Rules, and the Merchant shall, without limiting any other provisions 
in this Agreement, hold the Bank harmless from any losses, claims and costs 
arising from or associated with all such Transactions and/or Authorizations.

10. ADDITIONAL RULES FOR MAIL, TELEPHONE, E-COMMERCE (INTERNET) 
AND RECURRING TRANSACTIONS. 

The Merchant understands that Mail, Telephone and E-Commerce (Internet) 
orders and sale Transactions have substantially higher risk of Chargeback and 
Cardholder dispute than Card “present” (e.g. in a face-to-face) Transactions, 
as the Merchant will not have an imprinted or magnetically “swiped” 
Transaction with the Cardholder’s signature on the Sales Record; and as such, 
the Merchant shall be assuming a greater risk associated with accepting Card 
“not present” Transactions, including Mail, Telephone and E-Commerce 
(Internet) Transactions. The Merchant understands that Sales Records 
submitted for Mail, Telephone, Recurring Transactions, Pre-Authorized Orders 
and E-Commerce (Internet) Transactions are subject to Bank’s increased risk 
management and security review procedures and may result in delays or holds 
of funds being released to the Merchant.

The Merchant acknowledges that all mail order Transactions, telephone order 
Transactions, Recurring Transactions and E-Commerce (Internet) 
Transactions are di�cult to defend against Chargeback and agrees that it shall 
take reasonable precautions to protect against such Chargebacks, including, 
but not limited to the following: (i) delivering Products only to the 
Cardholder’s billing address where the Issuing Bank sends the Cardholder’s 
billing statement; (ii) using a delivery service that maintains shipping logs and 
requires signatures by a person receiving the Products; (iii) (iv) obtaining 
CVV2/CVC2 verification from the Issuing Bank if the Merchant processes 
Recurring Transactions and charges a Cardholder’s account periodically for 
recurring Products (e.g., monthly insurance premiums, yearly subscriptions, 
annual membership fees, etc.). The Merchant shall further (in addition to, and 
not in lieu of, other applicable procedures and Rules) comply with the 
following: (i) have the Cardholder complete and deliver to the Merchant a 
written request for such Products to be charged to the Cardholder’s account. 
The written request shall at least specify the Transaction amounts, the 
frequency of recurring charges and the duration of time for which the 
Cardholder’s permission is granted and be provided promptly in response to a 
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Cardholder’s request for copy; (ii) if the Recurring Transaction is renewed, 
then the Cardholder shall complete and deliver to the Merchant a subsequent 
written request for the continuation of such Products to be charged to the 
Cardholder’s account; (iii) the Merchant may not complete a Recurring 
Transaction after receiving a cancellation notice from the Cardholder or 
Issuing Bank or after a request for Authorization has been denied; (iv) the 
Merchant shall perform an AVS inquiry for at least the first Transaction and 
then annually thereafter, if applicable. The Merchant further understands that 
penalties can be assessed by the Associations for failure to comply with rules 
applicable to Recurring Payment transactions, and that a Recurring 
Transaction may not include partial payments for Products purchased in a 
single Transaction. No charges may be imposed in connection with a 
Recurring Transaction. In any case, all Transactions with an Authorization date 
more than fifteen (15) days prior to the shipping date or date services are 
rendered are subject to a greater risk of possible Chargeback.

In case the Merchant is an E-Commerce (Internet) merchant, and accepts 
orders via the Internet, the Merchant shall (in addition to, and not in lieu of, 
other applicable procedures and Rules) comply with the following: (a) post its 
privacy and security policies on its websites, where such policies shall be 
clearly marked for consumers to see and review; (b) the Merchant’s websites 
shall include all the following information in a prominent manner: (i) Complete 
description of the Products o�ered; (ii) returned Products and refund policy. 
If the Merchant does not o�er refunds or makes such other restrictions, the 
words “no refund”, or other appropriate terminology, shall be prominently and 
legibly written or typed or displayed on the Merchant’s websites for 
goods/service purchase used by the Merchant with respect to performance of 
this Agreement and provided to the customer; (iii) method for the 
Cardholders to acknowledge their acceptance of the terms and conditions for 
returned merchandise or for the refund policy, such acknowledgement should 
be in a format that complies with the Associations’ guidelines for proper 
disclosure; (iv) customer service contact, including email address and/or 
telephone number; (v) transaction currency; (vi) any applicable export or legal 
restrictions; (vii) delivery policy; (viii) consumer data privacy policy; and (ix) 
description of the Transaction security used on the Merchant’s website; and 
(c) use an Internet acquiring transaction indicator in order to identify the 
Internet Acquiring Transactions in the Authorization request and clearing 
record.

11. FEES AND CHARGES.

Fees payable by the Merchant in consideration of the Services shall include:

- Local Debit Cards : _________ %

  (Visa and Master Card) : _________ %

- All Other Cards : _________ %

- Monthly merchant maintenance fee @ OMR50 per month; and

- Other charges will be applied if mandated by Card Associations.

Settlements of Transactions shall be net of any credits/refunds, adjustments, 
applicable Discount Fees when due, Chargebacks and any other amounts then 
due from the Merchant.

All credits to the Merchant’s Settlement Account or other payments to the 
Merchant shall be provisional and are subject to, among other things, final 
audit, Chargebacks (including the Bank’s related losses), fees and fines 
imposed by the Associations; and the Merchant further allows the Bank to 
debit or credit the Settlement Account for any deficiencies, overages, fees and 
pending Chargebacks, and to deduct such amounts from any settlement funds 
due to the Merchant. Alternatively, the Bank may elect to invoice the Merchant 
for any such amounts, net due within thirty (30) days from the invoice date or 
on any such earlier date as may be specified by the Bank.

In case any fees due to the Bank are not paid within ten (10) days of their due 
date, the Bank may temporarily suspend the Services until the fees are paid in 
full. In such occurrence, the Merchant shall to pay three (3) months 
maintenance fee as a re-instatement fee to the Bank to re-activate the 
Services while in the temporary cancellation status. 

In case any fees due to the Bank are not paid within thirty (30) days of their 
due date, the Bank may temporarily cancel all services. In such occurrence, 
and in case the Merchant subsequently wishes to re-enroll for the Services, 
then the Merchant shall sign up as any new merchant and newly pay all the 
associated fees/charges.

12. FINES AND EXCESSIVE CHARGEBACK FEES.

The Merchant shall pay for and indemnify and hold harmless the Bank from 
any fines or penalties imposed on the Bank by any Association resulting from 
the Merchant’s activities, acts or omissions, Chargebacks and any other fees or 
fines imposed by an Association with respect to the Merchant’s acts or 
omissions, whether such activities occur or the fines, penalties, or other 
assessments are imposed, during or after the Term of this Agreement.

In case the Merchant’s Chargeback percentage for any line of business 
exceeds the estimated industry Chargeback percentage, as set out from time 
to time by the Bank in accordance with the Rules in order to reflect changes in 
the industry Chargeback percentage reported by the Associations, the 
Merchant shall, in addition to the Chargeback fees and any applicable 
Chargeback handling fees or fines, pay the Bank an excessive Chargeback fee 
in accordance to the Rules.

13. RETRIEVAL AND STORAGE OF SALES RECORDS, CREDIT RECORDS, 
TRANSACTION DATA AND INFORMATION.

The Merchant shall establish a system to store and maintain copies of Sales 
Records and Credit Records in such a manner so as to forward such sales 
Records and Credit Records to the Bank in no longer than two (2) working 
days from any request made by the Bank for such purpose. The failure to 
respond to such request constitutes a violation of this Agreement and may 
result in a Chargeback.

Should the Merchant deliver the requested Sales Records Sales Records and 
Credit Records longer than the timeframe described in the preceding 
paragraph while it has been established that such Sales Records or Credit 
Records constitutes a Chargeback to the Merchant, the Bank may levy the 
processing fees determined in the Rules in addition to such Chargeback fee.
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The Merchant shall keep all Sales Records and Credit Records for at least 
twenty four (24) months from their occurrence for the perusal of the 
Associations.

14. TERM.

This Agreement shall enter into force from its signing date (the “E�ective 
Date”) and remain in force for twelve (12) consecutive months therefrom (the 
“Initial Term”).

The Initial Term shall be thereafter automatically renewed for additional 
twelve (12) consecutive months terms unless earlierterminated in accordance 
with the provisions of clause 15below.

15. TERMINATION.

Any Party may terminate this Agreement prior to the expiration of any running 
term by serving a thirty (30) days written notice provided that such notice 
shall be e�ective at the expiration of any running existing term.

Notwithstanding the above, the Bank, and in addition to any rights of 
immediate termination without notice as may be contained elsewhere in this 
Agreement, may terminate this Agreement, and at the Bank’s discretion, any 
merchant processing agreement(s) of any other business that is commonly 
owned or controlled by the Merchant for any reason or cause (or for no 
reason) whatsoever upon ten (10) Business Days prior written notice to the 
Merchant. Such termination shall become e�ective on the later of ten (10) 
Business Days from the date such notice is given in the manner prescribed for 
notices herein or the date specified in such notice.

The Bank may terminate this Agreement upon the occurrence of one or more 
of the events stated below (the “Events of Default”) upon serving a 
termination notice e�ective upon its serving to the Merchant. The following 
events (but not limited to the following) shall be considered as Events of 
Default: (a) the Bank determines that the Merchant’s type of business as 
indicated on the Application di�ers from the actual type of business the 
Merchant operates; (b) the Merchant moves or relocates to a new location 
without giving the Bank notice prior to, or within thirty (30) days after, the 
move; (c) The business as conducted by the Merchant could endanger the 
safety and/or soundness of the Bank; (d) the Merchant files for bankruptcy or 
is otherwise shown to be insolvent; (f) the Merchant has Chargebacks which 
exceed one percent (1%) of the total number of Transactions completed by 
Merchant in any thirty (30) calendar day period; (g) the Merchant owes money 
to Bank and fails to make a timely payment thereof; or (h) the Merchant 
breaches any of the provisions contained in this Agreement. 

Notwithstanding anything to the contrary in this Agreement, the parties 
hereby further agree and acknowledge that in addition to any other remedies 
contained in this Agreement or otherwise available under applicable law, if (a) 
the Merchant breaches this Agreement by improperly terminating it prior to 
the expiration of the Initial Term; or (b) if this Agreement is terminated by the 
Bank prior to the expiration of the Initial Term due to any Event of Default by 
the Merchant (both “Early Termination”), then in either event, the Bank shall 
su�er a substantial injury that is di�cult or impossible to accurately estimate. 
Consequently, and considering the costs that the Bank may incur by reason of 
such Early Termination, including without limitation those incurred in 
processing the Application and approving Merchant for the Services, and in an 
e�ort to liquidate in advance the sum that should represent such damages, 
the parties have agreed that the Merchant shall pay, as liquidated damages the 
sum of three hundred Omani Rials (OMR 300), which shall not be construed as 
a penalty.

Any and all obligations of any party to this Agreement to pay funds to another 
shall survive any expiration or termination of this Agreement.

16. CTMF (or MATCH FILE) TERMINATION RELATED PROVISIONS.

The Merchant expressly agrees that the Bank shall be entitled to report the 
business name(s) of the Merchant and the names and identification of its 
principals to the CTMF or MATCH File in the event that this Agreement is 
terminated because of one or more of the reasons specified in the Rules, which 
include without limitation, those that constitute an Events of Default under this 
Agreement.

17. REPRESENTATIONS AND WARRANTIES.

Without limiting any other warranties, covenants and agreements hereunder, 
the Merchant agrees, represents and warrants to the Bank that at all times 
during the term of this Agreement that: (a) it is lawfully engaged in the 
business described on the Application and is duly licensed under the laws of 
Oman; (b) it is fully compliant with all applicable laws, and with the Rules; (c) 
it will give prior notice to the Bank if it intends to change the nature of its 
business as indicated in the Application or to modify the ownership of the 
business; in which case, the Bank will have the right to terminate this 
Agreement or amend this Agreement accordingly; (d) all of its business 
locations engage in the same or substantially similar business activity as that 
listed in the Application; (e) it o�ers no enticements or incentives to 
Cardholders in connection with the sale of Merchant’s Products; (f) it will not 
use any personal Card owned by the Merchant, or any Card which the 
Merchant is authorized to purchase its own goods or service at the Merchant’s 
website. Such use is deemed a “cash advance” which is prohibited by the 
Rules and this Agreement and can result in immediate termination of this 
Agreement; (g) it uses both the name and address shown on the Application 
on all Sales Records and Credit Records and does not use any other name, 
unless a descriptor is used to further identify the Transaction and agreed to by 
the Bank; (h) it will not submit any Transaction that was previously charged 
back or declined; (i) it shall not, without the Cardholder’s prior written consent, 
sell, purchase, provide or exchange Card account information in the form of 
Sales Records, mailing lists, magnetic tapes or any other media obtained by 
reason of a Transaction to any third party other than Merchant’s agents for the 
purpose of assisting the Merchant in its business, or to the Bank or pursuant to 
any lawful government demand; (j) it has the authority to enter into this 
Agreement and that the person(s) signing on behalf of the Merchant is/are 
specifically authorized and directed to do so by the Merchant; and (k) as to 
each Transaction covered under this Agreement, the Merchant specifically 
represents and warrants that: (i) the Sales Transaction is valid in form and has 
been completed in accordance with all applicable requirements and the Rules; 
(ii) the Merchant has delivered the goods to the Cardholder or completed the 
service described on the Sales Record in accordance with the Merchant’s 
agreement with the Cardholder, and that Merchant has, in inventory, the 
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goods sold if not delivered at the time of sale; (iii) each Sales Record 
represents the Cardholder’s indebtedness for the total amount shown therein; 
(iv) the Merchant’s disclosure will clearly state that Cardholder has no defense 
right of o�set or counterclaim against the Merchant in connection with the 
purchase of the Products; (v) the Merchant has not charged the Cardholder 
directly or indirectly any separate or additional fee(s) such as a surcharge or 
portion of any discount or charge imposed upon the Merchant by this 
Agreement in connection with the Transaction other than as may be required 
by law (this Paragraph shall not, however, be construed as prohibiting 
discounts to customers or for charges such as bona fide commissions, fees for 
special handling or expedited services, postage and handling, and similar 
charges that are charged to the Cardholder regardless of the form of 
payment); (vi) each Transaction was placed by a person who is the Cardholder 
of the Card; (vii) has included all items of Products purchased in a single 
Transaction and the total amount on a single Sales Record; (viii) does not 
represent the refinancing of an existing obligation of the Cardholder including 
any obligation owed to the Merchant or arising from the dishonor of a personal 
cheque; (ix) is not a “cash advance”; and (x) the Merchant shall not submit any 
Transaction for entry into interchange, directly or indirectly, any Card 
Transaction that it knows to be fraudulent or not authorized by the 
Cardholder.

The Merchant understands and agrees that violation of any of the foregoing 
warranties, representations, covenants and agreements or otherwise provided 
in this Agreement, shall be an Event of Default, and may cause this Agreement 
to be immediately terminated, or subject to termination, have all funds placed 
into a Reserve Account pursuant to Clause 6 of this Agreement, and result in 
the Merchant placed on the Combined Terminated Merchant File (CTMF) or 
MATCH File pursuant to Clause 15of this Agreement.

18. INDEMNIFICATION.

The Merchant shall indemnify and hold the Bank, the Bank’sa�liates, o�cers, 
directors, employees, consultants, agents, service providers and licensors 
harmless from and against any and all association fines or fees (pursuant to 
Section 18 of this Agreement) and all losses, liabilities, damages and expenses 
(including attorney’s fees and collection costs) resulting from any breach of 
any warranty, covenant or agreement or any misrepresentation by the 
Merchant under this Agreement including, without limitation, a violation of the 
Rules, or arising out of the Merchant’s or the Merchant’s employees’ 
negligence or wilful misconduct, in connection with Card Transactions or 
otherwise arising from Merchant’s provision of Products to Cardholders, and 
any and all third party claims, liability, damages, and/or costs, including but 
not limited to attorney's fees, arising from: (i) any third-party claim, action, or 
allegation of infringement, misuse, or misappropriation based on information, 
data, files, or other materials submitted by the Merchant to the Bank and vice 
versa; (ii) any access of any other financial institutions, cards through the 
Equipmentor any action, omission, or any other cause or fault or misuse of the 
Equipment caused by the Merchant or any of its employees, o�cials, agents or 
representatives; (iii) any fraud, misrepresentation, manipulation, or other 
breach of this Agreement; and/or (iv) the Merchant’s violation of any law or 
rights of a third party.

In such occurrence, the Bank reserves the right, at its own expense, to assume 
the exclusive defence and control of any matter otherwise subject to 
indemnification by the Merchant, in which event the Merchant shall fully 
cooperate with the Bank in asserting any available defences.

The Merchant may not settle any action or claims on behalf of the Bank 
without the Bank’s prior written consent.

19. LIMITATION OF LIABILITY.

THIS AGREEMENT IS A SERVICE AGREEMENT. THE BANK DISCLAIMS ALL 
OTHER REPRESENTATIONS OR WARRANTIES, EXPRESS OR IMPLIED, 
MADE TO THE MERCHANT OR ANY OTHER PERSON, INCLUDING WITHOUT 
LIMITATION, ANY WARRANTIES REGARDING QUALITY, SUITABILITY, 
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OR 
OTHERWISE OF ANY SERVICES OR ANY GOODS PROVIDED INCIDENTAL 
TO THE SERVICES PROVIDED UNDER THIS AGREEMENT. 

NOTWITHSTANDING ANYTHING IN THIS AGREEMENT TO THE CONTRARY, 
IN NO EVENT SHALL THE BANK, OR ITS AFFILIATES OR ANY OF ITS 
RESPECTIVE DIRECTORS, OFFICERS, EMPLOYEES, AGENTS OR 
SUBCONTRACTORS, BE LIABLE UNDER ANY THEORY OFTORT, 
CONTRACT, STRICT LIABILITY OR OTHER LEGAL THEORY, FOR LOST 
PROFITS, LOST REVENUES, LOST BUSINESS OPPORTUNITIES, DELAYS IN 
THE RECEIPT OF FUNDS OR ERRORS IN DEBIT AND CREDIT ENTRIES 
CAUSED BY THIRD PARTIES INCLUDING ANY CARD ASSOCIATION AND/OR 
THE MERCHANT’S FINANCIAL INSTITUTION, EXEMPLARY, PUNITIVE, 
SPECIAL, INCIDENTAL, INDIRECT OR CONSEQUENTIALDAMAGES, EACH 
OF WHICH IS HEREBY EXCLUDED BY AGREEMENT OF THE PARTIES, 
REGARDLESS OF WHETHER SUCH DAMAGES WERE FORESEEABLE OR 
WHETHER ANY PARTY OR ANY ENTITY HAS BEEN ADVISED OF THE 
POSSIBILITY OF SUCH DAMAGES.

20.MONEY LAUNDERING PREVENTION.

The Bank may take whatever action it considers appropriate to meet any 
obligations, either in the Sultanate of Oman or elsewhere in the world, relating 
to the prevention of fraud, money laundering or terrorism financing and the 
provision of financial and other services to persons who may be subject to 
sanctions. 

Such actions include, but are not limited to, investigating, blocking and 
intercepting any Transaction particularly in the case of international transfer of 
funds; it may also include making enquiries to establish whether the Merchant 
and/or the Cardholder is subject to financial sanctions. 

The Bank shall not be liable for any loss, liability, delay or cost incurred by you 
as a result of such actions taken by it.

21. COMPLIANCE.

The Merchant shall comply and cause each of its employees to comply with 
this Agreement and all the applicable rules and regulations including, but not 
limited to, regulatory approvals and requirements applicable in the Sultanate 
of Oman by virtue of its obligations under this Agreement. The Merchant shall 
further conduct regular periodic monitoring of compliance with the regulatory 
requirements as instructed by the Bank from time to time.
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The Merchant shall comply with the Rules, including without limitation, those 
relating to Cardholder information security issues, non-disclosure of 
Cardholder information and Transaction documents, retention and storage of 
Cardholder and Transaction information and other security procedures 
adopted by the Associations.

The Merchant further confirms its agreement to abide by and fully comply 
with the CISP including the following procedures: (i) install and maintain a 
working network firewall to protect data accessible via the Internet; (ii) keep 
security patches up-to-date; Encrypt stored data; (iii) encrypt data sent across 
networks; (iv) use and regularly update anti-virus software; (v) restrict access 
to data by business “need to know”; (vi) assign a unique ID to each person 
with computer access to data; (vii) refrain from using vendor-supplied 
defaults for system passwords and other security parameters; (viii) track 
access data by unique ID; (ix) maintain a policy that addresses information 
security for employees and contractors; and (x) restrict physical access to 
Cardholder information. The Merchant understands that VISA may impose 
restrictions, fines, or prohibit the Merchant from participating in VISA 
programs if it is determined that the Merchant is non-compliant with the CISP. 
The Merchant may be required to comply with an audit to verify compliance 
with security procedures. The Merchant may seek compliance through 
adopting the relevant Payment Gateway functions, which are maintained to 
be CISP compliant.

The Merchant additionally confirms its agreement to abide by and fully 
comply with the following Transaction information security related 
procedures: (i) the sale or disclosure of databases containing Cardholder 
Account numbers, personal information, or other Card Transaction 
information to third parties is strictly prohibited by the Rules; (ii) unless the 
Merchant obtains consents from the Bank and each applicable Association, 
Issuing Bank and the Cardholder, the Merchant shall not use, disclose, sell or 
disseminate any Cardholder information obtained in connection with a Card 
Transaction (including without limitation, the names, addresses and Card 
account numbers of Cardholders, copies of imprinted Sales Records and/or 
Credit Records, mailing lists, magnetic tapes or other media obtained in 
connection with a Sales Record and/or Credit Record) except for purposes of 
authorizing, completing and settling Card Transactions and resolving any 
Chargebacks, retrieval requests or similar issues involving Card Transactions, 
other than pursuant to a court or governmental agency request, subpoena or 
order; (iii) proper controls for, limit access to, and render unreadable prior to 
discarding all records containing Cardholder account numbers and Card 
imprints shall be implemented by the Merchant; (iv) magnetic stripe data  shall 
not be retained and/or stored after a Transaction has been authorized; (v) 
electronically  captured signature of a Cardholder stored shall not be 
reproduced except upon a specific request of the Bank; (vi) all media 
containing Cardholder names, Cardholder account information, and other 
personal information, as well as Card imprints (such as Sales Records and 
Credit Records, auto rental agreements, and carbons) shall be stored in an 
area limited to selected personnel and, prior to discarding any such 
information, destroy it in a manner that renders the data unreadable; and (vii) 
in the event of the Merchant’s failure, including bankruptcy, insolvency, or 
other suspension of business operations, any materials that contain 
Cardholder account numbers, personal information, or Transaction 
information shall not be sold, transferred, or disclosed to third parties, and 
shall be returned to the Bank and/or destroyed upon acceptable proof of 
destruction to the Bank.

22.FORCE MAJEURE.

No party shall be liable for any default or delay in the performance of its 
obligations under this Agreement if and to the extent such default or delay is 
caused, directly or indirectly, by (i) fire, flood, elements of nature or other acts 
of God; (ii) any outbreak or escalation of hostilities, war, riots or civil disorders 
in any country; (iii) any act or omission of the other party or any government 
authority; (iv) any labor disputes (whether or not employees’ demands are 
reasonable or within the party’s power to satisfy); or (v) the non-performance 
by a third party for any similar cause beyond the reasonable control of such 
party, including without limitation, failures or fluctuations in 
telecommunications or other equipment.

In any such event, the non-performing party shall be excused from any further 
performance and observance of the obligations so a�ected only for as long as 
such circumstances prevail and such party continues to use commercially 
reasonable e�orts to recommence performance or observance as soon as 
practicable.

23.CONFIDENTIALITY.

The Merchant acknowledges that, pursuant to this Agreement, the Bank may 
provide to the Merchant information that is proprietary to the Bank. This 
includes any or all forms of media and information sent to the Merchant 
regardless of whether it is sent to the Merchant by email or in any another 
manner. 

The Merchant agrees to keep such proprietary information confidential and 
secure. The Merchant may not use, copy, adapt, alter all or part of the 
proprietary information which is disclosed or otherwise comes into its 
possession under or in relation to this Agreement and which is of a 
confidential nature. 

The Bank may disclose information to third parties pursuant to this Agreement 
in the following cases: (i) in order to comply with government or court orders; 
or (ii) if the Merchant gives the Bank a written permission to do so; or (iii) to 
enforce or defend the Bank’s rights in connection with this Agreement.

24.INTELLECTUAL PROPERTY.

Any data, information, logo, developed programs, or other information given 
to any Party by virtue of this Agreement or being associated with the 
personnel of any of the Parties shall remain the exclusive property of such 
Party.

The Merchant may not publish, release or make use of any data, information, 
logo, developed programs, or any other proprietary name and/or symbol of 
the Bank, VISA or MasterCard, unless the materials containing the same are 
provided to the Merchant by the Bank and/or are approved in advance by 
Bank, and, in either event, only while this Agreement is in e�ect, or until the 
Merchant is notified by the Bank or by VISA or MasterCard to cease usage.
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25.ADVERTISMENT.

The Merchant shall display the Banks’ advertising and promotional materials at 
noticeable points in the premises of the Merchant where the Equipment is 
installed. The Merchant further undertakes not to use any other material 
referring to the Bank or any other name, logo or design associated with the 
Cards without the Bank’s prior written consent.

26.ADDRESS AND NOTICES.

Unless otherwise provided herein, any notice, request, instruction or other 
document required permitted or to be given under this Agreement shall be in 
writing and if given by the Bank to the Merchant shall be deemed to have been 
given on the date and at the time the same shall be delivered personally or 
deposited in the postal system and addressed to the Merchant at the 
addresses on the execution page of this Agreement or at such other addresses 
as the Merchant may give to Bank from time to time by written notice, and if 
given by the Merchant to the Bank shall be deemed to have been given on the 
date and at the time the same shall be delivered personally or mailed by 
certified mail, postage prepaid with return receipt requested (such mailed 
notice to be e�ective on the date such receipt is acknowledged or refused)at 
the Bank’s address mentioned in its o�cial papers or at such other addresses 
as the Bank, as applicable, may give to the Merchant from time to time by 
written notice. Notice may also be sent by facsimile or email, and in such 
occurrence, such notice shall be deemed delivered at the date and time it was 
sent by either party to the other.

The Merchant shall keep the Bank informed about its business location at all 
times, during the Term of this Agreement, and, if the Bank holds Reserve 
Account funds for Merchant after the expiration or termination of this 
Agreement, then for such time until any Reserve Account funds are fully 
disbursed or applied by the Bank against amounts due from the Merchant.

27.FINANCIAL AND OTHER INFORMATION.

Upon request, Merchant will provide the Bank quarterly financial statements 
within forty-five (45) days after the end of each fiscal quarter and annual 
audited financial statements within ninety (90) days after the end of each 
fiscal year.

Such financial statements shall be prepared in accordance with generally 
accepted accounting principles. The Merchant shall also provide such other 
financial statements and other information concerning the Merchant’s 
business and its compliance with the terms and provisions of this Agreement 
as the Bank may reasonably request.

The Merchant authorizes the Bank to obtain from third parties financial and 
credit information relating to the Merchant in connection with its 
determination whether to accept this Agreement and the Bank’s continuing 
evaluation of the financial and credit status of the Merchant.

The Bank may also access and use information which the Merchant has 
provided to the Bank for any other reason. Upon request, the Merchant shall 
provide to the Bank or its representatives reasonable access to the Merchant’s 
facilities and records for the purpose of performing any inspection and/or 
copying of the Merchant’s books and/or records deemed appropriate.

The Merchant will provide the Bank with written notice of any judgment, writ, 
warrant of attachment, execution or levy against any substantial part 
(twenty-five percent (25%) or more in value) of Merchant’s total assets not 
later than three (3) days after Merchant becomes aware of the same.

28.MISCELLANEOUS.

The o�cial text of this Agreement shall be in Arabic. In the event of any 
dispute concerning the interpretation or construction of this Agreement, 
reference shall be made only to this Agreement as written in Arabic. Should it 
be required to translate this Agreement into the English language or any other 
language, the Arabic language version of this Agreement shall nevertheless 
prevail.

The headings and subheadings contained herein shall not be considered a part 
of this Agreement. Words in this Agreement that are in the singular include the 
plural and vice versa, unless the context requires otherwise.

This Agreement may be executed in multiple counterparts, all of which shall 
constitute one agreement.

This Agreement and its annexes are the entire agreement between the Bank 
and the Merchant concerning the Services provided by the Bank to the 
Merchant under this Agreement and supersede all previous agreements, 
communications, representations or discussions between the Bank and the 
Merchant relating to this Agreement. Any other banking agreements made 
between the Bank and the Merchant and/or any other obligations pertaining 
to the Merchant’s bank accounts held by the Bank shall remain unchanged.  

The Bank may change or cancel the one or more of the Services as described 
herein at any time without cause, subject to applicable laws and regulations 
and upon a seven (7) days’ written notice served to the Merchant prior to 
entry into force. The Merchant agrees to review such amendments 
immediately upon receipt of such notice, and in case a termination notice is 
not sent within the seven (7) days abovementioned term in accordance with 
the applicable terms and conditions of this Agreement, the content of such 
notice shall be e�ective at the expiry of such notice term.

Each of the terms of this Agreement is severable from the others and if one or 
more of them becomes void, illegal or unenforceable, the remainder will not be 
a�ected in any way. 

Subject as provided below, a person who is not a party to this Agreement has 
no right to enforce any provision of this Agreement. A�liates of the Bank 
which are not parties to this Agreement, and any sub-contractor of the Bank 
or its a�liates may nevertheless enforce this Agreement against the Merchant, 
subject to and in accordance with this Agreement and any applicable 
regulations and laws.

This Agreement shall be binding upon and inure to the benefit of the parties 
and their respective successors and assigns. 

The Parties to this Agreement do not require the consent of any person who 
is not party to this Agreement to rescind or vary this Agreement at any time.

All representations, warranties, covenants and indemnities shall survive the 
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expiration or termination of this Agreement. 

The Merchant shall review Operating Manuals concerning the procedures to 
be followed and prescribed forms to be used in carrying out the Transactions 
while using the Equipment as delivered along with the Equipment or published 
by the Bank on its website from time to time.

Personal Information Protection. Parties agree to comply with all applicable 
personal data protection and other laws to the same or similar purpose in all 
relevant jurisdictions.

The Bank shall provide the Merchant with statements via e-mail to the email 
address provided in this Agreement and as recorded in the Bank’s systems. 
Should the Merchant require paper or duplicate statements or any other 
additional documentation, then the Bank may charge an appropriate fee for 
the provision of such paper or duplicate statements or additional 
documentation.

Except in the case of manifest error, any Statement provided by the Bank shall 
be conclusive as to all matters of fact to which it refers. The Bank may only 
accept to consider disputes made to such Statements if submitted in writing 
within Thirty (30) days’ of receipt by the Merchant.

Neither the failure nor any delay on the part of the Bank to exercise any right, 
remedy, or privilege hereunder shall operate as a waiver or give rise to an 
estoppel nor be construed as an agreement to modify the terms of this 
Agreement, nor shall any single or partial exercise of any right, remedy, or 
privilege with respect to any occurrence to be construed as a waiver of such 
right, remedy, or privilege.

No waiver by a party hereunder shall be e�ective unless it is in writing and 
signed by the party making such waiver, and then such waiver shall apply only 
to the extent specifically stated in such writing. 

Any transfer or assignment of this Agreement by the Merchant, without the 
prior written consent of the Bank, by operation of law or otherwise, is voidable 
by the Bank. Furthermore, the Merchant shall indemnify and hold the Bank 
harmless from all liabilities, Chargebacks, expenses, costs, fees and fines 
arising from such transferee’s or assignee’s submission of Card transactions to 
the Bank for processing.

Subject to the Rules, the Bank shall only assign or transfer this Agreement and 
its rights and obligations hereunder and/or may delegate its duties hereunder, 
in whole or in part, to any third party, on the condition of receiving prior 
written consent by the Merchant.

Nothing in this Agreement shall be deemed to constitute a partnership 
between the Parties nor constitute either Party as being the agent of the other 
Party or otherwise entitle a Party to have authority to bind the other Party for 
any purpose other than the purpose contemplated in this Agreement.

During the Term of this Agreement, the Merchant shall not enter into any 
agreement or engage with any other service provider for the provision of 
Services similar to or competitive with the e-Payment Gateway Services 
subject of this Agreement.

29.LEGAL FEES AND COSTS.

The Merchant agrees to pay the legal fees and costs the Bank will incur in 
seeking legal advice in matters not in the ordinary course of the Services 
relationship established under this Agreement, including, without limitation, 
contract disputes, legal procedures, bankruptcy or similar events, whether the 
fees or costs are incurred during or after the Term of this Agreement.

30.GOVERNING LAW AND DISPUTE RESOLUTION.

This Agreement and any dispute, claim or issue arising out of or in connection 
with this Agreement, whether of a contractual or non-contractual nature, shall 
be governed by the laws of the Sultanate of Oman. Parties agree to 
irrevocably submit to the exclusive jurisdiction of the courts of the Sultanate 
of Oman.

For and on behalf Bank Dhofar

Mr. __________________________________________________

Position: __________________________________________________

Date: __________________________________________________

Signature: __________________________________________________

For and on behalf of Merchant

Mr. __________________________________________________

Position: __________________________________________________

Date: __________________________________________________

Signature: __________________________________________________
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This Internet Card Acquiring Services MERCHANT AGREEMENT, including the 
attached Merchant application (the “Application”) (which is an integral part 
hereof and is expressly integrated herein and made a part hereof) (collectively 
referred to as the “Agreement”) is entered into by and between BANK DHOFAR 
S.A.O.G (hereinafter referred to as the “Bank”) and the undersigned Merchant 
(hereinafter referred to as the “Merchant”).

PREAMBLE

WHEREAS, the Bank is engaged in the general banking business and is a 
full-fledged member of Visa International and MasterCard Worldwide, including, 
but not limited to, providing acquiring services to merchants that accept a valid 
card bearing the service mark of VISA, MasterCard, Diners Club or American 
Express (hereinafter each referred to as the “Card”) for payment for Products (as 
defined below).

WHEREAS, the Merchant desires to use the ITA’s Sultanate of Oman e-Payment 
Gateway services to authorize and process Card Transactions and use the 
Internet Acquiring Services (as defined below) provided by the Bank to settle 
Card Transactions for payment by Cardholders for Products obtained from the 
Merchant through the Internet.

NOW, THEREFORE, in consideration of the representations, covenants and/or 
promises made in this Agreement (including the Application), the parties hereby 
agree as follows:

1. RECITALS AND DEFINITIONS.

The Merchant hereby acknowledges and a�rms each of the Recitals 
contained above.

The parties agree that the Preamble as set forth herein is incorporated herein 
by reference and made a part of this Agreement.

The Merchant acknowledges that the signature of the Bank’s sales 
representative on the Application does not constitute an approval by the Bank 
of this Agreement and that this Agreement is not and shall not be e�ective 
until it has been approved by the Bank.

Such approval, if given, shall be evidenced by the issuance of an approved 
Merchant Account Number by the Bank to the Merchant.

Capitalized terms used in this Agreement shall have the meanings set forth 
herein, including the following capitalized terms set forth below:

“Merchant” means the person or the legal entity named in this Agreement and, 
if approved and accepted by the Bank, who enters into this Agreement with 
the Bank with the aim to use the Services.

“Association” means any entity formed to administer and promote the Cards 
(including without limitation VISA and MasterCard). 

“Authorization” means the approval given by, or on behalf of, the Issuing Bank 
to validate a Transaction for a Merchant or another a�liate bank. 

“Batch” means a day’s worth of Transactions, including Sales Records and 
Credit Records, to be processed by the Bank at end of each Business Day. 

“Business Day” means any day on which the Bank is open for business, other 
than Fridays & Saturdays or other bank holidays.

“Card” means a valid credit card or a valid debit card or a valid pre-paid card 
bearing the service mark of VISA, MasterCard, Diners Club or American 
Express.

“Cardholder” means the individual whose name is embossed on a valid Card 
and any authorized user of such Card.

“CISP” means the Cardholder Information Security Program implemented by 
VISA to protect Cardholder data. The (“CISP”) applies to the Merchant if the 
Merchant processes or stores Cardholder data as a result of Internet or 
Mail/Telephone acceptance of VISA Card account information. A copy of the 
complete VISA Cardholder Information Security Standards manual and a 
Self-Assessment Worksheet can be obtained online at www.visa.com/cisp.

“Chargeback” means the procedure by which a Sales Record or other indicia 
of a Card Transaction (or disputed portion thereof) is denied or returned to 
the Bank or to the Issuing Bank after it was entered into the appropriate 
settlement network for payment, in accordance with the Rules, for failing to 
comply with the Rules including, without limitation, Cardholder disputes, the 
liability of which falls on the Merchant.

“CTMF” or “MATCH File” means the combined terminated merchant file 
maintained by MasterCard and containing the business name(s) of merchants 
and the names and identification of principals of merchants which have had 
their merchant processing agreements terminated for one or more of the 
reasons specified in the Rules.

“Credit Record” means all documents or the electronic record of such 
documents used to evidence any refund or price adjustment given by the 
Merchant to a Cardholder for a previous sale Transaction, which must conform 
to the Rules. The format for each Credit Record must be approved by the 
Bank.

“SA” or “Settlement Account” means a direct deposit account open in a 
financial institution designated by the Merchant as the account to be debited 
and credited by the Bank for Card Transactions, and by the Bank for fees, 
Chargebacks, and other amounts due under or in connection with this 
Agreement.

“Discount Fee” means the amount charged to the Merchant for processing its 
daily Card Transactions, which is computed as a percentage of the gross 
amount of the Merchant’s Sales Records. Discount Fee shall not be reimbursed 
to the Merchant even when Merchant needs to perform any refund or price 
adjustment after the Sale Record is completed. Discount Fee shall be 
deducted from the gross sales amount acquired by the Bank on behalf of the 
Merchant, and the net credit shall be paid to the Settlement Account.

“Electronic Record” means data that is transcribed in a form acceptable to the 
Bank and suitable for electronic processing.

“Event of Default” means those events listed in Clause 15 of this Agreement. 
Settlement Networks.

“e-Payment Gateway” means the payment service that allows the Merchant to 
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participate in acceptance of the Card Transactions made by Customers via 
certain electronic access methods.

“Equipment” means the electronic devices made available by the Bank to the 
Merchant in order to process the Card Transactions.

“Interchange Fee” means the fee that is paid daily by the Bank to VISA, 
MasterCard or any other association for entering Sales Records and Credit 
Records into their respective Settlement Networks.

“Issuing Bank” means the Cardholder’s bank, or the bank that has issued a 
Card.

“ITA” means the Sultanate of Oman’s Information Technology Authority.

“Merchant Account Number” means the number assigned and issued by the 
Bank to the Merchant, if and only if, the Merchant is approved and this 
Agreement is accepted by the Bank that numerically identifies the Merchant 
to the Bank for accounting, billing, customer service and other related 
purposes in connection with the Services. Issuance of the approved Merchant 
Account Number to the Merchant will evidence the acceptance and approval 
of the Merchant of the provisions of this Agreement.

“Merchant Reserve Account” or “Reserve Account” means an account 
established at and managed by the Bank for the deposit of the funds received 
from the Merchant pursuant to this Agreement as collateral to protect the 
Bank against actual or contingent liability or losses (i.e. reserves) that might be 
incurred by the Bank should the Merchant be unable or fail to pay 
Chargebacks, adjustments, fees and other charges and obligations due to the 
Bank under this Agreement.

“Monthly Sales Processing Volume” or “Monthly Sales Volume” means the 
gross Omani Rial (OMR) amount of Card Sales Records, before return, refund, 
or exchange that are generated by the Merchant and processed by the Bank 
during a calendar month pursuant to this Agreement.

“Products” means goods and/or services sold, rented or rendered by the 
Merchant.

“Recurring Transaction” means a transaction whereby the Merchant charges 
a Cardholder’s Card periodically for recurring goods or services (e.g., monthly 
insurance premiums, yearly subscriptions, annual membership fees) that are 
to be delivered or performed periodically.

“Rules” means the written rules and regulations, system manuals, procedures 
and requirements, releases and interpretations thereof and other 
requirements (whether contractual or otherwise) imposed or adopted by any 
Association (including without limitation VISA, MasterCard, Diners Club and 
American Express) as the same may be amended from time to time. The Bank 
shall provide the relevant Rules to the Merchant and advise the Merchant in 
prior notice via written communication whenever there is any change to the 
Rules.

“Sales Record” means all documents or the electronic record of such 
documents used to evidence the sale of Products through the use of the 
Cards. The format for each Sales Record must be approved by the Bank.

“Services” means the acquiring activities undertaken by the Bank (including 
by or through authorized third party service providers) to acquire and settle 
VISA, MasterCard, Diners Club and American Express Card Transactions 
undertaken by Cardholders at the Merchant’s Internet website for 
Goods/Services purchase, whose business is registered in the Sultanate of 
Oman, and all other activities necessary for the Bank to perform the functions 
required by this Agreement for all other cards, if any, that may be covered by 
this Agreement.

“Transaction” means the initiation of a sale inquiry or a consummation of a 
sale/rental of Products or of a credit to a Cardholder by the Merchant by 
means of a Sales Record or Credit Record, respectively.

“Transmittal” means the process whereby Sales Records and Credit Records 
are electronically transferred in the form of electronic records.

These Internet Acquiring Services terms and conditions govern the 
relationship between the Bank and the Merchant for all the Merchant’s 
Products and Services available on the Internet.

These Internet Acquiring Services terms and conditions expressly govern, 
without limitation, software products, hosting services, secure payment 
gateway services and related support and maintenance services obtained 
through the Bank in connection with the Merchant’s Products available on the 
Internet.

The Merchant understands and agrees that it may be required to enter into 
additional specific agreements for software products, hosting services or 
other e-Commerce products and services as the Bank nay determine at its sole 
discretion.

2. HONORING CARDS. 

The Merchant shall follow the procedures for Card acceptance in the manner 
provided for under this Agreement in connection with each Transaction and 
shall fully comply with and abide by all applicable Rules, as amended from 
time to time by the Associations and as accordingly advised by the Bank 
through written communication within a reasonable advance notice period. 

While honoring Card, the Merchant shall abide by the terms and conditions set 
out in this Agreement, the Rules and the following VISA and MasterCard 
instructions: the Merchant (i) shall honor, without discrimination, all valid 
Cards when properly presented as payment by a bona fide Cardholder for a 
bona fide Transaction; (ii) shall not establish procedures that discourage, 
favor, or discriminate against the use of any particular Card. If the Merchant 
does not deal with the public at large (e.g. a private club), the Merchant must 
honor all valid Cards of Cardholders who have purchasing privileges or 
memberships with the Merchant; (iii) shall not establish minimum or maximum 
Transaction amounts as a condition for accepting Cards; (iv) shall not impose 
any surcharge or fee for accepting a Card or establish any special conditions 
for accepting a Card; (v) unless permitted under the Rules, the Merchant shall 
not require a Cardholder to provide any personal information, such as a home 
or business address or telephone number, or a driver’s license or other proof 
of identification as a condition of honoring a Card, unless instructed by the 
Bank. The exception to this is for a mail/telephone order or delivery required 
Transaction; (vi) any taxes that the Merchant collects (and any other similar 
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handling fees) must be included in the total Transaction amount and not 
collected separately in cash nor processed as an additional Transaction; (vii) 
shall not indicate that Visa, MasterCard or any other Association endorses its 
goods or services; and (viii) Shall adequately display Visa, MasterCard and, if 
applicable, other Association decals and program marks on the promotional 
materials as required by any Association Rules.

3. AUTHORIZATIONS.

The Merchant understands and acknowledges that an Authorization only 
confirms the availability of the Cardholder’s credit at the time of the 
Authorization, and as such does not warrant that the person presenting the 
Card is the rightful Cardholder, nor is it an unconditional promise, guarantee or 
representation by the Bank that a Transaction is or will be deemed valid and 
not subject to dispute, debit or Chargeback.

The Merchant understands that, without limitation thereto, processing of 
Transactions when a Card is not present may result in an exception to normal 
processing, including if, unauthorized software or direct data transmission 
information results in erroneously transmitted data; and the Merchant further 
understands and agrees that, failure to abide by the procedures and Rules, 
including without limitation, those set forth below (which are in addition to 
and not in lieu of the Rules and/or terms of this Agreement), may subject the 
Merchant to increased risk of possible Chargeback, penal charges and/or 
termination of this Agreement.

The Bank shall endeavor to increase the protection of the Merchant by 
enrolling the Merchant for 3D secure authentication processing with the 
respective Card Associations.

The Merchant: (i) shall authorize all Transactions and refrain from setting any 
floor limits to the Transactions; (ii) failure to authorize sales Transaction may 
result in a Chargeback and/or the termination of this Agreement; (iii) the 
Merchant may not attempt to obtain multiple Authorizations for a single 
Transaction; (iv) authorizations cannot be “forced in” by reducing the 
Transaction amount to find an approved authorized amount; and (v) For 
Cards other than VISA and MasterCard (if any, that the Bank have expressly 
approved for the Services), the Merchant shall follow the procedures and 
Rules for Authorization and acceptance for each such other Card Association.

In case the Merchant engages in the practice of delayed delivery or accepting 
deposits, then the Merchant shall respect the following additional Rules and 
requirements (in addition to, and not in lieu of, other applicable procedures 
and Rules) to obtain Authorization for any delayed delivery or deposit balance 
Transaction Authorization:  where merchandise is to be shipped or services 
provided at a later date, an Authorization is considered to be valid if: (i) the 
merchandise shipping date is within seven (7) calendar days of the date 
Authorization was obtained or the services are provided; and (ii) the 
Transaction amount does not exceed the authorized amount plus fifteen 
percent (15%), representing shipping costs. In any case, all Transactions with 
an Authorization dated more than fifteen (15) days or the agreed time 
required for shipment or services between the Merchant and the Cardholder 
prior to the shipping date or date services are rendered, may result in an 
increased risk of Chargeback, and in case of a dispute, a copy of the 
agreement between the Merchant and the Cardholder shall be provided to the 
Bank.

4. PAYMENTS SETTLEMENT.

The Merchant shall at all times maintain a Settlement Account with the Bank 
or with another financial institution of the Merchant’s choice provided that 
such financial institution: (i) belongs to the Central Bank of Oman; (ii) is a 
member of the Automated Clearing House (the “ACH”) network; (iii) can 
accept ACH transactions; and (iv) is in position to debit and/or credit funds in 
the frequency agreed upon between the Bank and the Merchant.

Funds due to the Merchant for Transactions shall be processed and 
transferred to the Settlement Account in the frequency agreed upon between 
the Bank and the Merchant.

Merchants having their Settlement Account maintained by the Bank shall 
allow the Bank to directly credit/debit such Settlement Account to settle 
funds payment corresponding to all Sales Records, Credit Records and any 
applicable charges thereto; and the Bank shall credit the net amount of Sales 
Record to such Settlement Account after deducting discount fees from the 
settlement amounts and any other recovery of dues such as Chargebacks and 
fraud related charges.

Merchants having their Settlement Account maintained by another financial 
institution shall allow the Bank to settle funds payment for the Merchant by 
sending payment request via the ACH system to the financial institution for 
crediting/debiting to the Settlement Account; and in such case, shall 
authorizes such financial institution to e�ect all such net credit to the 
Settlement Account.

The Merchant shall provide a separate direct-debit authorization form to the 
financial institution where the Settlement Account is maintained knowing that 
such authorization shall be, without respect to the source of any funds in the 
Settlement Account, irrevocable and coupled with an interest, and shall 
remain in full force and e�ect until the Bank has given written notice to such 
financial institution that all monies due under this Agreement and any other 
agreements with the Bank have been paid in full. The Merchant further 
authorizes the Bank, at its sole discretion, to debit any other banking account 
maintained by the Merchant for any and all such amounts due by the Merchant 
to the bank. Alternatively, the Bank may elect to invoice the Merchant for any 
such amounts, net due thirty (30) days after the invoice date or on such earlier 
date as may be specified.

The Merchant hereby authorizes the Bank to access information from the 
Settlement Account and to initiate credit and/or debit entries and 
adjustments, as well as any credit entries made in error, to the Settlement 
Account by the ACH transfer process and/or through direct instructions to (or 
such other arrangements as we deem appropriate) the financial institution 
where the Settlement Account is maintained for amounts due under this 
Agreement and any other agreements with the Bank.

All settlements towards the Transactions shall be net of credits/refunds, 
adjustments, applicable Discount Fees when due, Chargebacks or other 
adjustments, charges and any other amounts then due from the Merchant.

The Merchant understands and hereby acknowledges that the Discount Fee is 
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earned at the time of the Transaction and is not subject to refund.

Within the first twenty four (24) hours after funds or any other payments due 
to the Merchant are credited to the Settlement Account, such funds shall be 
subject to, among other things, Chargebacks (including the Bank related 
losses) fees, assessments, and fines imposed by the Associations if any; and 
the Bank may debit or credit the Settlement Account for any deficiencies, 
overages, fees, fines, charges, and pending Chargebacks, or may deduct such 
amounts from any settlement funds due to the Merchant.

In the event that a payment is rejected by the Merchant’s bank or fails to arrive 
within five (5) Business Days after the Bank’s attempted ACH payment, the 
Bank may provide an option to issue cheques for any funds due to the 
Merchant until the ACH problem is resolved provided that all such payments 
and the resolution of all such issues are solely borne by the Merchant. Should 
the Merchant accept to avail cheques from the Bank, the Bank may charge a 
processing fee per cheque, notwithstanding any lesser amount shown in this 
Agreement.

The Merchant understand that due to the nature of the ACH and the electronic 
networks utilized for the movement of funds and the fact that not all banks 
belong to the ACH network payments to the Merchant can be delayed and 
therefore, the Bank cannot guarantee the timeliness with which any ACH 
payment may be credited by the Merchant’s Settlement Account.

The Bank shall not be liable for any delays in receipt of funds or errors in debit 
and credit entries caused by third parties, including but not limited to any 
Association or the Merchant’s financial institution, and the Merchant shall 
cooperate with the Bank to help resolve any problems in crediting/debiting 
the Settlement Account.

The Bank reserves the right to divert and hold all funds when the Bank is 
investigating the breach of any warranty, covenant, representation, or 
agreement by the Merchant or has reasonable cause to believe that the 
Merchant may have violated any provision of this Agreement and/or the Rules 
and/or is engaged in illegal, fraudulent or suspicious activity.

The Merchant hereby agrees to be bound by the terms of the operating rules 
of the automated clearing house system as in e�ect from time to time.

5. RETURNS AND CREDITS.

In case, during the term of this Agreement, any goods are accepted for return 
or any services are refunded, terminated or cancelled, or any price adjustment 
is allowed by the Merchant (other than involuntary refunds by airlines or other 
carriers when required by applicable tari�s and except where otherwise 
required by law or governmental regulations), the Merchant may not make 
any cash refund to the Cardholder and shall process a Credit Record 
Transaction within three (3) Business Days from the occurrence of such return, 
refund, cancellation or adjustment; and in such occurrence, the Merchant may 
not be entitled to any refund of any of the fees or charges associated with the 
original Transaction and initially due by the Merchant towards the Bank.

The Merchant shall date each Credit Record with the Transaction date 
including: (i) thereon a brief description of returned goods and/or refunded, 
terminated or cancelled services and/or prices adjusted; and (ii) the amount of 
credit in su�cient details to identify the Transaction; and provide the 
Cardholder with a completed copy of such Credit Record at the time of each 
return or cancellation of a Transaction.

With proper disclosure at the time of the Transaction, the Merchant may: (i) 
refuse to accept goods in return or exchange and refuse to issue a refund to a 
Cardholder; or (ii) accept the returned goods in exchange for the Merchant’s 
promise to deliver Products of equal or greater value available from the 
Merchant at no additional cost to the Cardholder. For the purposes of this 
paragraph, proper disclosure shall be deemed to have been given only if, at 
the time of the Transaction, the following notice appears on all copies of the 
Sales Record (or disclosure if Card is not present) in legible letters at least 
one-quarter (1/4) inch high and adjacent to the text stating “NO REFUND” or 
“EXCHANGE ONLY” or “IN STORE CREDIT ONLY” as applicable, or equivalent 
language. Even with this provision being adhered to it does not guarantee 
avoidance of Chargeback.

6. RESERVE ACCOUNT.

Notwithstanding any other provision to the contrary contained in this 
Agreement, the Merchant hereby expressly acknowledges that the Bank 
reserves the right to establish and the Merchant hereby authorizes the Bank to 
establish, at any time prior to, at, or after termination of this Agreement and 
with or without prior notice to the Merchant a non-interest bearing Reserve 
Account.

The Reserve Account funds may be used to cover Chargebacks, credits, fines, 
costs, assessments, and other obligations of the Merchant that are incurred 
under this Agreement.

The initial amount of the Reserve Account shall be set by the Bank in its sole 
discretion, based upon, but without limitation thereto, the Merchant’s 
processing history and the potential overall credit risk to the Bank.

At the Bank’s sole discretion the Reserve Account may be funded on a rolling 
reserve basis (the “Rolling Reserve”) from a portion (percentage) of the funds 
from each Transaction and/or by requiring a deposit of funds to the Reserve 
Account.

If a Reserve Account is required at the time that the Application is approved, 
the amount of the Reserve Account and the funding method (up-front 
deposit, fixed amount or Rolling Reserve), including the percentage applicable 
for each Sale Transaction and the number of months used for such Rolling 
Reserve shall be as stated on the Application unless otherwise modified and 
agreed upon in writing by the Merchant and the Bank.

If a Reserve Account is required at a later time, the Bank may establish the 
Reserve Account immediately and notify the Merchant of that fact (or any 
changes in the required reserve amount, funding method, Rolling Reserve 
percentage or period, or other terms).

The Merchant acknowledges and understands that the Reserve Account 
Maintenance Fee disclosed in the Application will be deducted on a monthly 
basis from funds in the said Reserve Account.

The Merchant hereby authorizes the Bank, without notice or demand, if the 
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Merchant fails to respond within a reasonable time as determined by the Bank, 
to o�set any related fees, losses, charges, costs and amounts for any other 
obligations of the Merchant due the Bank under this Agreement from and 
against the Merchant’s Reserve Account funds or any other deposit accounts 
of the Merchant maintained at any financial institution when adequate funds 
are not available in the Settlement Account or from funds otherwise due to the 
Merchant under this Agreement.

The Merchant hereby expresses in writing and hereby gives the necessary 
instructions and authorizations to permit such o�set by the Bank from any 
deposit accounts held by any financial institutions for the Merchant, and 
further releases such financial institutions from any liability for any good faith 
compliance with the express written instruction and authorization as set forth 
herein to permit such o�set by the Bank. The Merchant further agrees that 
such financial institutions may rely upon an executed copy of this Agreement 
as may be provided by the Bank for the purposes such o�set.

After payment or adequate provision for payment is made by the Merchant to 
the Bank for all obligations on the part of the Merchant to the Bank under this 
Agreement, including, without limitation, any and all amounts due for any 
payment gateway utilized by the Merchant under this Agreement and the 
Rules, the Merchant may request the Bank to disburse any and all funds due 
the Merchant remaining in the Reserve Account.

Unless otherwise agreed upon in writing by the Bank, such funds shall not be 
disbursed to the Merchant until the end of two hundred and seventy (270) 
days from the date of the last Chargeback or Transaction, whichever is later, 
unless the Bank in its sole and absolute discretion, has reasons to believe that 
Chargeback rights under the then applicable Rules may be longer than such 
two hundred and seventy (270) day period of time, in which event such funds 
may not be disbursed until the expiration of the period of time for such 
Chargeback rights.

If requested by the Merchant, the Bank shall set the date when funds available 
in the Reserve Account, held beyond such two hundred and seventy (270) day 
period as referenced above, may be released and shall notify the Merchant of 
such date. No funds held in the Reserve Account shall accrue or bear interest.

Without limiting the rights of the Bank set forth above, the Merchant 
acknowledges that the establishment of, or a change in the amount 
percentage or other terms of Reserve Account and/or increase to the 
Discount Fee or other Fees may, without limitation thereto, result from the 
Bank’s determination that any of the following has occurred: (a) the Merchant 
engages in any processing of charges which represents an overcharge to the 
Cardholder by duplication of charges; (b) any activity designed by the 
Merchant to circumvent a pre-requisite when attempting to process a 
Transaction for a Cardholder; (c) failure by the Merchant to fully disclose the 
true nature of its business to the Bank to permit a fully-informed decision as to 
the suitability of Merchant for approval of the Application and the acceptance 
of this Agreement; (d) failure by the Merchant to fully disclose the true 
ownership, or any change in such ownership, of the Merchant’s business entity; 
(e) processing by the Merchant of unauthorized charges; (g) processing by 
the Merchant of any credits through any Cardholder account; (h) any 
misrepresentation made by the Merchant in completion of the Application or 
any breach of any other covenant, warranty or representation of the Merchant 
contained in this Agreement, including, without limitation, a change of type of 
business without prior approval by the Bank; (i) the Merchant has 
Chargebacks which exceed one percent (1%) (as determined by the 
Associations and amended from time to time) of the total number of Sales 
Record Transactions completed by the Merchant in any given thirty (30) day 
calendar period, such thirty (30) day calendar period not limited to any 
specific monthly cycle; (j) excessive number of requests for retrieval of 
documentation; (k) excessive credits that exceed sale Transactions by ten 
percent (10%); (l) any form of financial instability or diminishment of the 
financial condition of the Merchant; or (m) whenever the Bank, in its sole 
discretion, believes that the Bank has a credit risk exposure and that recovery 
of any amounts due or which may become due from the Merchant, are in 
jeopardy or that the Bank may incur losses in connection with or related to the 
Services provided to the Merchant under this Agreement.

7. LIEN, SECURITY INTEREST AND SET-OFF.

The Merchant hereby grants the Bank a lien and security interest in and to any 
of the Merchant’s funds pertaining to the Transactions contemplated by this 
Agreement now or hereafter in the Bank’s possession, whether now or 
hereafter due or to become due to the Merchant for the purpose of securing 
the Merchant’s obligations towards the Bank and its a�liates under this 
Agreement and any other agreement for the provision of the Services or the 
furniture of the related equipment.

The Bank shall be entitled to set-o� against any amounts due and payable by 
the Merchant and not paid by the Merchant in the agreed upon manner any 
amounts held by the Bank for the account of the Merchant in with all the 
related charges being borne by the Merchant. In addition to the foregoing, the 
Merchant agrees that all cash, credit balances, goods and other assets 
including, but not limited to, precious metals whether coined or not, shares, 
stocks, bonds, notes, cheques, debentures, certificates of deposit, negotiable 
instruments including bills under collection and any other securities of any 
kind whatsoever, which are at the time being or could be in the future in the 
possession of the Bank, its custody or power, or deposited with or transferred 
to the Bank, its agents or any of its branches for the Merchant’s account 
whether held individually or jointly with any other person, including all rights 
and entitlements arising therefrom or attached thereto shall be charged as a 
continuing security in favor of the Bank and may be, in that sense, set o�, 
appropriated, sold or applied in or towards due payment to the Bank of all 
sums to the due satisfaction of all the obligations for which the Merchant is at 
the time being or in the future indebted or liable to the Bank on any account 
or in any manner whatsoever, and whether individually or jointly with any 
other person, and under whatever name or form.

The Merchant agrees to duly execute and deliver to the Bank such instruments 
and documents as may be reasonably requested to render enforceable such 
lien, security interest, right to set o�, recoupment and subordination set forth 
in this Agreement. 

8. REQUESTS FOR ADJUSTMENTS OR REFUNDS.

Requests for adjustments shall be made through a written notification to the 
Bank within thirty (30) days after any debit or credit is or should have been 
e�ected.
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If the Merchant notifies the Bank after such time period, the Bank may, in its 
absolute discretion, assist the Merchant, at its own expense, in investigating 
whether any adjustments are appropriate and whether any amounts are due 
to or from any other parties without any obligation on the back of the Bank to 
investigate or to continue such investigation or to carry out any future 
investigation or e�ect any such adjustments.

9. CHARGEBACKS.

The Merchant shall be responsible for any and all Chargebacks as well as 
Association fines, assessments and fees related to or arising out of such 
Chargebacks in the manner provided for in the Rules, and shall reimburse the 
Bank for and upon its demand, the face amount of such Chargebacks, fines, 
assessments and fees. Further, the Merchant shall be liable and shall reimburse 
the Bank for any and all return items, or other losses resulting from the 
Merchant’s failure to produce, within the applicable time limits, any Sales 
Records as it may be requested by the Bank. 

The Bank shall have the right to debit the Merchant’s incoming Chargebacks, 
through the Settlement Account or any other funds of the Merchant in the 
Bank’s direct or indirect control by reason of the security interest granted to 
Bank by the Merchant pursuant to Clause 15 of this Agreement, and to charge 
such Chargebacks to the Merchant, including without limitation, in any of the 
following situations: (a) where the Transaction is for a type of Product sold 
other than as disclosed in the Application and approved in advance by Bank 
and the sales Transaction was charged back; (b) where the goods have been 
returned or the services cancelled by a Cardholder and the Cardholder 
requested a Credit Record and such Credit Record was not processed by the 
Merchant within three (3) Business Days; and (c) where a Cardholder 
contends or disputes in writing to the Bank or to the Issuing Bank that: (i) the 
products were not received by the Cardholder; or (ii) the products received by 
a Cardholder do not conform to the description on the Sales Record; or (iii) 
the products were sold in a misleading fashion or manner by the Merchant; or 
(iv) the products were defective; or (v) the dispute reflects a claim or defense 
authorized against issuers or creditors by a governmental agency, a relevant 
statute or regulation; (vi) where a Sales Record or Credit Record was not 
received by the Bank as required in accordance with the terms of this 
Agreement or those of the Rules; (vii) where the Sales Record was not 
completed as required by this Agreement or by the Rules; (viii) the Cardholder 
has certified in writing to the Bank or to the Issuing Bank that the Cardholder 
did not make or authorize such a Transaction (ix) where the Issuing Bank or 
the Bank has information or belief that the Merchant fraud occurred at the 
time of the Transaction(s), whether or not such Transaction(s) was properly 
authorized by the Issuing Bank, and the Cardholder neither participated in nor 
authorized the Transaction(s); (x) in any other situation where the Sales 
Record was executed or depository credit was given to the Merchant in 
circumstances constituting a breach of any representation or warranty of the 
Merchant or in violation of the Rules, whether or not a Transaction is charged 
back by the Issuing Bank.

If, with respect to any one of the Merchant’s outlets, the amount of any Card 
counterfeit or fraud incidences becomes excessive, and in the sole and 
absolute discretion of Bank, the Merchant may be charged back for all 
Transactions terminated immediately for such cause, and the Merchant’s 
funds, including but not limited to those incoming Transactions; and those in 
the Merchant’s Account and Reserve Account shall be held pursuant to the 
provisions of this Agreement, including without limitation pursuant to the 
provisions of Clauses 6 and 7 of this Agreement.

The Bank shall have the right to assess the Chargeback Fee for each 
Chargeback plus the amount of any Chargeback fines or penalties assessed by 
the Associations against the Bank for Transactions arising from the activities 
of the Merchant, or any other charges as may be established by the Bank from 
time to time. Further, the Bank shall have the right to assess, at its sole and 
absolute discretion, the fee for processing any fines or penalties that may be 
charged by the Associations towards the Bank.

Should the Merchant agree to process any Transaction while the Card is not 
present, then the Merchant shall bear one hundred percent (100%) of the risk 
of Chargeback and any fees resulting from such Transaction as provided for 
under the Rules, and the Merchant shall, without limiting any other provisions 
in this Agreement, hold the Bank harmless from any losses, claims and costs 
arising from or associated with all such Transactions and/or Authorizations.

10. ADDITIONAL RULES FOR MAIL, TELEPHONE, E-COMMERCE (INTERNET) 
AND RECURRING TRANSACTIONS. 

The Merchant understands that Mail, Telephone and E-Commerce (Internet) 
orders and sale Transactions have substantially higher risk of Chargeback and 
Cardholder dispute than Card “present” (e.g. in a face-to-face) Transactions, 
as the Merchant will not have an imprinted or magnetically “swiped” 
Transaction with the Cardholder’s signature on the Sales Record; and as such, 
the Merchant shall be assuming a greater risk associated with accepting Card 
“not present” Transactions, including Mail, Telephone and E-Commerce 
(Internet) Transactions. The Merchant understands that Sales Records 
submitted for Mail, Telephone, Recurring Transactions, Pre-Authorized Orders 
and E-Commerce (Internet) Transactions are subject to Bank’s increased risk 
management and security review procedures and may result in delays or holds 
of funds being released to the Merchant.

The Merchant acknowledges that all mail order Transactions, telephone order 
Transactions, Recurring Transactions and E-Commerce (Internet) 
Transactions are di�cult to defend against Chargeback and agrees that it shall 
take reasonable precautions to protect against such Chargebacks, including, 
but not limited to the following: (i) delivering Products only to the 
Cardholder’s billing address where the Issuing Bank sends the Cardholder’s 
billing statement; (ii) using a delivery service that maintains shipping logs and 
requires signatures by a person receiving the Products; (iii) (iv) obtaining 
CVV2/CVC2 verification from the Issuing Bank if the Merchant processes 
Recurring Transactions and charges a Cardholder’s account periodically for 
recurring Products (e.g., monthly insurance premiums, yearly subscriptions, 
annual membership fees, etc.). The Merchant shall further (in addition to, and 
not in lieu of, other applicable procedures and Rules) comply with the 
following: (i) have the Cardholder complete and deliver to the Merchant a 
written request for such Products to be charged to the Cardholder’s account. 
The written request shall at least specify the Transaction amounts, the 
frequency of recurring charges and the duration of time for which the 
Cardholder’s permission is granted and be provided promptly in response to a 
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Cardholder’s request for copy; (ii) if the Recurring Transaction is renewed, 
then the Cardholder shall complete and deliver to the Merchant a subsequent 
written request for the continuation of such Products to be charged to the 
Cardholder’s account; (iii) the Merchant may not complete a Recurring 
Transaction after receiving a cancellation notice from the Cardholder or 
Issuing Bank or after a request for Authorization has been denied; (iv) the 
Merchant shall perform an AVS inquiry for at least the first Transaction and 
then annually thereafter, if applicable. The Merchant further understands that 
penalties can be assessed by the Associations for failure to comply with rules 
applicable to Recurring Payment transactions, and that a Recurring 
Transaction may not include partial payments for Products purchased in a 
single Transaction. No charges may be imposed in connection with a 
Recurring Transaction. In any case, all Transactions with an Authorization date 
more than fifteen (15) days prior to the shipping date or date services are 
rendered are subject to a greater risk of possible Chargeback.

In case the Merchant is an E-Commerce (Internet) merchant, and accepts 
orders via the Internet, the Merchant shall (in addition to, and not in lieu of, 
other applicable procedures and Rules) comply with the following: (a) post its 
privacy and security policies on its websites, where such policies shall be 
clearly marked for consumers to see and review; (b) the Merchant’s websites 
shall include all the following information in a prominent manner: (i) Complete 
description of the Products o�ered; (ii) returned Products and refund policy. 
If the Merchant does not o�er refunds or makes such other restrictions, the 
words “no refund”, or other appropriate terminology, shall be prominently and 
legibly written or typed or displayed on the Merchant’s websites for 
goods/service purchase used by the Merchant with respect to performance of 
this Agreement and provided to the customer; (iii) method for the 
Cardholders to acknowledge their acceptance of the terms and conditions for 
returned merchandise or for the refund policy, such acknowledgement should 
be in a format that complies with the Associations’ guidelines for proper 
disclosure; (iv) customer service contact, including email address and/or 
telephone number; (v) transaction currency; (vi) any applicable export or legal 
restrictions; (vii) delivery policy; (viii) consumer data privacy policy; and (ix) 
description of the Transaction security used on the Merchant’s website; and 
(c) use an Internet acquiring transaction indicator in order to identify the 
Internet Acquiring Transactions in the Authorization request and clearing 
record.

11. FEES AND CHARGES.

Fees payable by the Merchant in consideration of the Services shall include:

- Local Debit Cards : _________ %

  (Visa and Master Card) : _________ %

- All Other Cards : _________ %

- Monthly merchant maintenance fee @ OMR50 per month; and

- Other charges will be applied if mandated by Card Associations.

Settlements of Transactions shall be net of any credits/refunds, adjustments, 
applicable Discount Fees when due, Chargebacks and any other amounts then 
due from the Merchant.

All credits to the Merchant’s Settlement Account or other payments to the 
Merchant shall be provisional and are subject to, among other things, final 
audit, Chargebacks (including the Bank’s related losses), fees and fines 
imposed by the Associations; and the Merchant further allows the Bank to 
debit or credit the Settlement Account for any deficiencies, overages, fees and 
pending Chargebacks, and to deduct such amounts from any settlement funds 
due to the Merchant. Alternatively, the Bank may elect to invoice the Merchant 
for any such amounts, net due within thirty (30) days from the invoice date or 
on any such earlier date as may be specified by the Bank.

In case any fees due to the Bank are not paid within ten (10) days of their due 
date, the Bank may temporarily suspend the Services until the fees are paid in 
full. In such occurrence, the Merchant shall to pay three (3) months 
maintenance fee as a re-instatement fee to the Bank to re-activate the 
Services while in the temporary cancellation status. 

In case any fees due to the Bank are not paid within thirty (30) days of their 
due date, the Bank may temporarily cancel all services. In such occurrence, 
and in case the Merchant subsequently wishes to re-enroll for the Services, 
then the Merchant shall sign up as any new merchant and newly pay all the 
associated fees/charges.

12. FINES AND EXCESSIVE CHARGEBACK FEES.

The Merchant shall pay for and indemnify and hold harmless the Bank from 
any fines or penalties imposed on the Bank by any Association resulting from 
the Merchant’s activities, acts or omissions, Chargebacks and any other fees or 
fines imposed by an Association with respect to the Merchant’s acts or 
omissions, whether such activities occur or the fines, penalties, or other 
assessments are imposed, during or after the Term of this Agreement.

In case the Merchant’s Chargeback percentage for any line of business 
exceeds the estimated industry Chargeback percentage, as set out from time 
to time by the Bank in accordance with the Rules in order to reflect changes in 
the industry Chargeback percentage reported by the Associations, the 
Merchant shall, in addition to the Chargeback fees and any applicable 
Chargeback handling fees or fines, pay the Bank an excessive Chargeback fee 
in accordance to the Rules.

13. RETRIEVAL AND STORAGE OF SALES RECORDS, CREDIT RECORDS, 
TRANSACTION DATA AND INFORMATION.

The Merchant shall establish a system to store and maintain copies of Sales 
Records and Credit Records in such a manner so as to forward such sales 
Records and Credit Records to the Bank in no longer than two (2) working 
days from any request made by the Bank for such purpose. The failure to 
respond to such request constitutes a violation of this Agreement and may 
result in a Chargeback.

Should the Merchant deliver the requested Sales Records Sales Records and 
Credit Records longer than the timeframe described in the preceding 
paragraph while it has been established that such Sales Records or Credit 
Records constitutes a Chargeback to the Merchant, the Bank may levy the 
processing fees determined in the Rules in addition to such Chargeback fee.
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The Merchant shall keep all Sales Records and Credit Records for at least 
twenty four (24) months from their occurrence for the perusal of the 
Associations.

14. TERM.

This Agreement shall enter into force from its signing date (the “E�ective 
Date”) and remain in force for twelve (12) consecutive months therefrom (the 
“Initial Term”).

The Initial Term shall be thereafter automatically renewed for additional 
twelve (12) consecutive months terms unless earlierterminated in accordance 
with the provisions of clause 15below.

15. TERMINATION.

Any Party may terminate this Agreement prior to the expiration of any running 
term by serving a thirty (30) days written notice provided that such notice 
shall be e�ective at the expiration of any running existing term.

Notwithstanding the above, the Bank, and in addition to any rights of 
immediate termination without notice as may be contained elsewhere in this 
Agreement, may terminate this Agreement, and at the Bank’s discretion, any 
merchant processing agreement(s) of any other business that is commonly 
owned or controlled by the Merchant for any reason or cause (or for no 
reason) whatsoever upon ten (10) Business Days prior written notice to the 
Merchant. Such termination shall become e�ective on the later of ten (10) 
Business Days from the date such notice is given in the manner prescribed for 
notices herein or the date specified in such notice.

The Bank may terminate this Agreement upon the occurrence of one or more 
of the events stated below (the “Events of Default”) upon serving a 
termination notice e�ective upon its serving to the Merchant. The following 
events (but not limited to the following) shall be considered as Events of 
Default: (a) the Bank determines that the Merchant’s type of business as 
indicated on the Application di�ers from the actual type of business the 
Merchant operates; (b) the Merchant moves or relocates to a new location 
without giving the Bank notice prior to, or within thirty (30) days after, the 
move; (c) The business as conducted by the Merchant could endanger the 
safety and/or soundness of the Bank; (d) the Merchant files for bankruptcy or 
is otherwise shown to be insolvent; (f) the Merchant has Chargebacks which 
exceed one percent (1%) of the total number of Transactions completed by 
Merchant in any thirty (30) calendar day period; (g) the Merchant owes money 
to Bank and fails to make a timely payment thereof; or (h) the Merchant 
breaches any of the provisions contained in this Agreement. 

Notwithstanding anything to the contrary in this Agreement, the parties 
hereby further agree and acknowledge that in addition to any other remedies 
contained in this Agreement or otherwise available under applicable law, if (a) 
the Merchant breaches this Agreement by improperly terminating it prior to 
the expiration of the Initial Term; or (b) if this Agreement is terminated by the 
Bank prior to the expiration of the Initial Term due to any Event of Default by 
the Merchant (both “Early Termination”), then in either event, the Bank shall 
su�er a substantial injury that is di�cult or impossible to accurately estimate. 
Consequently, and considering the costs that the Bank may incur by reason of 
such Early Termination, including without limitation those incurred in 
processing the Application and approving Merchant for the Services, and in an 
e�ort to liquidate in advance the sum that should represent such damages, 
the parties have agreed that the Merchant shall pay, as liquidated damages the 
sum of three hundred Omani Rials (OMR 300), which shall not be construed as 
a penalty.

Any and all obligations of any party to this Agreement to pay funds to another 
shall survive any expiration or termination of this Agreement.

16. CTMF (or MATCH FILE) TERMINATION RELATED PROVISIONS.

The Merchant expressly agrees that the Bank shall be entitled to report the 
business name(s) of the Merchant and the names and identification of its 
principals to the CTMF or MATCH File in the event that this Agreement is 
terminated because of one or more of the reasons specified in the Rules, which 
include without limitation, those that constitute an Events of Default under this 
Agreement.

17. REPRESENTATIONS AND WARRANTIES.

Without limiting any other warranties, covenants and agreements hereunder, 
the Merchant agrees, represents and warrants to the Bank that at all times 
during the term of this Agreement that: (a) it is lawfully engaged in the 
business described on the Application and is duly licensed under the laws of 
Oman; (b) it is fully compliant with all applicable laws, and with the Rules; (c) 
it will give prior notice to the Bank if it intends to change the nature of its 
business as indicated in the Application or to modify the ownership of the 
business; in which case, the Bank will have the right to terminate this 
Agreement or amend this Agreement accordingly; (d) all of its business 
locations engage in the same or substantially similar business activity as that 
listed in the Application; (e) it o�ers no enticements or incentives to 
Cardholders in connection with the sale of Merchant’s Products; (f) it will not 
use any personal Card owned by the Merchant, or any Card which the 
Merchant is authorized to purchase its own goods or service at the Merchant’s 
website. Such use is deemed a “cash advance” which is prohibited by the 
Rules and this Agreement and can result in immediate termination of this 
Agreement; (g) it uses both the name and address shown on the Application 
on all Sales Records and Credit Records and does not use any other name, 
unless a descriptor is used to further identify the Transaction and agreed to by 
the Bank; (h) it will not submit any Transaction that was previously charged 
back or declined; (i) it shall not, without the Cardholder’s prior written consent, 
sell, purchase, provide or exchange Card account information in the form of 
Sales Records, mailing lists, magnetic tapes or any other media obtained by 
reason of a Transaction to any third party other than Merchant’s agents for the 
purpose of assisting the Merchant in its business, or to the Bank or pursuant to 
any lawful government demand; (j) it has the authority to enter into this 
Agreement and that the person(s) signing on behalf of the Merchant is/are 
specifically authorized and directed to do so by the Merchant; and (k) as to 
each Transaction covered under this Agreement, the Merchant specifically 
represents and warrants that: (i) the Sales Transaction is valid in form and has 
been completed in accordance with all applicable requirements and the Rules; 
(ii) the Merchant has delivered the goods to the Cardholder or completed the 
service described on the Sales Record in accordance with the Merchant’s 
agreement with the Cardholder, and that Merchant has, in inventory, the 
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goods sold if not delivered at the time of sale; (iii) each Sales Record 
represents the Cardholder’s indebtedness for the total amount shown therein; 
(iv) the Merchant’s disclosure will clearly state that Cardholder has no defense 
right of o�set or counterclaim against the Merchant in connection with the 
purchase of the Products; (v) the Merchant has not charged the Cardholder 
directly or indirectly any separate or additional fee(s) such as a surcharge or 
portion of any discount or charge imposed upon the Merchant by this 
Agreement in connection with the Transaction other than as may be required 
by law (this Paragraph shall not, however, be construed as prohibiting 
discounts to customers or for charges such as bona fide commissions, fees for 
special handling or expedited services, postage and handling, and similar 
charges that are charged to the Cardholder regardless of the form of 
payment); (vi) each Transaction was placed by a person who is the Cardholder 
of the Card; (vii) has included all items of Products purchased in a single 
Transaction and the total amount on a single Sales Record; (viii) does not 
represent the refinancing of an existing obligation of the Cardholder including 
any obligation owed to the Merchant or arising from the dishonor of a personal 
cheque; (ix) is not a “cash advance”; and (x) the Merchant shall not submit any 
Transaction for entry into interchange, directly or indirectly, any Card 
Transaction that it knows to be fraudulent or not authorized by the 
Cardholder.

The Merchant understands and agrees that violation of any of the foregoing 
warranties, representations, covenants and agreements or otherwise provided 
in this Agreement, shall be an Event of Default, and may cause this Agreement 
to be immediately terminated, or subject to termination, have all funds placed 
into a Reserve Account pursuant to Clause 6 of this Agreement, and result in 
the Merchant placed on the Combined Terminated Merchant File (CTMF) or 
MATCH File pursuant to Clause 15of this Agreement.

18. INDEMNIFICATION.

The Merchant shall indemnify and hold the Bank, the Bank’sa�liates, o�cers, 
directors, employees, consultants, agents, service providers and licensors 
harmless from and against any and all association fines or fees (pursuant to 
Section 18 of this Agreement) and all losses, liabilities, damages and expenses 
(including attorney’s fees and collection costs) resulting from any breach of 
any warranty, covenant or agreement or any misrepresentation by the 
Merchant under this Agreement including, without limitation, a violation of the 
Rules, or arising out of the Merchant’s or the Merchant’s employees’ 
negligence or wilful misconduct, in connection with Card Transactions or 
otherwise arising from Merchant’s provision of Products to Cardholders, and 
any and all third party claims, liability, damages, and/or costs, including but 
not limited to attorney's fees, arising from: (i) any third-party claim, action, or 
allegation of infringement, misuse, or misappropriation based on information, 
data, files, or other materials submitted by the Merchant to the Bank and vice 
versa; (ii) any access of any other financial institutions, cards through the 
Equipmentor any action, omission, or any other cause or fault or misuse of the 
Equipment caused by the Merchant or any of its employees, o�cials, agents or 
representatives; (iii) any fraud, misrepresentation, manipulation, or other 
breach of this Agreement; and/or (iv) the Merchant’s violation of any law or 
rights of a third party.

In such occurrence, the Bank reserves the right, at its own expense, to assume 
the exclusive defence and control of any matter otherwise subject to 
indemnification by the Merchant, in which event the Merchant shall fully 
cooperate with the Bank in asserting any available defences.

The Merchant may not settle any action or claims on behalf of the Bank 
without the Bank’s prior written consent.

19. LIMITATION OF LIABILITY.

THIS AGREEMENT IS A SERVICE AGREEMENT. THE BANK DISCLAIMS ALL 
OTHER REPRESENTATIONS OR WARRANTIES, EXPRESS OR IMPLIED, 
MADE TO THE MERCHANT OR ANY OTHER PERSON, INCLUDING WITHOUT 
LIMITATION, ANY WARRANTIES REGARDING QUALITY, SUITABILITY, 
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OR 
OTHERWISE OF ANY SERVICES OR ANY GOODS PROVIDED INCIDENTAL 
TO THE SERVICES PROVIDED UNDER THIS AGREEMENT. 

NOTWITHSTANDING ANYTHING IN THIS AGREEMENT TO THE CONTRARY, 
IN NO EVENT SHALL THE BANK, OR ITS AFFILIATES OR ANY OF ITS 
RESPECTIVE DIRECTORS, OFFICERS, EMPLOYEES, AGENTS OR 
SUBCONTRACTORS, BE LIABLE UNDER ANY THEORY OFTORT, 
CONTRACT, STRICT LIABILITY OR OTHER LEGAL THEORY, FOR LOST 
PROFITS, LOST REVENUES, LOST BUSINESS OPPORTUNITIES, DELAYS IN 
THE RECEIPT OF FUNDS OR ERRORS IN DEBIT AND CREDIT ENTRIES 
CAUSED BY THIRD PARTIES INCLUDING ANY CARD ASSOCIATION AND/OR 
THE MERCHANT’S FINANCIAL INSTITUTION, EXEMPLARY, PUNITIVE, 
SPECIAL, INCIDENTAL, INDIRECT OR CONSEQUENTIALDAMAGES, EACH 
OF WHICH IS HEREBY EXCLUDED BY AGREEMENT OF THE PARTIES, 
REGARDLESS OF WHETHER SUCH DAMAGES WERE FORESEEABLE OR 
WHETHER ANY PARTY OR ANY ENTITY HAS BEEN ADVISED OF THE 
POSSIBILITY OF SUCH DAMAGES.

20.MONEY LAUNDERING PREVENTION.

The Bank may take whatever action it considers appropriate to meet any 
obligations, either in the Sultanate of Oman or elsewhere in the world, relating 
to the prevention of fraud, money laundering or terrorism financing and the 
provision of financial and other services to persons who may be subject to 
sanctions. 

Such actions include, but are not limited to, investigating, blocking and 
intercepting any Transaction particularly in the case of international transfer of 
funds; it may also include making enquiries to establish whether the Merchant 
and/or the Cardholder is subject to financial sanctions. 

The Bank shall not be liable for any loss, liability, delay or cost incurred by you 
as a result of such actions taken by it.

21. COMPLIANCE.

The Merchant shall comply and cause each of its employees to comply with 
this Agreement and all the applicable rules and regulations including, but not 
limited to, regulatory approvals and requirements applicable in the Sultanate 
of Oman by virtue of its obligations under this Agreement. The Merchant shall 
further conduct regular periodic monitoring of compliance with the regulatory 
requirements as instructed by the Bank from time to time.
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The Merchant shall comply with the Rules, including without limitation, those 
relating to Cardholder information security issues, non-disclosure of 
Cardholder information and Transaction documents, retention and storage of 
Cardholder and Transaction information and other security procedures 
adopted by the Associations.

The Merchant further confirms its agreement to abide by and fully comply 
with the CISP including the following procedures: (i) install and maintain a 
working network firewall to protect data accessible via the Internet; (ii) keep 
security patches up-to-date; Encrypt stored data; (iii) encrypt data sent across 
networks; (iv) use and regularly update anti-virus software; (v) restrict access 
to data by business “need to know”; (vi) assign a unique ID to each person 
with computer access to data; (vii) refrain from using vendor-supplied 
defaults for system passwords and other security parameters; (viii) track 
access data by unique ID; (ix) maintain a policy that addresses information 
security for employees and contractors; and (x) restrict physical access to 
Cardholder information. The Merchant understands that VISA may impose 
restrictions, fines, or prohibit the Merchant from participating in VISA 
programs if it is determined that the Merchant is non-compliant with the CISP. 
The Merchant may be required to comply with an audit to verify compliance 
with security procedures. The Merchant may seek compliance through 
adopting the relevant Payment Gateway functions, which are maintained to 
be CISP compliant.

The Merchant additionally confirms its agreement to abide by and fully 
comply with the following Transaction information security related 
procedures: (i) the sale or disclosure of databases containing Cardholder 
Account numbers, personal information, or other Card Transaction 
information to third parties is strictly prohibited by the Rules; (ii) unless the 
Merchant obtains consents from the Bank and each applicable Association, 
Issuing Bank and the Cardholder, the Merchant shall not use, disclose, sell or 
disseminate any Cardholder information obtained in connection with a Card 
Transaction (including without limitation, the names, addresses and Card 
account numbers of Cardholders, copies of imprinted Sales Records and/or 
Credit Records, mailing lists, magnetic tapes or other media obtained in 
connection with a Sales Record and/or Credit Record) except for purposes of 
authorizing, completing and settling Card Transactions and resolving any 
Chargebacks, retrieval requests or similar issues involving Card Transactions, 
other than pursuant to a court or governmental agency request, subpoena or 
order; (iii) proper controls for, limit access to, and render unreadable prior to 
discarding all records containing Cardholder account numbers and Card 
imprints shall be implemented by the Merchant; (iv) magnetic stripe data  shall 
not be retained and/or stored after a Transaction has been authorized; (v) 
electronically  captured signature of a Cardholder stored shall not be 
reproduced except upon a specific request of the Bank; (vi) all media 
containing Cardholder names, Cardholder account information, and other 
personal information, as well as Card imprints (such as Sales Records and 
Credit Records, auto rental agreements, and carbons) shall be stored in an 
area limited to selected personnel and, prior to discarding any such 
information, destroy it in a manner that renders the data unreadable; and (vii) 
in the event of the Merchant’s failure, including bankruptcy, insolvency, or 
other suspension of business operations, any materials that contain 
Cardholder account numbers, personal information, or Transaction 
information shall not be sold, transferred, or disclosed to third parties, and 
shall be returned to the Bank and/or destroyed upon acceptable proof of 
destruction to the Bank.

22.FORCE MAJEURE.

No party shall be liable for any default or delay in the performance of its 
obligations under this Agreement if and to the extent such default or delay is 
caused, directly or indirectly, by (i) fire, flood, elements of nature or other acts 
of God; (ii) any outbreak or escalation of hostilities, war, riots or civil disorders 
in any country; (iii) any act or omission of the other party or any government 
authority; (iv) any labor disputes (whether or not employees’ demands are 
reasonable or within the party’s power to satisfy); or (v) the non-performance 
by a third party for any similar cause beyond the reasonable control of such 
party, including without limitation, failures or fluctuations in 
telecommunications or other equipment.

In any such event, the non-performing party shall be excused from any further 
performance and observance of the obligations so a�ected only for as long as 
such circumstances prevail and such party continues to use commercially 
reasonable e�orts to recommence performance or observance as soon as 
practicable.

23.CONFIDENTIALITY.

The Merchant acknowledges that, pursuant to this Agreement, the Bank may 
provide to the Merchant information that is proprietary to the Bank. This 
includes any or all forms of media and information sent to the Merchant 
regardless of whether it is sent to the Merchant by email or in any another 
manner. 

The Merchant agrees to keep such proprietary information confidential and 
secure. The Merchant may not use, copy, adapt, alter all or part of the 
proprietary information which is disclosed or otherwise comes into its 
possession under or in relation to this Agreement and which is of a 
confidential nature. 

The Bank may disclose information to third parties pursuant to this Agreement 
in the following cases: (i) in order to comply with government or court orders; 
or (ii) if the Merchant gives the Bank a written permission to do so; or (iii) to 
enforce or defend the Bank’s rights in connection with this Agreement.

24.INTELLECTUAL PROPERTY.

Any data, information, logo, developed programs, or other information given 
to any Party by virtue of this Agreement or being associated with the 
personnel of any of the Parties shall remain the exclusive property of such 
Party.

The Merchant may not publish, release or make use of any data, information, 
logo, developed programs, or any other proprietary name and/or symbol of 
the Bank, VISA or MasterCard, unless the materials containing the same are 
provided to the Merchant by the Bank and/or are approved in advance by 
Bank, and, in either event, only while this Agreement is in e�ect, or until the 
Merchant is notified by the Bank or by VISA or MasterCard to cease usage.
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25.ADVERTISMENT.

The Merchant shall display the Banks’ advertising and promotional materials at 
noticeable points in the premises of the Merchant where the Equipment is 
installed. The Merchant further undertakes not to use any other material 
referring to the Bank or any other name, logo or design associated with the 
Cards without the Bank’s prior written consent.

26.ADDRESS AND NOTICES.

Unless otherwise provided herein, any notice, request, instruction or other 
document required permitted or to be given under this Agreement shall be in 
writing and if given by the Bank to the Merchant shall be deemed to have been 
given on the date and at the time the same shall be delivered personally or 
deposited in the postal system and addressed to the Merchant at the 
addresses on the execution page of this Agreement or at such other addresses 
as the Merchant may give to Bank from time to time by written notice, and if 
given by the Merchant to the Bank shall be deemed to have been given on the 
date and at the time the same shall be delivered personally or mailed by 
certified mail, postage prepaid with return receipt requested (such mailed 
notice to be e�ective on the date such receipt is acknowledged or refused)at 
the Bank’s address mentioned in its o�cial papers or at such other addresses 
as the Bank, as applicable, may give to the Merchant from time to time by 
written notice. Notice may also be sent by facsimile or email, and in such 
occurrence, such notice shall be deemed delivered at the date and time it was 
sent by either party to the other.

The Merchant shall keep the Bank informed about its business location at all 
times, during the Term of this Agreement, and, if the Bank holds Reserve 
Account funds for Merchant after the expiration or termination of this 
Agreement, then for such time until any Reserve Account funds are fully 
disbursed or applied by the Bank against amounts due from the Merchant.

27.FINANCIAL AND OTHER INFORMATION.

Upon request, Merchant will provide the Bank quarterly financial statements 
within forty-five (45) days after the end of each fiscal quarter and annual 
audited financial statements within ninety (90) days after the end of each 
fiscal year.

Such financial statements shall be prepared in accordance with generally 
accepted accounting principles. The Merchant shall also provide such other 
financial statements and other information concerning the Merchant’s 
business and its compliance with the terms and provisions of this Agreement 
as the Bank may reasonably request.

The Merchant authorizes the Bank to obtain from third parties financial and 
credit information relating to the Merchant in connection with its 
determination whether to accept this Agreement and the Bank’s continuing 
evaluation of the financial and credit status of the Merchant.

The Bank may also access and use information which the Merchant has 
provided to the Bank for any other reason. Upon request, the Merchant shall 
provide to the Bank or its representatives reasonable access to the Merchant’s 
facilities and records for the purpose of performing any inspection and/or 
copying of the Merchant’s books and/or records deemed appropriate.

The Merchant will provide the Bank with written notice of any judgment, writ, 
warrant of attachment, execution or levy against any substantial part 
(twenty-five percent (25%) or more in value) of Merchant’s total assets not 
later than three (3) days after Merchant becomes aware of the same.

28.MISCELLANEOUS.

The o�cial text of this Agreement shall be in Arabic. In the event of any 
dispute concerning the interpretation or construction of this Agreement, 
reference shall be made only to this Agreement as written in Arabic. Should it 
be required to translate this Agreement into the English language or any other 
language, the Arabic language version of this Agreement shall nevertheless 
prevail.

The headings and subheadings contained herein shall not be considered a part 
of this Agreement. Words in this Agreement that are in the singular include the 
plural and vice versa, unless the context requires otherwise.

This Agreement may be executed in multiple counterparts, all of which shall 
constitute one agreement.

This Agreement and its annexes are the entire agreement between the Bank 
and the Merchant concerning the Services provided by the Bank to the 
Merchant under this Agreement and supersede all previous agreements, 
communications, representations or discussions between the Bank and the 
Merchant relating to this Agreement. Any other banking agreements made 
between the Bank and the Merchant and/or any other obligations pertaining 
to the Merchant’s bank accounts held by the Bank shall remain unchanged.  

The Bank may change or cancel the one or more of the Services as described 
herein at any time without cause, subject to applicable laws and regulations 
and upon a seven (7) days’ written notice served to the Merchant prior to 
entry into force. The Merchant agrees to review such amendments 
immediately upon receipt of such notice, and in case a termination notice is 
not sent within the seven (7) days abovementioned term in accordance with 
the applicable terms and conditions of this Agreement, the content of such 
notice shall be e�ective at the expiry of such notice term.

Each of the terms of this Agreement is severable from the others and if one or 
more of them becomes void, illegal or unenforceable, the remainder will not be 
a�ected in any way. 

Subject as provided below, a person who is not a party to this Agreement has 
no right to enforce any provision of this Agreement. A�liates of the Bank 
which are not parties to this Agreement, and any sub-contractor of the Bank 
or its a�liates may nevertheless enforce this Agreement against the Merchant, 
subject to and in accordance with this Agreement and any applicable 
regulations and laws.

This Agreement shall be binding upon and inure to the benefit of the parties 
and their respective successors and assigns. 

The Parties to this Agreement do not require the consent of any person who 
is not party to this Agreement to rescind or vary this Agreement at any time.

All representations, warranties, covenants and indemnities shall survive the 
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expiration or termination of this Agreement. 

The Merchant shall review Operating Manuals concerning the procedures to 
be followed and prescribed forms to be used in carrying out the Transactions 
while using the Equipment as delivered along with the Equipment or published 
by the Bank on its website from time to time.

Personal Information Protection. Parties agree to comply with all applicable 
personal data protection and other laws to the same or similar purpose in all 
relevant jurisdictions.

The Bank shall provide the Merchant with statements via e-mail to the email 
address provided in this Agreement and as recorded in the Bank’s systems. 
Should the Merchant require paper or duplicate statements or any other 
additional documentation, then the Bank may charge an appropriate fee for 
the provision of such paper or duplicate statements or additional 
documentation.

Except in the case of manifest error, any Statement provided by the Bank shall 
be conclusive as to all matters of fact to which it refers. The Bank may only 
accept to consider disputes made to such Statements if submitted in writing 
within Thirty (30) days’ of receipt by the Merchant.

Neither the failure nor any delay on the part of the Bank to exercise any right, 
remedy, or privilege hereunder shall operate as a waiver or give rise to an 
estoppel nor be construed as an agreement to modify the terms of this 
Agreement, nor shall any single or partial exercise of any right, remedy, or 
privilege with respect to any occurrence to be construed as a waiver of such 
right, remedy, or privilege.

No waiver by a party hereunder shall be e�ective unless it is in writing and 
signed by the party making such waiver, and then such waiver shall apply only 
to the extent specifically stated in such writing. 

Any transfer or assignment of this Agreement by the Merchant, without the 
prior written consent of the Bank, by operation of law or otherwise, is voidable 
by the Bank. Furthermore, the Merchant shall indemnify and hold the Bank 
harmless from all liabilities, Chargebacks, expenses, costs, fees and fines 
arising from such transferee’s or assignee’s submission of Card transactions to 
the Bank for processing.

Subject to the Rules, the Bank shall only assign or transfer this Agreement and 
its rights and obligations hereunder and/or may delegate its duties hereunder, 
in whole or in part, to any third party, on the condition of receiving prior 
written consent by the Merchant.

Nothing in this Agreement shall be deemed to constitute a partnership 
between the Parties nor constitute either Party as being the agent of the other 
Party or otherwise entitle a Party to have authority to bind the other Party for 
any purpose other than the purpose contemplated in this Agreement.

During the Term of this Agreement, the Merchant shall not enter into any 
agreement or engage with any other service provider for the provision of 
Services similar to or competitive with the e-Payment Gateway Services 
subject of this Agreement.

29.LEGAL FEES AND COSTS.

The Merchant agrees to pay the legal fees and costs the Bank will incur in 
seeking legal advice in matters not in the ordinary course of the Services 
relationship established under this Agreement, including, without limitation, 
contract disputes, legal procedures, bankruptcy or similar events, whether the 
fees or costs are incurred during or after the Term of this Agreement.

30.GOVERNING LAW AND DISPUTE RESOLUTION.

This Agreement and any dispute, claim or issue arising out of or in connection 
with this Agreement, whether of a contractual or non-contractual nature, shall 
be governed by the laws of the Sultanate of Oman. Parties agree to 
irrevocably submit to the exclusive jurisdiction of the courts of the Sultanate 
of Oman.

For and on behalf Bank Dhofar

Mr. __________________________________________________

Position: __________________________________________________

Date: __________________________________________________

Signature: __________________________________________________

For and on behalf of Merchant

Mr. __________________________________________________

Position: __________________________________________________

Date: __________________________________________________

Signature: __________________________________________________

30

29

30



This Internet Card Acquiring Services MERCHANT AGREEMENT, including the 
attached Merchant application (the “Application”) (which is an integral part 
hereof and is expressly integrated herein and made a part hereof) (collectively 
referred to as the “Agreement”) is entered into by and between BANK DHOFAR 
S.A.O.G (hereinafter referred to as the “Bank”) and the undersigned Merchant 
(hereinafter referred to as the “Merchant”).

PREAMBLE

WHEREAS, the Bank is engaged in the general banking business and is a 
full-fledged member of Visa International and MasterCard Worldwide, including, 
but not limited to, providing acquiring services to merchants that accept a valid 
card bearing the service mark of VISA, MasterCard, Diners Club or American 
Express (hereinafter each referred to as the “Card”) for payment for Products (as 
defined below).

WHEREAS, the Merchant desires to use the ITA’s Sultanate of Oman e-Payment 
Gateway services to authorize and process Card Transactions and use the 
Internet Acquiring Services (as defined below) provided by the Bank to settle 
Card Transactions for payment by Cardholders for Products obtained from the 
Merchant through the Internet.

NOW, THEREFORE, in consideration of the representations, covenants and/or 
promises made in this Agreement (including the Application), the parties hereby 
agree as follows:

1. RECITALS AND DEFINITIONS.

The Merchant hereby acknowledges and a�rms each of the Recitals 
contained above.

The parties agree that the Preamble as set forth herein is incorporated herein 
by reference and made a part of this Agreement.

The Merchant acknowledges that the signature of the Bank’s sales 
representative on the Application does not constitute an approval by the Bank 
of this Agreement and that this Agreement is not and shall not be e�ective 
until it has been approved by the Bank.

Such approval, if given, shall be evidenced by the issuance of an approved 
Merchant Account Number by the Bank to the Merchant.

Capitalized terms used in this Agreement shall have the meanings set forth 
herein, including the following capitalized terms set forth below:

“Merchant” means the person or the legal entity named in this Agreement and, 
if approved and accepted by the Bank, who enters into this Agreement with 
the Bank with the aim to use the Services.

“Association” means any entity formed to administer and promote the Cards 
(including without limitation VISA and MasterCard). 

“Authorization” means the approval given by, or on behalf of, the Issuing Bank 
to validate a Transaction for a Merchant or another a�liate bank. 

“Batch” means a day’s worth of Transactions, including Sales Records and 
Credit Records, to be processed by the Bank at end of each Business Day. 

“Business Day” means any day on which the Bank is open for business, other 
than Fridays & Saturdays or other bank holidays.

“Card” means a valid credit card or a valid debit card or a valid pre-paid card 
bearing the service mark of VISA, MasterCard, Diners Club or American 
Express.

“Cardholder” means the individual whose name is embossed on a valid Card 
and any authorized user of such Card.

“CISP” means the Cardholder Information Security Program implemented by 
VISA to protect Cardholder data. The (“CISP”) applies to the Merchant if the 
Merchant processes or stores Cardholder data as a result of Internet or 
Mail/Telephone acceptance of VISA Card account information. A copy of the 
complete VISA Cardholder Information Security Standards manual and a 
Self-Assessment Worksheet can be obtained online at www.visa.com/cisp.

“Chargeback” means the procedure by which a Sales Record or other indicia 
of a Card Transaction (or disputed portion thereof) is denied or returned to 
the Bank or to the Issuing Bank after it was entered into the appropriate 
settlement network for payment, in accordance with the Rules, for failing to 
comply with the Rules including, without limitation, Cardholder disputes, the 
liability of which falls on the Merchant.

“CTMF” or “MATCH File” means the combined terminated merchant file 
maintained by MasterCard and containing the business name(s) of merchants 
and the names and identification of principals of merchants which have had 
their merchant processing agreements terminated for one or more of the 
reasons specified in the Rules.

“Credit Record” means all documents or the electronic record of such 
documents used to evidence any refund or price adjustment given by the 
Merchant to a Cardholder for a previous sale Transaction, which must conform 
to the Rules. The format for each Credit Record must be approved by the 
Bank.

“SA” or “Settlement Account” means a direct deposit account open in a 
financial institution designated by the Merchant as the account to be debited 
and credited by the Bank for Card Transactions, and by the Bank for fees, 
Chargebacks, and other amounts due under or in connection with this 
Agreement.

“Discount Fee” means the amount charged to the Merchant for processing its 
daily Card Transactions, which is computed as a percentage of the gross 
amount of the Merchant’s Sales Records. Discount Fee shall not be reimbursed 
to the Merchant even when Merchant needs to perform any refund or price 
adjustment after the Sale Record is completed. Discount Fee shall be 
deducted from the gross sales amount acquired by the Bank on behalf of the 
Merchant, and the net credit shall be paid to the Settlement Account.

“Electronic Record” means data that is transcribed in a form acceptable to the 
Bank and suitable for electronic processing.

“Event of Default” means those events listed in Clause 15 of this Agreement. 
Settlement Networks.

“e-Payment Gateway” means the payment service that allows the Merchant to 
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participate in acceptance of the Card Transactions made by Customers via 
certain electronic access methods.

“Equipment” means the electronic devices made available by the Bank to the 
Merchant in order to process the Card Transactions.

“Interchange Fee” means the fee that is paid daily by the Bank to VISA, 
MasterCard or any other association for entering Sales Records and Credit 
Records into their respective Settlement Networks.

“Issuing Bank” means the Cardholder’s bank, or the bank that has issued a 
Card.

“ITA” means the Sultanate of Oman’s Information Technology Authority.

“Merchant Account Number” means the number assigned and issued by the 
Bank to the Merchant, if and only if, the Merchant is approved and this 
Agreement is accepted by the Bank that numerically identifies the Merchant 
to the Bank for accounting, billing, customer service and other related 
purposes in connection with the Services. Issuance of the approved Merchant 
Account Number to the Merchant will evidence the acceptance and approval 
of the Merchant of the provisions of this Agreement.

“Merchant Reserve Account” or “Reserve Account” means an account 
established at and managed by the Bank for the deposit of the funds received 
from the Merchant pursuant to this Agreement as collateral to protect the 
Bank against actual or contingent liability or losses (i.e. reserves) that might be 
incurred by the Bank should the Merchant be unable or fail to pay 
Chargebacks, adjustments, fees and other charges and obligations due to the 
Bank under this Agreement.

“Monthly Sales Processing Volume” or “Monthly Sales Volume” means the 
gross Omani Rial (OMR) amount of Card Sales Records, before return, refund, 
or exchange that are generated by the Merchant and processed by the Bank 
during a calendar month pursuant to this Agreement.

“Products” means goods and/or services sold, rented or rendered by the 
Merchant.

“Recurring Transaction” means a transaction whereby the Merchant charges 
a Cardholder’s Card periodically for recurring goods or services (e.g., monthly 
insurance premiums, yearly subscriptions, annual membership fees) that are 
to be delivered or performed periodically.

“Rules” means the written rules and regulations, system manuals, procedures 
and requirements, releases and interpretations thereof and other 
requirements (whether contractual or otherwise) imposed or adopted by any 
Association (including without limitation VISA, MasterCard, Diners Club and 
American Express) as the same may be amended from time to time. The Bank 
shall provide the relevant Rules to the Merchant and advise the Merchant in 
prior notice via written communication whenever there is any change to the 
Rules.

“Sales Record” means all documents or the electronic record of such 
documents used to evidence the sale of Products through the use of the 
Cards. The format for each Sales Record must be approved by the Bank.

“Services” means the acquiring activities undertaken by the Bank (including 
by or through authorized third party service providers) to acquire and settle 
VISA, MasterCard, Diners Club and American Express Card Transactions 
undertaken by Cardholders at the Merchant’s Internet website for 
Goods/Services purchase, whose business is registered in the Sultanate of 
Oman, and all other activities necessary for the Bank to perform the functions 
required by this Agreement for all other cards, if any, that may be covered by 
this Agreement.

“Transaction” means the initiation of a sale inquiry or a consummation of a 
sale/rental of Products or of a credit to a Cardholder by the Merchant by 
means of a Sales Record or Credit Record, respectively.

“Transmittal” means the process whereby Sales Records and Credit Records 
are electronically transferred in the form of electronic records.

These Internet Acquiring Services terms and conditions govern the 
relationship between the Bank and the Merchant for all the Merchant’s 
Products and Services available on the Internet.

These Internet Acquiring Services terms and conditions expressly govern, 
without limitation, software products, hosting services, secure payment 
gateway services and related support and maintenance services obtained 
through the Bank in connection with the Merchant’s Products available on the 
Internet.

The Merchant understands and agrees that it may be required to enter into 
additional specific agreements for software products, hosting services or 
other e-Commerce products and services as the Bank nay determine at its sole 
discretion.

2. HONORING CARDS. 

The Merchant shall follow the procedures for Card acceptance in the manner 
provided for under this Agreement in connection with each Transaction and 
shall fully comply with and abide by all applicable Rules, as amended from 
time to time by the Associations and as accordingly advised by the Bank 
through written communication within a reasonable advance notice period. 

While honoring Card, the Merchant shall abide by the terms and conditions set 
out in this Agreement, the Rules and the following VISA and MasterCard 
instructions: the Merchant (i) shall honor, without discrimination, all valid 
Cards when properly presented as payment by a bona fide Cardholder for a 
bona fide Transaction; (ii) shall not establish procedures that discourage, 
favor, or discriminate against the use of any particular Card. If the Merchant 
does not deal with the public at large (e.g. a private club), the Merchant must 
honor all valid Cards of Cardholders who have purchasing privileges or 
memberships with the Merchant; (iii) shall not establish minimum or maximum 
Transaction amounts as a condition for accepting Cards; (iv) shall not impose 
any surcharge or fee for accepting a Card or establish any special conditions 
for accepting a Card; (v) unless permitted under the Rules, the Merchant shall 
not require a Cardholder to provide any personal information, such as a home 
or business address or telephone number, or a driver’s license or other proof 
of identification as a condition of honoring a Card, unless instructed by the 
Bank. The exception to this is for a mail/telephone order or delivery required 
Transaction; (vi) any taxes that the Merchant collects (and any other similar 
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handling fees) must be included in the total Transaction amount and not 
collected separately in cash nor processed as an additional Transaction; (vii) 
shall not indicate that Visa, MasterCard or any other Association endorses its 
goods or services; and (viii) Shall adequately display Visa, MasterCard and, if 
applicable, other Association decals and program marks on the promotional 
materials as required by any Association Rules.

3. AUTHORIZATIONS.

The Merchant understands and acknowledges that an Authorization only 
confirms the availability of the Cardholder’s credit at the time of the 
Authorization, and as such does not warrant that the person presenting the 
Card is the rightful Cardholder, nor is it an unconditional promise, guarantee or 
representation by the Bank that a Transaction is or will be deemed valid and 
not subject to dispute, debit or Chargeback.

The Merchant understands that, without limitation thereto, processing of 
Transactions when a Card is not present may result in an exception to normal 
processing, including if, unauthorized software or direct data transmission 
information results in erroneously transmitted data; and the Merchant further 
understands and agrees that, failure to abide by the procedures and Rules, 
including without limitation, those set forth below (which are in addition to 
and not in lieu of the Rules and/or terms of this Agreement), may subject the 
Merchant to increased risk of possible Chargeback, penal charges and/or 
termination of this Agreement.

The Bank shall endeavor to increase the protection of the Merchant by 
enrolling the Merchant for 3D secure authentication processing with the 
respective Card Associations.

The Merchant: (i) shall authorize all Transactions and refrain from setting any 
floor limits to the Transactions; (ii) failure to authorize sales Transaction may 
result in a Chargeback and/or the termination of this Agreement; (iii) the 
Merchant may not attempt to obtain multiple Authorizations for a single 
Transaction; (iv) authorizations cannot be “forced in” by reducing the 
Transaction amount to find an approved authorized amount; and (v) For 
Cards other than VISA and MasterCard (if any, that the Bank have expressly 
approved for the Services), the Merchant shall follow the procedures and 
Rules for Authorization and acceptance for each such other Card Association.

In case the Merchant engages in the practice of delayed delivery or accepting 
deposits, then the Merchant shall respect the following additional Rules and 
requirements (in addition to, and not in lieu of, other applicable procedures 
and Rules) to obtain Authorization for any delayed delivery or deposit balance 
Transaction Authorization:  where merchandise is to be shipped or services 
provided at a later date, an Authorization is considered to be valid if: (i) the 
merchandise shipping date is within seven (7) calendar days of the date 
Authorization was obtained or the services are provided; and (ii) the 
Transaction amount does not exceed the authorized amount plus fifteen 
percent (15%), representing shipping costs. In any case, all Transactions with 
an Authorization dated more than fifteen (15) days or the agreed time 
required for shipment or services between the Merchant and the Cardholder 
prior to the shipping date or date services are rendered, may result in an 
increased risk of Chargeback, and in case of a dispute, a copy of the 
agreement between the Merchant and the Cardholder shall be provided to the 
Bank.

4. PAYMENTS SETTLEMENT.

The Merchant shall at all times maintain a Settlement Account with the Bank 
or with another financial institution of the Merchant’s choice provided that 
such financial institution: (i) belongs to the Central Bank of Oman; (ii) is a 
member of the Automated Clearing House (the “ACH”) network; (iii) can 
accept ACH transactions; and (iv) is in position to debit and/or credit funds in 
the frequency agreed upon between the Bank and the Merchant.

Funds due to the Merchant for Transactions shall be processed and 
transferred to the Settlement Account in the frequency agreed upon between 
the Bank and the Merchant.

Merchants having their Settlement Account maintained by the Bank shall 
allow the Bank to directly credit/debit such Settlement Account to settle 
funds payment corresponding to all Sales Records, Credit Records and any 
applicable charges thereto; and the Bank shall credit the net amount of Sales 
Record to such Settlement Account after deducting discount fees from the 
settlement amounts and any other recovery of dues such as Chargebacks and 
fraud related charges.

Merchants having their Settlement Account maintained by another financial 
institution shall allow the Bank to settle funds payment for the Merchant by 
sending payment request via the ACH system to the financial institution for 
crediting/debiting to the Settlement Account; and in such case, shall 
authorizes such financial institution to e�ect all such net credit to the 
Settlement Account.

The Merchant shall provide a separate direct-debit authorization form to the 
financial institution where the Settlement Account is maintained knowing that 
such authorization shall be, without respect to the source of any funds in the 
Settlement Account, irrevocable and coupled with an interest, and shall 
remain in full force and e�ect until the Bank has given written notice to such 
financial institution that all monies due under this Agreement and any other 
agreements with the Bank have been paid in full. The Merchant further 
authorizes the Bank, at its sole discretion, to debit any other banking account 
maintained by the Merchant for any and all such amounts due by the Merchant 
to the bank. Alternatively, the Bank may elect to invoice the Merchant for any 
such amounts, net due thirty (30) days after the invoice date or on such earlier 
date as may be specified.

The Merchant hereby authorizes the Bank to access information from the 
Settlement Account and to initiate credit and/or debit entries and 
adjustments, as well as any credit entries made in error, to the Settlement 
Account by the ACH transfer process and/or through direct instructions to (or 
such other arrangements as we deem appropriate) the financial institution 
where the Settlement Account is maintained for amounts due under this 
Agreement and any other agreements with the Bank.

All settlements towards the Transactions shall be net of credits/refunds, 
adjustments, applicable Discount Fees when due, Chargebacks or other 
adjustments, charges and any other amounts then due from the Merchant.

The Merchant understands and hereby acknowledges that the Discount Fee is 
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earned at the time of the Transaction and is not subject to refund.

Within the first twenty four (24) hours after funds or any other payments due 
to the Merchant are credited to the Settlement Account, such funds shall be 
subject to, among other things, Chargebacks (including the Bank related 
losses) fees, assessments, and fines imposed by the Associations if any; and 
the Bank may debit or credit the Settlement Account for any deficiencies, 
overages, fees, fines, charges, and pending Chargebacks, or may deduct such 
amounts from any settlement funds due to the Merchant.

In the event that a payment is rejected by the Merchant’s bank or fails to arrive 
within five (5) Business Days after the Bank’s attempted ACH payment, the 
Bank may provide an option to issue cheques for any funds due to the 
Merchant until the ACH problem is resolved provided that all such payments 
and the resolution of all such issues are solely borne by the Merchant. Should 
the Merchant accept to avail cheques from the Bank, the Bank may charge a 
processing fee per cheque, notwithstanding any lesser amount shown in this 
Agreement.

The Merchant understand that due to the nature of the ACH and the electronic 
networks utilized for the movement of funds and the fact that not all banks 
belong to the ACH network payments to the Merchant can be delayed and 
therefore, the Bank cannot guarantee the timeliness with which any ACH 
payment may be credited by the Merchant’s Settlement Account.

The Bank shall not be liable for any delays in receipt of funds or errors in debit 
and credit entries caused by third parties, including but not limited to any 
Association or the Merchant’s financial institution, and the Merchant shall 
cooperate with the Bank to help resolve any problems in crediting/debiting 
the Settlement Account.

The Bank reserves the right to divert and hold all funds when the Bank is 
investigating the breach of any warranty, covenant, representation, or 
agreement by the Merchant or has reasonable cause to believe that the 
Merchant may have violated any provision of this Agreement and/or the Rules 
and/or is engaged in illegal, fraudulent or suspicious activity.

The Merchant hereby agrees to be bound by the terms of the operating rules 
of the automated clearing house system as in e�ect from time to time.

5. RETURNS AND CREDITS.

In case, during the term of this Agreement, any goods are accepted for return 
or any services are refunded, terminated or cancelled, or any price adjustment 
is allowed by the Merchant (other than involuntary refunds by airlines or other 
carriers when required by applicable tari�s and except where otherwise 
required by law or governmental regulations), the Merchant may not make 
any cash refund to the Cardholder and shall process a Credit Record 
Transaction within three (3) Business Days from the occurrence of such return, 
refund, cancellation or adjustment; and in such occurrence, the Merchant may 
not be entitled to any refund of any of the fees or charges associated with the 
original Transaction and initially due by the Merchant towards the Bank.

The Merchant shall date each Credit Record with the Transaction date 
including: (i) thereon a brief description of returned goods and/or refunded, 
terminated or cancelled services and/or prices adjusted; and (ii) the amount of 
credit in su�cient details to identify the Transaction; and provide the 
Cardholder with a completed copy of such Credit Record at the time of each 
return or cancellation of a Transaction.

With proper disclosure at the time of the Transaction, the Merchant may: (i) 
refuse to accept goods in return or exchange and refuse to issue a refund to a 
Cardholder; or (ii) accept the returned goods in exchange for the Merchant’s 
promise to deliver Products of equal or greater value available from the 
Merchant at no additional cost to the Cardholder. For the purposes of this 
paragraph, proper disclosure shall be deemed to have been given only if, at 
the time of the Transaction, the following notice appears on all copies of the 
Sales Record (or disclosure if Card is not present) in legible letters at least 
one-quarter (1/4) inch high and adjacent to the text stating “NO REFUND” or 
“EXCHANGE ONLY” or “IN STORE CREDIT ONLY” as applicable, or equivalent 
language. Even with this provision being adhered to it does not guarantee 
avoidance of Chargeback.

6. RESERVE ACCOUNT.

Notwithstanding any other provision to the contrary contained in this 
Agreement, the Merchant hereby expressly acknowledges that the Bank 
reserves the right to establish and the Merchant hereby authorizes the Bank to 
establish, at any time prior to, at, or after termination of this Agreement and 
with or without prior notice to the Merchant a non-interest bearing Reserve 
Account.

The Reserve Account funds may be used to cover Chargebacks, credits, fines, 
costs, assessments, and other obligations of the Merchant that are incurred 
under this Agreement.

The initial amount of the Reserve Account shall be set by the Bank in its sole 
discretion, based upon, but without limitation thereto, the Merchant’s 
processing history and the potential overall credit risk to the Bank.

At the Bank’s sole discretion the Reserve Account may be funded on a rolling 
reserve basis (the “Rolling Reserve”) from a portion (percentage) of the funds 
from each Transaction and/or by requiring a deposit of funds to the Reserve 
Account.

If a Reserve Account is required at the time that the Application is approved, 
the amount of the Reserve Account and the funding method (up-front 
deposit, fixed amount or Rolling Reserve), including the percentage applicable 
for each Sale Transaction and the number of months used for such Rolling 
Reserve shall be as stated on the Application unless otherwise modified and 
agreed upon in writing by the Merchant and the Bank.

If a Reserve Account is required at a later time, the Bank may establish the 
Reserve Account immediately and notify the Merchant of that fact (or any 
changes in the required reserve amount, funding method, Rolling Reserve 
percentage or period, or other terms).

The Merchant acknowledges and understands that the Reserve Account 
Maintenance Fee disclosed in the Application will be deducted on a monthly 
basis from funds in the said Reserve Account.

The Merchant hereby authorizes the Bank, without notice or demand, if the 
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Merchant fails to respond within a reasonable time as determined by the Bank, 
to o�set any related fees, losses, charges, costs and amounts for any other 
obligations of the Merchant due the Bank under this Agreement from and 
against the Merchant’s Reserve Account funds or any other deposit accounts 
of the Merchant maintained at any financial institution when adequate funds 
are not available in the Settlement Account or from funds otherwise due to the 
Merchant under this Agreement.

The Merchant hereby expresses in writing and hereby gives the necessary 
instructions and authorizations to permit such o�set by the Bank from any 
deposit accounts held by any financial institutions for the Merchant, and 
further releases such financial institutions from any liability for any good faith 
compliance with the express written instruction and authorization as set forth 
herein to permit such o�set by the Bank. The Merchant further agrees that 
such financial institutions may rely upon an executed copy of this Agreement 
as may be provided by the Bank for the purposes such o�set.

After payment or adequate provision for payment is made by the Merchant to 
the Bank for all obligations on the part of the Merchant to the Bank under this 
Agreement, including, without limitation, any and all amounts due for any 
payment gateway utilized by the Merchant under this Agreement and the 
Rules, the Merchant may request the Bank to disburse any and all funds due 
the Merchant remaining in the Reserve Account.

Unless otherwise agreed upon in writing by the Bank, such funds shall not be 
disbursed to the Merchant until the end of two hundred and seventy (270) 
days from the date of the last Chargeback or Transaction, whichever is later, 
unless the Bank in its sole and absolute discretion, has reasons to believe that 
Chargeback rights under the then applicable Rules may be longer than such 
two hundred and seventy (270) day period of time, in which event such funds 
may not be disbursed until the expiration of the period of time for such 
Chargeback rights.

If requested by the Merchant, the Bank shall set the date when funds available 
in the Reserve Account, held beyond such two hundred and seventy (270) day 
period as referenced above, may be released and shall notify the Merchant of 
such date. No funds held in the Reserve Account shall accrue or bear interest.

Without limiting the rights of the Bank set forth above, the Merchant 
acknowledges that the establishment of, or a change in the amount 
percentage or other terms of Reserve Account and/or increase to the 
Discount Fee or other Fees may, without limitation thereto, result from the 
Bank’s determination that any of the following has occurred: (a) the Merchant 
engages in any processing of charges which represents an overcharge to the 
Cardholder by duplication of charges; (b) any activity designed by the 
Merchant to circumvent a pre-requisite when attempting to process a 
Transaction for a Cardholder; (c) failure by the Merchant to fully disclose the 
true nature of its business to the Bank to permit a fully-informed decision as to 
the suitability of Merchant for approval of the Application and the acceptance 
of this Agreement; (d) failure by the Merchant to fully disclose the true 
ownership, or any change in such ownership, of the Merchant’s business entity; 
(e) processing by the Merchant of unauthorized charges; (g) processing by 
the Merchant of any credits through any Cardholder account; (h) any 
misrepresentation made by the Merchant in completion of the Application or 
any breach of any other covenant, warranty or representation of the Merchant 
contained in this Agreement, including, without limitation, a change of type of 
business without prior approval by the Bank; (i) the Merchant has 
Chargebacks which exceed one percent (1%) (as determined by the 
Associations and amended from time to time) of the total number of Sales 
Record Transactions completed by the Merchant in any given thirty (30) day 
calendar period, such thirty (30) day calendar period not limited to any 
specific monthly cycle; (j) excessive number of requests for retrieval of 
documentation; (k) excessive credits that exceed sale Transactions by ten 
percent (10%); (l) any form of financial instability or diminishment of the 
financial condition of the Merchant; or (m) whenever the Bank, in its sole 
discretion, believes that the Bank has a credit risk exposure and that recovery 
of any amounts due or which may become due from the Merchant, are in 
jeopardy or that the Bank may incur losses in connection with or related to the 
Services provided to the Merchant under this Agreement.

7. LIEN, SECURITY INTEREST AND SET-OFF.

The Merchant hereby grants the Bank a lien and security interest in and to any 
of the Merchant’s funds pertaining to the Transactions contemplated by this 
Agreement now or hereafter in the Bank’s possession, whether now or 
hereafter due or to become due to the Merchant for the purpose of securing 
the Merchant’s obligations towards the Bank and its a�liates under this 
Agreement and any other agreement for the provision of the Services or the 
furniture of the related equipment.

The Bank shall be entitled to set-o� against any amounts due and payable by 
the Merchant and not paid by the Merchant in the agreed upon manner any 
amounts held by the Bank for the account of the Merchant in with all the 
related charges being borne by the Merchant. In addition to the foregoing, the 
Merchant agrees that all cash, credit balances, goods and other assets 
including, but not limited to, precious metals whether coined or not, shares, 
stocks, bonds, notes, cheques, debentures, certificates of deposit, negotiable 
instruments including bills under collection and any other securities of any 
kind whatsoever, which are at the time being or could be in the future in the 
possession of the Bank, its custody or power, or deposited with or transferred 
to the Bank, its agents or any of its branches for the Merchant’s account 
whether held individually or jointly with any other person, including all rights 
and entitlements arising therefrom or attached thereto shall be charged as a 
continuing security in favor of the Bank and may be, in that sense, set o�, 
appropriated, sold or applied in or towards due payment to the Bank of all 
sums to the due satisfaction of all the obligations for which the Merchant is at 
the time being or in the future indebted or liable to the Bank on any account 
or in any manner whatsoever, and whether individually or jointly with any 
other person, and under whatever name or form.

The Merchant agrees to duly execute and deliver to the Bank such instruments 
and documents as may be reasonably requested to render enforceable such 
lien, security interest, right to set o�, recoupment and subordination set forth 
in this Agreement. 

8. REQUESTS FOR ADJUSTMENTS OR REFUNDS.

Requests for adjustments shall be made through a written notification to the 
Bank within thirty (30) days after any debit or credit is or should have been 
e�ected.
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If the Merchant notifies the Bank after such time period, the Bank may, in its 
absolute discretion, assist the Merchant, at its own expense, in investigating 
whether any adjustments are appropriate and whether any amounts are due 
to or from any other parties without any obligation on the back of the Bank to 
investigate or to continue such investigation or to carry out any future 
investigation or e�ect any such adjustments.

9. CHARGEBACKS.

The Merchant shall be responsible for any and all Chargebacks as well as 
Association fines, assessments and fees related to or arising out of such 
Chargebacks in the manner provided for in the Rules, and shall reimburse the 
Bank for and upon its demand, the face amount of such Chargebacks, fines, 
assessments and fees. Further, the Merchant shall be liable and shall reimburse 
the Bank for any and all return items, or other losses resulting from the 
Merchant’s failure to produce, within the applicable time limits, any Sales 
Records as it may be requested by the Bank. 

The Bank shall have the right to debit the Merchant’s incoming Chargebacks, 
through the Settlement Account or any other funds of the Merchant in the 
Bank’s direct or indirect control by reason of the security interest granted to 
Bank by the Merchant pursuant to Clause 15 of this Agreement, and to charge 
such Chargebacks to the Merchant, including without limitation, in any of the 
following situations: (a) where the Transaction is for a type of Product sold 
other than as disclosed in the Application and approved in advance by Bank 
and the sales Transaction was charged back; (b) where the goods have been 
returned or the services cancelled by a Cardholder and the Cardholder 
requested a Credit Record and such Credit Record was not processed by the 
Merchant within three (3) Business Days; and (c) where a Cardholder 
contends or disputes in writing to the Bank or to the Issuing Bank that: (i) the 
products were not received by the Cardholder; or (ii) the products received by 
a Cardholder do not conform to the description on the Sales Record; or (iii) 
the products were sold in a misleading fashion or manner by the Merchant; or 
(iv) the products were defective; or (v) the dispute reflects a claim or defense 
authorized against issuers or creditors by a governmental agency, a relevant 
statute or regulation; (vi) where a Sales Record or Credit Record was not 
received by the Bank as required in accordance with the terms of this 
Agreement or those of the Rules; (vii) where the Sales Record was not 
completed as required by this Agreement or by the Rules; (viii) the Cardholder 
has certified in writing to the Bank or to the Issuing Bank that the Cardholder 
did not make or authorize such a Transaction (ix) where the Issuing Bank or 
the Bank has information or belief that the Merchant fraud occurred at the 
time of the Transaction(s), whether or not such Transaction(s) was properly 
authorized by the Issuing Bank, and the Cardholder neither participated in nor 
authorized the Transaction(s); (x) in any other situation where the Sales 
Record was executed or depository credit was given to the Merchant in 
circumstances constituting a breach of any representation or warranty of the 
Merchant or in violation of the Rules, whether or not a Transaction is charged 
back by the Issuing Bank.

If, with respect to any one of the Merchant’s outlets, the amount of any Card 
counterfeit or fraud incidences becomes excessive, and in the sole and 
absolute discretion of Bank, the Merchant may be charged back for all 
Transactions terminated immediately for such cause, and the Merchant’s 
funds, including but not limited to those incoming Transactions; and those in 
the Merchant’s Account and Reserve Account shall be held pursuant to the 
provisions of this Agreement, including without limitation pursuant to the 
provisions of Clauses 6 and 7 of this Agreement.

The Bank shall have the right to assess the Chargeback Fee for each 
Chargeback plus the amount of any Chargeback fines or penalties assessed by 
the Associations against the Bank for Transactions arising from the activities 
of the Merchant, or any other charges as may be established by the Bank from 
time to time. Further, the Bank shall have the right to assess, at its sole and 
absolute discretion, the fee for processing any fines or penalties that may be 
charged by the Associations towards the Bank.

Should the Merchant agree to process any Transaction while the Card is not 
present, then the Merchant shall bear one hundred percent (100%) of the risk 
of Chargeback and any fees resulting from such Transaction as provided for 
under the Rules, and the Merchant shall, without limiting any other provisions 
in this Agreement, hold the Bank harmless from any losses, claims and costs 
arising from or associated with all such Transactions and/or Authorizations.

10. ADDITIONAL RULES FOR MAIL, TELEPHONE, E-COMMERCE (INTERNET) 
AND RECURRING TRANSACTIONS. 

The Merchant understands that Mail, Telephone and E-Commerce (Internet) 
orders and sale Transactions have substantially higher risk of Chargeback and 
Cardholder dispute than Card “present” (e.g. in a face-to-face) Transactions, 
as the Merchant will not have an imprinted or magnetically “swiped” 
Transaction with the Cardholder’s signature on the Sales Record; and as such, 
the Merchant shall be assuming a greater risk associated with accepting Card 
“not present” Transactions, including Mail, Telephone and E-Commerce 
(Internet) Transactions. The Merchant understands that Sales Records 
submitted for Mail, Telephone, Recurring Transactions, Pre-Authorized Orders 
and E-Commerce (Internet) Transactions are subject to Bank’s increased risk 
management and security review procedures and may result in delays or holds 
of funds being released to the Merchant.

The Merchant acknowledges that all mail order Transactions, telephone order 
Transactions, Recurring Transactions and E-Commerce (Internet) 
Transactions are di�cult to defend against Chargeback and agrees that it shall 
take reasonable precautions to protect against such Chargebacks, including, 
but not limited to the following: (i) delivering Products only to the 
Cardholder’s billing address where the Issuing Bank sends the Cardholder’s 
billing statement; (ii) using a delivery service that maintains shipping logs and 
requires signatures by a person receiving the Products; (iii) (iv) obtaining 
CVV2/CVC2 verification from the Issuing Bank if the Merchant processes 
Recurring Transactions and charges a Cardholder’s account periodically for 
recurring Products (e.g., monthly insurance premiums, yearly subscriptions, 
annual membership fees, etc.). The Merchant shall further (in addition to, and 
not in lieu of, other applicable procedures and Rules) comply with the 
following: (i) have the Cardholder complete and deliver to the Merchant a 
written request for such Products to be charged to the Cardholder’s account. 
The written request shall at least specify the Transaction amounts, the 
frequency of recurring charges and the duration of time for which the 
Cardholder’s permission is granted and be provided promptly in response to a 
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Cardholder’s request for copy; (ii) if the Recurring Transaction is renewed, 
then the Cardholder shall complete and deliver to the Merchant a subsequent 
written request for the continuation of such Products to be charged to the 
Cardholder’s account; (iii) the Merchant may not complete a Recurring 
Transaction after receiving a cancellation notice from the Cardholder or 
Issuing Bank or after a request for Authorization has been denied; (iv) the 
Merchant shall perform an AVS inquiry for at least the first Transaction and 
then annually thereafter, if applicable. The Merchant further understands that 
penalties can be assessed by the Associations for failure to comply with rules 
applicable to Recurring Payment transactions, and that a Recurring 
Transaction may not include partial payments for Products purchased in a 
single Transaction. No charges may be imposed in connection with a 
Recurring Transaction. In any case, all Transactions with an Authorization date 
more than fifteen (15) days prior to the shipping date or date services are 
rendered are subject to a greater risk of possible Chargeback.

In case the Merchant is an E-Commerce (Internet) merchant, and accepts 
orders via the Internet, the Merchant shall (in addition to, and not in lieu of, 
other applicable procedures and Rules) comply with the following: (a) post its 
privacy and security policies on its websites, where such policies shall be 
clearly marked for consumers to see and review; (b) the Merchant’s websites 
shall include all the following information in a prominent manner: (i) Complete 
description of the Products o�ered; (ii) returned Products and refund policy. 
If the Merchant does not o�er refunds or makes such other restrictions, the 
words “no refund”, or other appropriate terminology, shall be prominently and 
legibly written or typed or displayed on the Merchant’s websites for 
goods/service purchase used by the Merchant with respect to performance of 
this Agreement and provided to the customer; (iii) method for the 
Cardholders to acknowledge their acceptance of the terms and conditions for 
returned merchandise or for the refund policy, such acknowledgement should 
be in a format that complies with the Associations’ guidelines for proper 
disclosure; (iv) customer service contact, including email address and/or 
telephone number; (v) transaction currency; (vi) any applicable export or legal 
restrictions; (vii) delivery policy; (viii) consumer data privacy policy; and (ix) 
description of the Transaction security used on the Merchant’s website; and 
(c) use an Internet acquiring transaction indicator in order to identify the 
Internet Acquiring Transactions in the Authorization request and clearing 
record.

11. FEES AND CHARGES.

Fees payable by the Merchant in consideration of the Services shall include:

- Local Debit Cards : _________ %

  (Visa and Master Card) : _________ %

- All Other Cards : _________ %

- Monthly merchant maintenance fee @ OMR50 per month; and

- Other charges will be applied if mandated by Card Associations.

Settlements of Transactions shall be net of any credits/refunds, adjustments, 
applicable Discount Fees when due, Chargebacks and any other amounts then 
due from the Merchant.

All credits to the Merchant’s Settlement Account or other payments to the 
Merchant shall be provisional and are subject to, among other things, final 
audit, Chargebacks (including the Bank’s related losses), fees and fines 
imposed by the Associations; and the Merchant further allows the Bank to 
debit or credit the Settlement Account for any deficiencies, overages, fees and 
pending Chargebacks, and to deduct such amounts from any settlement funds 
due to the Merchant. Alternatively, the Bank may elect to invoice the Merchant 
for any such amounts, net due within thirty (30) days from the invoice date or 
on any such earlier date as may be specified by the Bank.

In case any fees due to the Bank are not paid within ten (10) days of their due 
date, the Bank may temporarily suspend the Services until the fees are paid in 
full. In such occurrence, the Merchant shall to pay three (3) months 
maintenance fee as a re-instatement fee to the Bank to re-activate the 
Services while in the temporary cancellation status. 

In case any fees due to the Bank are not paid within thirty (30) days of their 
due date, the Bank may temporarily cancel all services. In such occurrence, 
and in case the Merchant subsequently wishes to re-enroll for the Services, 
then the Merchant shall sign up as any new merchant and newly pay all the 
associated fees/charges.

12. FINES AND EXCESSIVE CHARGEBACK FEES.

The Merchant shall pay for and indemnify and hold harmless the Bank from 
any fines or penalties imposed on the Bank by any Association resulting from 
the Merchant’s activities, acts or omissions, Chargebacks and any other fees or 
fines imposed by an Association with respect to the Merchant’s acts or 
omissions, whether such activities occur or the fines, penalties, or other 
assessments are imposed, during or after the Term of this Agreement.

In case the Merchant’s Chargeback percentage for any line of business 
exceeds the estimated industry Chargeback percentage, as set out from time 
to time by the Bank in accordance with the Rules in order to reflect changes in 
the industry Chargeback percentage reported by the Associations, the 
Merchant shall, in addition to the Chargeback fees and any applicable 
Chargeback handling fees or fines, pay the Bank an excessive Chargeback fee 
in accordance to the Rules.

13. RETRIEVAL AND STORAGE OF SALES RECORDS, CREDIT RECORDS, 
TRANSACTION DATA AND INFORMATION.

The Merchant shall establish a system to store and maintain copies of Sales 
Records and Credit Records in such a manner so as to forward such sales 
Records and Credit Records to the Bank in no longer than two (2) working 
days from any request made by the Bank for such purpose. The failure to 
respond to such request constitutes a violation of this Agreement and may 
result in a Chargeback.

Should the Merchant deliver the requested Sales Records Sales Records and 
Credit Records longer than the timeframe described in the preceding 
paragraph while it has been established that such Sales Records or Credit 
Records constitutes a Chargeback to the Merchant, the Bank may levy the 
processing fees determined in the Rules in addition to such Chargeback fee.
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The Merchant shall keep all Sales Records and Credit Records for at least 
twenty four (24) months from their occurrence for the perusal of the 
Associations.

14. TERM.

This Agreement shall enter into force from its signing date (the “E�ective 
Date”) and remain in force for twelve (12) consecutive months therefrom (the 
“Initial Term”).

The Initial Term shall be thereafter automatically renewed for additional 
twelve (12) consecutive months terms unless earlierterminated in accordance 
with the provisions of clause 15below.

15. TERMINATION.

Any Party may terminate this Agreement prior to the expiration of any running 
term by serving a thirty (30) days written notice provided that such notice 
shall be e�ective at the expiration of any running existing term.

Notwithstanding the above, the Bank, and in addition to any rights of 
immediate termination without notice as may be contained elsewhere in this 
Agreement, may terminate this Agreement, and at the Bank’s discretion, any 
merchant processing agreement(s) of any other business that is commonly 
owned or controlled by the Merchant for any reason or cause (or for no 
reason) whatsoever upon ten (10) Business Days prior written notice to the 
Merchant. Such termination shall become e�ective on the later of ten (10) 
Business Days from the date such notice is given in the manner prescribed for 
notices herein or the date specified in such notice.

The Bank may terminate this Agreement upon the occurrence of one or more 
of the events stated below (the “Events of Default”) upon serving a 
termination notice e�ective upon its serving to the Merchant. The following 
events (but not limited to the following) shall be considered as Events of 
Default: (a) the Bank determines that the Merchant’s type of business as 
indicated on the Application di�ers from the actual type of business the 
Merchant operates; (b) the Merchant moves or relocates to a new location 
without giving the Bank notice prior to, or within thirty (30) days after, the 
move; (c) The business as conducted by the Merchant could endanger the 
safety and/or soundness of the Bank; (d) the Merchant files for bankruptcy or 
is otherwise shown to be insolvent; (f) the Merchant has Chargebacks which 
exceed one percent (1%) of the total number of Transactions completed by 
Merchant in any thirty (30) calendar day period; (g) the Merchant owes money 
to Bank and fails to make a timely payment thereof; or (h) the Merchant 
breaches any of the provisions contained in this Agreement. 

Notwithstanding anything to the contrary in this Agreement, the parties 
hereby further agree and acknowledge that in addition to any other remedies 
contained in this Agreement or otherwise available under applicable law, if (a) 
the Merchant breaches this Agreement by improperly terminating it prior to 
the expiration of the Initial Term; or (b) if this Agreement is terminated by the 
Bank prior to the expiration of the Initial Term due to any Event of Default by 
the Merchant (both “Early Termination”), then in either event, the Bank shall 
su�er a substantial injury that is di�cult or impossible to accurately estimate. 
Consequently, and considering the costs that the Bank may incur by reason of 
such Early Termination, including without limitation those incurred in 
processing the Application and approving Merchant for the Services, and in an 
e�ort to liquidate in advance the sum that should represent such damages, 
the parties have agreed that the Merchant shall pay, as liquidated damages the 
sum of three hundred Omani Rials (OMR 300), which shall not be construed as 
a penalty.

Any and all obligations of any party to this Agreement to pay funds to another 
shall survive any expiration or termination of this Agreement.

16. CTMF (or MATCH FILE) TERMINATION RELATED PROVISIONS.

The Merchant expressly agrees that the Bank shall be entitled to report the 
business name(s) of the Merchant and the names and identification of its 
principals to the CTMF or MATCH File in the event that this Agreement is 
terminated because of one or more of the reasons specified in the Rules, which 
include without limitation, those that constitute an Events of Default under this 
Agreement.

17. REPRESENTATIONS AND WARRANTIES.

Without limiting any other warranties, covenants and agreements hereunder, 
the Merchant agrees, represents and warrants to the Bank that at all times 
during the term of this Agreement that: (a) it is lawfully engaged in the 
business described on the Application and is duly licensed under the laws of 
Oman; (b) it is fully compliant with all applicable laws, and with the Rules; (c) 
it will give prior notice to the Bank if it intends to change the nature of its 
business as indicated in the Application or to modify the ownership of the 
business; in which case, the Bank will have the right to terminate this 
Agreement or amend this Agreement accordingly; (d) all of its business 
locations engage in the same or substantially similar business activity as that 
listed in the Application; (e) it o�ers no enticements or incentives to 
Cardholders in connection with the sale of Merchant’s Products; (f) it will not 
use any personal Card owned by the Merchant, or any Card which the 
Merchant is authorized to purchase its own goods or service at the Merchant’s 
website. Such use is deemed a “cash advance” which is prohibited by the 
Rules and this Agreement and can result in immediate termination of this 
Agreement; (g) it uses both the name and address shown on the Application 
on all Sales Records and Credit Records and does not use any other name, 
unless a descriptor is used to further identify the Transaction and agreed to by 
the Bank; (h) it will not submit any Transaction that was previously charged 
back or declined; (i) it shall not, without the Cardholder’s prior written consent, 
sell, purchase, provide or exchange Card account information in the form of 
Sales Records, mailing lists, magnetic tapes or any other media obtained by 
reason of a Transaction to any third party other than Merchant’s agents for the 
purpose of assisting the Merchant in its business, or to the Bank or pursuant to 
any lawful government demand; (j) it has the authority to enter into this 
Agreement and that the person(s) signing on behalf of the Merchant is/are 
specifically authorized and directed to do so by the Merchant; and (k) as to 
each Transaction covered under this Agreement, the Merchant specifically 
represents and warrants that: (i) the Sales Transaction is valid in form and has 
been completed in accordance with all applicable requirements and the Rules; 
(ii) the Merchant has delivered the goods to the Cardholder or completed the 
service described on the Sales Record in accordance with the Merchant’s 
agreement with the Cardholder, and that Merchant has, in inventory, the 
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goods sold if not delivered at the time of sale; (iii) each Sales Record 
represents the Cardholder’s indebtedness for the total amount shown therein; 
(iv) the Merchant’s disclosure will clearly state that Cardholder has no defense 
right of o�set or counterclaim against the Merchant in connection with the 
purchase of the Products; (v) the Merchant has not charged the Cardholder 
directly or indirectly any separate or additional fee(s) such as a surcharge or 
portion of any discount or charge imposed upon the Merchant by this 
Agreement in connection with the Transaction other than as may be required 
by law (this Paragraph shall not, however, be construed as prohibiting 
discounts to customers or for charges such as bona fide commissions, fees for 
special handling or expedited services, postage and handling, and similar 
charges that are charged to the Cardholder regardless of the form of 
payment); (vi) each Transaction was placed by a person who is the Cardholder 
of the Card; (vii) has included all items of Products purchased in a single 
Transaction and the total amount on a single Sales Record; (viii) does not 
represent the refinancing of an existing obligation of the Cardholder including 
any obligation owed to the Merchant or arising from the dishonor of a personal 
cheque; (ix) is not a “cash advance”; and (x) the Merchant shall not submit any 
Transaction for entry into interchange, directly or indirectly, any Card 
Transaction that it knows to be fraudulent or not authorized by the 
Cardholder.

The Merchant understands and agrees that violation of any of the foregoing 
warranties, representations, covenants and agreements or otherwise provided 
in this Agreement, shall be an Event of Default, and may cause this Agreement 
to be immediately terminated, or subject to termination, have all funds placed 
into a Reserve Account pursuant to Clause 6 of this Agreement, and result in 
the Merchant placed on the Combined Terminated Merchant File (CTMF) or 
MATCH File pursuant to Clause 15of this Agreement.

18. INDEMNIFICATION.

The Merchant shall indemnify and hold the Bank, the Bank’sa�liates, o�cers, 
directors, employees, consultants, agents, service providers and licensors 
harmless from and against any and all association fines or fees (pursuant to 
Section 18 of this Agreement) and all losses, liabilities, damages and expenses 
(including attorney’s fees and collection costs) resulting from any breach of 
any warranty, covenant or agreement or any misrepresentation by the 
Merchant under this Agreement including, without limitation, a violation of the 
Rules, or arising out of the Merchant’s or the Merchant’s employees’ 
negligence or wilful misconduct, in connection with Card Transactions or 
otherwise arising from Merchant’s provision of Products to Cardholders, and 
any and all third party claims, liability, damages, and/or costs, including but 
not limited to attorney's fees, arising from: (i) any third-party claim, action, or 
allegation of infringement, misuse, or misappropriation based on information, 
data, files, or other materials submitted by the Merchant to the Bank and vice 
versa; (ii) any access of any other financial institutions, cards through the 
Equipmentor any action, omission, or any other cause or fault or misuse of the 
Equipment caused by the Merchant or any of its employees, o�cials, agents or 
representatives; (iii) any fraud, misrepresentation, manipulation, or other 
breach of this Agreement; and/or (iv) the Merchant’s violation of any law or 
rights of a third party.

In such occurrence, the Bank reserves the right, at its own expense, to assume 
the exclusive defence and control of any matter otherwise subject to 
indemnification by the Merchant, in which event the Merchant shall fully 
cooperate with the Bank in asserting any available defences.

The Merchant may not settle any action or claims on behalf of the Bank 
without the Bank’s prior written consent.

19. LIMITATION OF LIABILITY.

THIS AGREEMENT IS A SERVICE AGREEMENT. THE BANK DISCLAIMS ALL 
OTHER REPRESENTATIONS OR WARRANTIES, EXPRESS OR IMPLIED, 
MADE TO THE MERCHANT OR ANY OTHER PERSON, INCLUDING WITHOUT 
LIMITATION, ANY WARRANTIES REGARDING QUALITY, SUITABILITY, 
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OR 
OTHERWISE OF ANY SERVICES OR ANY GOODS PROVIDED INCIDENTAL 
TO THE SERVICES PROVIDED UNDER THIS AGREEMENT. 

NOTWITHSTANDING ANYTHING IN THIS AGREEMENT TO THE CONTRARY, 
IN NO EVENT SHALL THE BANK, OR ITS AFFILIATES OR ANY OF ITS 
RESPECTIVE DIRECTORS, OFFICERS, EMPLOYEES, AGENTS OR 
SUBCONTRACTORS, BE LIABLE UNDER ANY THEORY OFTORT, 
CONTRACT, STRICT LIABILITY OR OTHER LEGAL THEORY, FOR LOST 
PROFITS, LOST REVENUES, LOST BUSINESS OPPORTUNITIES, DELAYS IN 
THE RECEIPT OF FUNDS OR ERRORS IN DEBIT AND CREDIT ENTRIES 
CAUSED BY THIRD PARTIES INCLUDING ANY CARD ASSOCIATION AND/OR 
THE MERCHANT’S FINANCIAL INSTITUTION, EXEMPLARY, PUNITIVE, 
SPECIAL, INCIDENTAL, INDIRECT OR CONSEQUENTIALDAMAGES, EACH 
OF WHICH IS HEREBY EXCLUDED BY AGREEMENT OF THE PARTIES, 
REGARDLESS OF WHETHER SUCH DAMAGES WERE FORESEEABLE OR 
WHETHER ANY PARTY OR ANY ENTITY HAS BEEN ADVISED OF THE 
POSSIBILITY OF SUCH DAMAGES.

20.MONEY LAUNDERING PREVENTION.

The Bank may take whatever action it considers appropriate to meet any 
obligations, either in the Sultanate of Oman or elsewhere in the world, relating 
to the prevention of fraud, money laundering or terrorism financing and the 
provision of financial and other services to persons who may be subject to 
sanctions. 

Such actions include, but are not limited to, investigating, blocking and 
intercepting any Transaction particularly in the case of international transfer of 
funds; it may also include making enquiries to establish whether the Merchant 
and/or the Cardholder is subject to financial sanctions. 

The Bank shall not be liable for any loss, liability, delay or cost incurred by you 
as a result of such actions taken by it.

21. COMPLIANCE.

The Merchant shall comply and cause each of its employees to comply with 
this Agreement and all the applicable rules and regulations including, but not 
limited to, regulatory approvals and requirements applicable in the Sultanate 
of Oman by virtue of its obligations under this Agreement. The Merchant shall 
further conduct regular periodic monitoring of compliance with the regulatory 
requirements as instructed by the Bank from time to time.
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The Merchant shall comply with the Rules, including without limitation, those 
relating to Cardholder information security issues, non-disclosure of 
Cardholder information and Transaction documents, retention and storage of 
Cardholder and Transaction information and other security procedures 
adopted by the Associations.

The Merchant further confirms its agreement to abide by and fully comply 
with the CISP including the following procedures: (i) install and maintain a 
working network firewall to protect data accessible via the Internet; (ii) keep 
security patches up-to-date; Encrypt stored data; (iii) encrypt data sent across 
networks; (iv) use and regularly update anti-virus software; (v) restrict access 
to data by business “need to know”; (vi) assign a unique ID to each person 
with computer access to data; (vii) refrain from using vendor-supplied 
defaults for system passwords and other security parameters; (viii) track 
access data by unique ID; (ix) maintain a policy that addresses information 
security for employees and contractors; and (x) restrict physical access to 
Cardholder information. The Merchant understands that VISA may impose 
restrictions, fines, or prohibit the Merchant from participating in VISA 
programs if it is determined that the Merchant is non-compliant with the CISP. 
The Merchant may be required to comply with an audit to verify compliance 
with security procedures. The Merchant may seek compliance through 
adopting the relevant Payment Gateway functions, which are maintained to 
be CISP compliant.

The Merchant additionally confirms its agreement to abide by and fully 
comply with the following Transaction information security related 
procedures: (i) the sale or disclosure of databases containing Cardholder 
Account numbers, personal information, or other Card Transaction 
information to third parties is strictly prohibited by the Rules; (ii) unless the 
Merchant obtains consents from the Bank and each applicable Association, 
Issuing Bank and the Cardholder, the Merchant shall not use, disclose, sell or 
disseminate any Cardholder information obtained in connection with a Card 
Transaction (including without limitation, the names, addresses and Card 
account numbers of Cardholders, copies of imprinted Sales Records and/or 
Credit Records, mailing lists, magnetic tapes or other media obtained in 
connection with a Sales Record and/or Credit Record) except for purposes of 
authorizing, completing and settling Card Transactions and resolving any 
Chargebacks, retrieval requests or similar issues involving Card Transactions, 
other than pursuant to a court or governmental agency request, subpoena or 
order; (iii) proper controls for, limit access to, and render unreadable prior to 
discarding all records containing Cardholder account numbers and Card 
imprints shall be implemented by the Merchant; (iv) magnetic stripe data  shall 
not be retained and/or stored after a Transaction has been authorized; (v) 
electronically  captured signature of a Cardholder stored shall not be 
reproduced except upon a specific request of the Bank; (vi) all media 
containing Cardholder names, Cardholder account information, and other 
personal information, as well as Card imprints (such as Sales Records and 
Credit Records, auto rental agreements, and carbons) shall be stored in an 
area limited to selected personnel and, prior to discarding any such 
information, destroy it in a manner that renders the data unreadable; and (vii) 
in the event of the Merchant’s failure, including bankruptcy, insolvency, or 
other suspension of business operations, any materials that contain 
Cardholder account numbers, personal information, or Transaction 
information shall not be sold, transferred, or disclosed to third parties, and 
shall be returned to the Bank and/or destroyed upon acceptable proof of 
destruction to the Bank.

22.FORCE MAJEURE.

No party shall be liable for any default or delay in the performance of its 
obligations under this Agreement if and to the extent such default or delay is 
caused, directly or indirectly, by (i) fire, flood, elements of nature or other acts 
of God; (ii) any outbreak or escalation of hostilities, war, riots or civil disorders 
in any country; (iii) any act or omission of the other party or any government 
authority; (iv) any labor disputes (whether or not employees’ demands are 
reasonable or within the party’s power to satisfy); or (v) the non-performance 
by a third party for any similar cause beyond the reasonable control of such 
party, including without limitation, failures or fluctuations in 
telecommunications or other equipment.

In any such event, the non-performing party shall be excused from any further 
performance and observance of the obligations so a�ected only for as long as 
such circumstances prevail and such party continues to use commercially 
reasonable e�orts to recommence performance or observance as soon as 
practicable.

23.CONFIDENTIALITY.

The Merchant acknowledges that, pursuant to this Agreement, the Bank may 
provide to the Merchant information that is proprietary to the Bank. This 
includes any or all forms of media and information sent to the Merchant 
regardless of whether it is sent to the Merchant by email or in any another 
manner. 

The Merchant agrees to keep such proprietary information confidential and 
secure. The Merchant may not use, copy, adapt, alter all or part of the 
proprietary information which is disclosed or otherwise comes into its 
possession under or in relation to this Agreement and which is of a 
confidential nature. 

The Bank may disclose information to third parties pursuant to this Agreement 
in the following cases: (i) in order to comply with government or court orders; 
or (ii) if the Merchant gives the Bank a written permission to do so; or (iii) to 
enforce or defend the Bank’s rights in connection with this Agreement.

24.INTELLECTUAL PROPERTY.

Any data, information, logo, developed programs, or other information given 
to any Party by virtue of this Agreement or being associated with the 
personnel of any of the Parties shall remain the exclusive property of such 
Party.

The Merchant may not publish, release or make use of any data, information, 
logo, developed programs, or any other proprietary name and/or symbol of 
the Bank, VISA or MasterCard, unless the materials containing the same are 
provided to the Merchant by the Bank and/or are approved in advance by 
Bank, and, in either event, only while this Agreement is in e�ect, or until the 
Merchant is notified by the Bank or by VISA or MasterCard to cease usage.
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25.ADVERTISMENT.

The Merchant shall display the Banks’ advertising and promotional materials at 
noticeable points in the premises of the Merchant where the Equipment is 
installed. The Merchant further undertakes not to use any other material 
referring to the Bank or any other name, logo or design associated with the 
Cards without the Bank’s prior written consent.

26.ADDRESS AND NOTICES.

Unless otherwise provided herein, any notice, request, instruction or other 
document required permitted or to be given under this Agreement shall be in 
writing and if given by the Bank to the Merchant shall be deemed to have been 
given on the date and at the time the same shall be delivered personally or 
deposited in the postal system and addressed to the Merchant at the 
addresses on the execution page of this Agreement or at such other addresses 
as the Merchant may give to Bank from time to time by written notice, and if 
given by the Merchant to the Bank shall be deemed to have been given on the 
date and at the time the same shall be delivered personally or mailed by 
certified mail, postage prepaid with return receipt requested (such mailed 
notice to be e�ective on the date such receipt is acknowledged or refused)at 
the Bank’s address mentioned in its o�cial papers or at such other addresses 
as the Bank, as applicable, may give to the Merchant from time to time by 
written notice. Notice may also be sent by facsimile or email, and in such 
occurrence, such notice shall be deemed delivered at the date and time it was 
sent by either party to the other.

The Merchant shall keep the Bank informed about its business location at all 
times, during the Term of this Agreement, and, if the Bank holds Reserve 
Account funds for Merchant after the expiration or termination of this 
Agreement, then for such time until any Reserve Account funds are fully 
disbursed or applied by the Bank against amounts due from the Merchant.

27.FINANCIAL AND OTHER INFORMATION.

Upon request, Merchant will provide the Bank quarterly financial statements 
within forty-five (45) days after the end of each fiscal quarter and annual 
audited financial statements within ninety (90) days after the end of each 
fiscal year.

Such financial statements shall be prepared in accordance with generally 
accepted accounting principles. The Merchant shall also provide such other 
financial statements and other information concerning the Merchant’s 
business and its compliance with the terms and provisions of this Agreement 
as the Bank may reasonably request.

The Merchant authorizes the Bank to obtain from third parties financial and 
credit information relating to the Merchant in connection with its 
determination whether to accept this Agreement and the Bank’s continuing 
evaluation of the financial and credit status of the Merchant.

The Bank may also access and use information which the Merchant has 
provided to the Bank for any other reason. Upon request, the Merchant shall 
provide to the Bank or its representatives reasonable access to the Merchant’s 
facilities and records for the purpose of performing any inspection and/or 
copying of the Merchant’s books and/or records deemed appropriate.

The Merchant will provide the Bank with written notice of any judgment, writ, 
warrant of attachment, execution or levy against any substantial part 
(twenty-five percent (25%) or more in value) of Merchant’s total assets not 
later than three (3) days after Merchant becomes aware of the same.

28.MISCELLANEOUS.

The o�cial text of this Agreement shall be in Arabic. In the event of any 
dispute concerning the interpretation or construction of this Agreement, 
reference shall be made only to this Agreement as written in Arabic. Should it 
be required to translate this Agreement into the English language or any other 
language, the Arabic language version of this Agreement shall nevertheless 
prevail.

The headings and subheadings contained herein shall not be considered a part 
of this Agreement. Words in this Agreement that are in the singular include the 
plural and vice versa, unless the context requires otherwise.

This Agreement may be executed in multiple counterparts, all of which shall 
constitute one agreement.

This Agreement and its annexes are the entire agreement between the Bank 
and the Merchant concerning the Services provided by the Bank to the 
Merchant under this Agreement and supersede all previous agreements, 
communications, representations or discussions between the Bank and the 
Merchant relating to this Agreement. Any other banking agreements made 
between the Bank and the Merchant and/or any other obligations pertaining 
to the Merchant’s bank accounts held by the Bank shall remain unchanged.  

The Bank may change or cancel the one or more of the Services as described 
herein at any time without cause, subject to applicable laws and regulations 
and upon a seven (7) days’ written notice served to the Merchant prior to 
entry into force. The Merchant agrees to review such amendments 
immediately upon receipt of such notice, and in case a termination notice is 
not sent within the seven (7) days abovementioned term in accordance with 
the applicable terms and conditions of this Agreement, the content of such 
notice shall be e�ective at the expiry of such notice term.

Each of the terms of this Agreement is severable from the others and if one or 
more of them becomes void, illegal or unenforceable, the remainder will not be 
a�ected in any way. 

Subject as provided below, a person who is not a party to this Agreement has 
no right to enforce any provision of this Agreement. A�liates of the Bank 
which are not parties to this Agreement, and any sub-contractor of the Bank 
or its a�liates may nevertheless enforce this Agreement against the Merchant, 
subject to and in accordance with this Agreement and any applicable 
regulations and laws.

This Agreement shall be binding upon and inure to the benefit of the parties 
and their respective successors and assigns. 

The Parties to this Agreement do not require the consent of any person who 
is not party to this Agreement to rescind or vary this Agreement at any time.

All representations, warranties, covenants and indemnities shall survive the 
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expiration or termination of this Agreement. 

The Merchant shall review Operating Manuals concerning the procedures to 
be followed and prescribed forms to be used in carrying out the Transactions 
while using the Equipment as delivered along with the Equipment or published 
by the Bank on its website from time to time.

Personal Information Protection. Parties agree to comply with all applicable 
personal data protection and other laws to the same or similar purpose in all 
relevant jurisdictions.

The Bank shall provide the Merchant with statements via e-mail to the email 
address provided in this Agreement and as recorded in the Bank’s systems. 
Should the Merchant require paper or duplicate statements or any other 
additional documentation, then the Bank may charge an appropriate fee for 
the provision of such paper or duplicate statements or additional 
documentation.

Except in the case of manifest error, any Statement provided by the Bank shall 
be conclusive as to all matters of fact to which it refers. The Bank may only 
accept to consider disputes made to such Statements if submitted in writing 
within Thirty (30) days’ of receipt by the Merchant.

Neither the failure nor any delay on the part of the Bank to exercise any right, 
remedy, or privilege hereunder shall operate as a waiver or give rise to an 
estoppel nor be construed as an agreement to modify the terms of this 
Agreement, nor shall any single or partial exercise of any right, remedy, or 
privilege with respect to any occurrence to be construed as a waiver of such 
right, remedy, or privilege.

No waiver by a party hereunder shall be e�ective unless it is in writing and 
signed by the party making such waiver, and then such waiver shall apply only 
to the extent specifically stated in such writing. 

Any transfer or assignment of this Agreement by the Merchant, without the 
prior written consent of the Bank, by operation of law or otherwise, is voidable 
by the Bank. Furthermore, the Merchant shall indemnify and hold the Bank 
harmless from all liabilities, Chargebacks, expenses, costs, fees and fines 
arising from such transferee’s or assignee’s submission of Card transactions to 
the Bank for processing.

Subject to the Rules, the Bank shall only assign or transfer this Agreement and 
its rights and obligations hereunder and/or may delegate its duties hereunder, 
in whole or in part, to any third party, on the condition of receiving prior 
written consent by the Merchant.

Nothing in this Agreement shall be deemed to constitute a partnership 
between the Parties nor constitute either Party as being the agent of the other 
Party or otherwise entitle a Party to have authority to bind the other Party for 
any purpose other than the purpose contemplated in this Agreement.

During the Term of this Agreement, the Merchant shall not enter into any 
agreement or engage with any other service provider for the provision of 
Services similar to or competitive with the e-Payment Gateway Services 
subject of this Agreement.

29.LEGAL FEES AND COSTS.

The Merchant agrees to pay the legal fees and costs the Bank will incur in 
seeking legal advice in matters not in the ordinary course of the Services 
relationship established under this Agreement, including, without limitation, 
contract disputes, legal procedures, bankruptcy or similar events, whether the 
fees or costs are incurred during or after the Term of this Agreement.

30.GOVERNING LAW AND DISPUTE RESOLUTION.

This Agreement and any dispute, claim or issue arising out of or in connection 
with this Agreement, whether of a contractual or non-contractual nature, shall 
be governed by the laws of the Sultanate of Oman. Parties agree to 
irrevocably submit to the exclusive jurisdiction of the courts of the Sultanate 
of Oman.

For and on behalf Bank Dhofar

Mr. __________________________________________________

Position: __________________________________________________

Date: __________________________________________________

Signature: __________________________________________________

For and on behalf of Merchant

Mr. __________________________________________________

Position: __________________________________________________

Date: __________________________________________________

Signature: __________________________________________________
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This Internet Card Acquiring Services MERCHANT AGREEMENT, including the 
attached Merchant application (the “Application”) (which is an integral part 
hereof and is expressly integrated herein and made a part hereof) (collectively 
referred to as the “Agreement”) is entered into by and between BANK DHOFAR 
S.A.O.G (hereinafter referred to as the “Bank”) and the undersigned Merchant 
(hereinafter referred to as the “Merchant”).

PREAMBLE

WHEREAS, the Bank is engaged in the general banking business and is a 
full-fledged member of Visa International and MasterCard Worldwide, including, 
but not limited to, providing acquiring services to merchants that accept a valid 
card bearing the service mark of VISA, MasterCard, Diners Club or American 
Express (hereinafter each referred to as the “Card”) for payment for Products (as 
defined below).

WHEREAS, the Merchant desires to use the ITA’s Sultanate of Oman e-Payment 
Gateway services to authorize and process Card Transactions and use the 
Internet Acquiring Services (as defined below) provided by the Bank to settle 
Card Transactions for payment by Cardholders for Products obtained from the 
Merchant through the Internet.

NOW, THEREFORE, in consideration of the representations, covenants and/or 
promises made in this Agreement (including the Application), the parties hereby 
agree as follows:

1. RECITALS AND DEFINITIONS.

The Merchant hereby acknowledges and a�rms each of the Recitals 
contained above.

The parties agree that the Preamble as set forth herein is incorporated herein 
by reference and made a part of this Agreement.

The Merchant acknowledges that the signature of the Bank’s sales 
representative on the Application does not constitute an approval by the Bank 
of this Agreement and that this Agreement is not and shall not be e�ective 
until it has been approved by the Bank.

Such approval, if given, shall be evidenced by the issuance of an approved 
Merchant Account Number by the Bank to the Merchant.

Capitalized terms used in this Agreement shall have the meanings set forth 
herein, including the following capitalized terms set forth below:

“Merchant” means the person or the legal entity named in this Agreement and, 
if approved and accepted by the Bank, who enters into this Agreement with 
the Bank with the aim to use the Services.

“Association” means any entity formed to administer and promote the Cards 
(including without limitation VISA and MasterCard). 

“Authorization” means the approval given by, or on behalf of, the Issuing Bank 
to validate a Transaction for a Merchant or another a�liate bank. 

“Batch” means a day’s worth of Transactions, including Sales Records and 
Credit Records, to be processed by the Bank at end of each Business Day. 

“Business Day” means any day on which the Bank is open for business, other 
than Fridays & Saturdays or other bank holidays.

“Card” means a valid credit card or a valid debit card or a valid pre-paid card 
bearing the service mark of VISA, MasterCard, Diners Club or American 
Express.

“Cardholder” means the individual whose name is embossed on a valid Card 
and any authorized user of such Card.

“CISP” means the Cardholder Information Security Program implemented by 
VISA to protect Cardholder data. The (“CISP”) applies to the Merchant if the 
Merchant processes or stores Cardholder data as a result of Internet or 
Mail/Telephone acceptance of VISA Card account information. A copy of the 
complete VISA Cardholder Information Security Standards manual and a 
Self-Assessment Worksheet can be obtained online at www.visa.com/cisp.

“Chargeback” means the procedure by which a Sales Record or other indicia 
of a Card Transaction (or disputed portion thereof) is denied or returned to 
the Bank or to the Issuing Bank after it was entered into the appropriate 
settlement network for payment, in accordance with the Rules, for failing to 
comply with the Rules including, without limitation, Cardholder disputes, the 
liability of which falls on the Merchant.

“CTMF” or “MATCH File” means the combined terminated merchant file 
maintained by MasterCard and containing the business name(s) of merchants 
and the names and identification of principals of merchants which have had 
their merchant processing agreements terminated for one or more of the 
reasons specified in the Rules.

“Credit Record” means all documents or the electronic record of such 
documents used to evidence any refund or price adjustment given by the 
Merchant to a Cardholder for a previous sale Transaction, which must conform 
to the Rules. The format for each Credit Record must be approved by the 
Bank.

“SA” or “Settlement Account” means a direct deposit account open in a 
financial institution designated by the Merchant as the account to be debited 
and credited by the Bank for Card Transactions, and by the Bank for fees, 
Chargebacks, and other amounts due under or in connection with this 
Agreement.

“Discount Fee” means the amount charged to the Merchant for processing its 
daily Card Transactions, which is computed as a percentage of the gross 
amount of the Merchant’s Sales Records. Discount Fee shall not be reimbursed 
to the Merchant even when Merchant needs to perform any refund or price 
adjustment after the Sale Record is completed. Discount Fee shall be 
deducted from the gross sales amount acquired by the Bank on behalf of the 
Merchant, and the net credit shall be paid to the Settlement Account.

“Electronic Record” means data that is transcribed in a form acceptable to the 
Bank and suitable for electronic processing.

“Event of Default” means those events listed in Clause 15 of this Agreement. 
Settlement Networks.

“e-Payment Gateway” means the payment service that allows the Merchant to 
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participate in acceptance of the Card Transactions made by Customers via 
certain electronic access methods.

“Equipment” means the electronic devices made available by the Bank to the 
Merchant in order to process the Card Transactions.

“Interchange Fee” means the fee that is paid daily by the Bank to VISA, 
MasterCard or any other association for entering Sales Records and Credit 
Records into their respective Settlement Networks.

“Issuing Bank” means the Cardholder’s bank, or the bank that has issued a 
Card.

“ITA” means the Sultanate of Oman’s Information Technology Authority.

“Merchant Account Number” means the number assigned and issued by the 
Bank to the Merchant, if and only if, the Merchant is approved and this 
Agreement is accepted by the Bank that numerically identifies the Merchant 
to the Bank for accounting, billing, customer service and other related 
purposes in connection with the Services. Issuance of the approved Merchant 
Account Number to the Merchant will evidence the acceptance and approval 
of the Merchant of the provisions of this Agreement.

“Merchant Reserve Account” or “Reserve Account” means an account 
established at and managed by the Bank for the deposit of the funds received 
from the Merchant pursuant to this Agreement as collateral to protect the 
Bank against actual or contingent liability or losses (i.e. reserves) that might be 
incurred by the Bank should the Merchant be unable or fail to pay 
Chargebacks, adjustments, fees and other charges and obligations due to the 
Bank under this Agreement.

“Monthly Sales Processing Volume” or “Monthly Sales Volume” means the 
gross Omani Rial (OMR) amount of Card Sales Records, before return, refund, 
or exchange that are generated by the Merchant and processed by the Bank 
during a calendar month pursuant to this Agreement.

“Products” means goods and/or services sold, rented or rendered by the 
Merchant.

“Recurring Transaction” means a transaction whereby the Merchant charges 
a Cardholder’s Card periodically for recurring goods or services (e.g., monthly 
insurance premiums, yearly subscriptions, annual membership fees) that are 
to be delivered or performed periodically.

“Rules” means the written rules and regulations, system manuals, procedures 
and requirements, releases and interpretations thereof and other 
requirements (whether contractual or otherwise) imposed or adopted by any 
Association (including without limitation VISA, MasterCard, Diners Club and 
American Express) as the same may be amended from time to time. The Bank 
shall provide the relevant Rules to the Merchant and advise the Merchant in 
prior notice via written communication whenever there is any change to the 
Rules.

“Sales Record” means all documents or the electronic record of such 
documents used to evidence the sale of Products through the use of the 
Cards. The format for each Sales Record must be approved by the Bank.

“Services” means the acquiring activities undertaken by the Bank (including 
by or through authorized third party service providers) to acquire and settle 
VISA, MasterCard, Diners Club and American Express Card Transactions 
undertaken by Cardholders at the Merchant’s Internet website for 
Goods/Services purchase, whose business is registered in the Sultanate of 
Oman, and all other activities necessary for the Bank to perform the functions 
required by this Agreement for all other cards, if any, that may be covered by 
this Agreement.

“Transaction” means the initiation of a sale inquiry or a consummation of a 
sale/rental of Products or of a credit to a Cardholder by the Merchant by 
means of a Sales Record or Credit Record, respectively.

“Transmittal” means the process whereby Sales Records and Credit Records 
are electronically transferred in the form of electronic records.

These Internet Acquiring Services terms and conditions govern the 
relationship between the Bank and the Merchant for all the Merchant’s 
Products and Services available on the Internet.

These Internet Acquiring Services terms and conditions expressly govern, 
without limitation, software products, hosting services, secure payment 
gateway services and related support and maintenance services obtained 
through the Bank in connection with the Merchant’s Products available on the 
Internet.

The Merchant understands and agrees that it may be required to enter into 
additional specific agreements for software products, hosting services or 
other e-Commerce products and services as the Bank nay determine at its sole 
discretion.

2. HONORING CARDS. 

The Merchant shall follow the procedures for Card acceptance in the manner 
provided for under this Agreement in connection with each Transaction and 
shall fully comply with and abide by all applicable Rules, as amended from 
time to time by the Associations and as accordingly advised by the Bank 
through written communication within a reasonable advance notice period. 

While honoring Card, the Merchant shall abide by the terms and conditions set 
out in this Agreement, the Rules and the following VISA and MasterCard 
instructions: the Merchant (i) shall honor, without discrimination, all valid 
Cards when properly presented as payment by a bona fide Cardholder for a 
bona fide Transaction; (ii) shall not establish procedures that discourage, 
favor, or discriminate against the use of any particular Card. If the Merchant 
does not deal with the public at large (e.g. a private club), the Merchant must 
honor all valid Cards of Cardholders who have purchasing privileges or 
memberships with the Merchant; (iii) shall not establish minimum or maximum 
Transaction amounts as a condition for accepting Cards; (iv) shall not impose 
any surcharge or fee for accepting a Card or establish any special conditions 
for accepting a Card; (v) unless permitted under the Rules, the Merchant shall 
not require a Cardholder to provide any personal information, such as a home 
or business address or telephone number, or a driver’s license or other proof 
of identification as a condition of honoring a Card, unless instructed by the 
Bank. The exception to this is for a mail/telephone order or delivery required 
Transaction; (vi) any taxes that the Merchant collects (and any other similar 
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handling fees) must be included in the total Transaction amount and not 
collected separately in cash nor processed as an additional Transaction; (vii) 
shall not indicate that Visa, MasterCard or any other Association endorses its 
goods or services; and (viii) Shall adequately display Visa, MasterCard and, if 
applicable, other Association decals and program marks on the promotional 
materials as required by any Association Rules.

3. AUTHORIZATIONS.

The Merchant understands and acknowledges that an Authorization only 
confirms the availability of the Cardholder’s credit at the time of the 
Authorization, and as such does not warrant that the person presenting the 
Card is the rightful Cardholder, nor is it an unconditional promise, guarantee or 
representation by the Bank that a Transaction is or will be deemed valid and 
not subject to dispute, debit or Chargeback.

The Merchant understands that, without limitation thereto, processing of 
Transactions when a Card is not present may result in an exception to normal 
processing, including if, unauthorized software or direct data transmission 
information results in erroneously transmitted data; and the Merchant further 
understands and agrees that, failure to abide by the procedures and Rules, 
including without limitation, those set forth below (which are in addition to 
and not in lieu of the Rules and/or terms of this Agreement), may subject the 
Merchant to increased risk of possible Chargeback, penal charges and/or 
termination of this Agreement.

The Bank shall endeavor to increase the protection of the Merchant by 
enrolling the Merchant for 3D secure authentication processing with the 
respective Card Associations.

The Merchant: (i) shall authorize all Transactions and refrain from setting any 
floor limits to the Transactions; (ii) failure to authorize sales Transaction may 
result in a Chargeback and/or the termination of this Agreement; (iii) the 
Merchant may not attempt to obtain multiple Authorizations for a single 
Transaction; (iv) authorizations cannot be “forced in” by reducing the 
Transaction amount to find an approved authorized amount; and (v) For 
Cards other than VISA and MasterCard (if any, that the Bank have expressly 
approved for the Services), the Merchant shall follow the procedures and 
Rules for Authorization and acceptance for each such other Card Association.

In case the Merchant engages in the practice of delayed delivery or accepting 
deposits, then the Merchant shall respect the following additional Rules and 
requirements (in addition to, and not in lieu of, other applicable procedures 
and Rules) to obtain Authorization for any delayed delivery or deposit balance 
Transaction Authorization:  where merchandise is to be shipped or services 
provided at a later date, an Authorization is considered to be valid if: (i) the 
merchandise shipping date is within seven (7) calendar days of the date 
Authorization was obtained or the services are provided; and (ii) the 
Transaction amount does not exceed the authorized amount plus fifteen 
percent (15%), representing shipping costs. In any case, all Transactions with 
an Authorization dated more than fifteen (15) days or the agreed time 
required for shipment or services between the Merchant and the Cardholder 
prior to the shipping date or date services are rendered, may result in an 
increased risk of Chargeback, and in case of a dispute, a copy of the 
agreement between the Merchant and the Cardholder shall be provided to the 
Bank.

4. PAYMENTS SETTLEMENT.

The Merchant shall at all times maintain a Settlement Account with the Bank 
or with another financial institution of the Merchant’s choice provided that 
such financial institution: (i) belongs to the Central Bank of Oman; (ii) is a 
member of the Automated Clearing House (the “ACH”) network; (iii) can 
accept ACH transactions; and (iv) is in position to debit and/or credit funds in 
the frequency agreed upon between the Bank and the Merchant.

Funds due to the Merchant for Transactions shall be processed and 
transferred to the Settlement Account in the frequency agreed upon between 
the Bank and the Merchant.

Merchants having their Settlement Account maintained by the Bank shall 
allow the Bank to directly credit/debit such Settlement Account to settle 
funds payment corresponding to all Sales Records, Credit Records and any 
applicable charges thereto; and the Bank shall credit the net amount of Sales 
Record to such Settlement Account after deducting discount fees from the 
settlement amounts and any other recovery of dues such as Chargebacks and 
fraud related charges.

Merchants having their Settlement Account maintained by another financial 
institution shall allow the Bank to settle funds payment for the Merchant by 
sending payment request via the ACH system to the financial institution for 
crediting/debiting to the Settlement Account; and in such case, shall 
authorizes such financial institution to e�ect all such net credit to the 
Settlement Account.

The Merchant shall provide a separate direct-debit authorization form to the 
financial institution where the Settlement Account is maintained knowing that 
such authorization shall be, without respect to the source of any funds in the 
Settlement Account, irrevocable and coupled with an interest, and shall 
remain in full force and e�ect until the Bank has given written notice to such 
financial institution that all monies due under this Agreement and any other 
agreements with the Bank have been paid in full. The Merchant further 
authorizes the Bank, at its sole discretion, to debit any other banking account 
maintained by the Merchant for any and all such amounts due by the Merchant 
to the bank. Alternatively, the Bank may elect to invoice the Merchant for any 
such amounts, net due thirty (30) days after the invoice date or on such earlier 
date as may be specified.

The Merchant hereby authorizes the Bank to access information from the 
Settlement Account and to initiate credit and/or debit entries and 
adjustments, as well as any credit entries made in error, to the Settlement 
Account by the ACH transfer process and/or through direct instructions to (or 
such other arrangements as we deem appropriate) the financial institution 
where the Settlement Account is maintained for amounts due under this 
Agreement and any other agreements with the Bank.

All settlements towards the Transactions shall be net of credits/refunds, 
adjustments, applicable Discount Fees when due, Chargebacks or other 
adjustments, charges and any other amounts then due from the Merchant.

The Merchant understands and hereby acknowledges that the Discount Fee is 
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earned at the time of the Transaction and is not subject to refund.

Within the first twenty four (24) hours after funds or any other payments due 
to the Merchant are credited to the Settlement Account, such funds shall be 
subject to, among other things, Chargebacks (including the Bank related 
losses) fees, assessments, and fines imposed by the Associations if any; and 
the Bank may debit or credit the Settlement Account for any deficiencies, 
overages, fees, fines, charges, and pending Chargebacks, or may deduct such 
amounts from any settlement funds due to the Merchant.

In the event that a payment is rejected by the Merchant’s bank or fails to arrive 
within five (5) Business Days after the Bank’s attempted ACH payment, the 
Bank may provide an option to issue cheques for any funds due to the 
Merchant until the ACH problem is resolved provided that all such payments 
and the resolution of all such issues are solely borne by the Merchant. Should 
the Merchant accept to avail cheques from the Bank, the Bank may charge a 
processing fee per cheque, notwithstanding any lesser amount shown in this 
Agreement.

The Merchant understand that due to the nature of the ACH and the electronic 
networks utilized for the movement of funds and the fact that not all banks 
belong to the ACH network payments to the Merchant can be delayed and 
therefore, the Bank cannot guarantee the timeliness with which any ACH 
payment may be credited by the Merchant’s Settlement Account.

The Bank shall not be liable for any delays in receipt of funds or errors in debit 
and credit entries caused by third parties, including but not limited to any 
Association or the Merchant’s financial institution, and the Merchant shall 
cooperate with the Bank to help resolve any problems in crediting/debiting 
the Settlement Account.

The Bank reserves the right to divert and hold all funds when the Bank is 
investigating the breach of any warranty, covenant, representation, or 
agreement by the Merchant or has reasonable cause to believe that the 
Merchant may have violated any provision of this Agreement and/or the Rules 
and/or is engaged in illegal, fraudulent or suspicious activity.

The Merchant hereby agrees to be bound by the terms of the operating rules 
of the automated clearing house system as in e�ect from time to time.

5. RETURNS AND CREDITS.

In case, during the term of this Agreement, any goods are accepted for return 
or any services are refunded, terminated or cancelled, or any price adjustment 
is allowed by the Merchant (other than involuntary refunds by airlines or other 
carriers when required by applicable tari�s and except where otherwise 
required by law or governmental regulations), the Merchant may not make 
any cash refund to the Cardholder and shall process a Credit Record 
Transaction within three (3) Business Days from the occurrence of such return, 
refund, cancellation or adjustment; and in such occurrence, the Merchant may 
not be entitled to any refund of any of the fees or charges associated with the 
original Transaction and initially due by the Merchant towards the Bank.

The Merchant shall date each Credit Record with the Transaction date 
including: (i) thereon a brief description of returned goods and/or refunded, 
terminated or cancelled services and/or prices adjusted; and (ii) the amount of 
credit in su�cient details to identify the Transaction; and provide the 
Cardholder with a completed copy of such Credit Record at the time of each 
return or cancellation of a Transaction.

With proper disclosure at the time of the Transaction, the Merchant may: (i) 
refuse to accept goods in return or exchange and refuse to issue a refund to a 
Cardholder; or (ii) accept the returned goods in exchange for the Merchant’s 
promise to deliver Products of equal or greater value available from the 
Merchant at no additional cost to the Cardholder. For the purposes of this 
paragraph, proper disclosure shall be deemed to have been given only if, at 
the time of the Transaction, the following notice appears on all copies of the 
Sales Record (or disclosure if Card is not present) in legible letters at least 
one-quarter (1/4) inch high and adjacent to the text stating “NO REFUND” or 
“EXCHANGE ONLY” or “IN STORE CREDIT ONLY” as applicable, or equivalent 
language. Even with this provision being adhered to it does not guarantee 
avoidance of Chargeback.

6. RESERVE ACCOUNT.

Notwithstanding any other provision to the contrary contained in this 
Agreement, the Merchant hereby expressly acknowledges that the Bank 
reserves the right to establish and the Merchant hereby authorizes the Bank to 
establish, at any time prior to, at, or after termination of this Agreement and 
with or without prior notice to the Merchant a non-interest bearing Reserve 
Account.

The Reserve Account funds may be used to cover Chargebacks, credits, fines, 
costs, assessments, and other obligations of the Merchant that are incurred 
under this Agreement.

The initial amount of the Reserve Account shall be set by the Bank in its sole 
discretion, based upon, but without limitation thereto, the Merchant’s 
processing history and the potential overall credit risk to the Bank.

At the Bank’s sole discretion the Reserve Account may be funded on a rolling 
reserve basis (the “Rolling Reserve”) from a portion (percentage) of the funds 
from each Transaction and/or by requiring a deposit of funds to the Reserve 
Account.

If a Reserve Account is required at the time that the Application is approved, 
the amount of the Reserve Account and the funding method (up-front 
deposit, fixed amount or Rolling Reserve), including the percentage applicable 
for each Sale Transaction and the number of months used for such Rolling 
Reserve shall be as stated on the Application unless otherwise modified and 
agreed upon in writing by the Merchant and the Bank.

If a Reserve Account is required at a later time, the Bank may establish the 
Reserve Account immediately and notify the Merchant of that fact (or any 
changes in the required reserve amount, funding method, Rolling Reserve 
percentage or period, or other terms).

The Merchant acknowledges and understands that the Reserve Account 
Maintenance Fee disclosed in the Application will be deducted on a monthly 
basis from funds in the said Reserve Account.

The Merchant hereby authorizes the Bank, without notice or demand, if the 
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Merchant fails to respond within a reasonable time as determined by the Bank, 
to o�set any related fees, losses, charges, costs and amounts for any other 
obligations of the Merchant due the Bank under this Agreement from and 
against the Merchant’s Reserve Account funds or any other deposit accounts 
of the Merchant maintained at any financial institution when adequate funds 
are not available in the Settlement Account or from funds otherwise due to the 
Merchant under this Agreement.

The Merchant hereby expresses in writing and hereby gives the necessary 
instructions and authorizations to permit such o�set by the Bank from any 
deposit accounts held by any financial institutions for the Merchant, and 
further releases such financial institutions from any liability for any good faith 
compliance with the express written instruction and authorization as set forth 
herein to permit such o�set by the Bank. The Merchant further agrees that 
such financial institutions may rely upon an executed copy of this Agreement 
as may be provided by the Bank for the purposes such o�set.

After payment or adequate provision for payment is made by the Merchant to 
the Bank for all obligations on the part of the Merchant to the Bank under this 
Agreement, including, without limitation, any and all amounts due for any 
payment gateway utilized by the Merchant under this Agreement and the 
Rules, the Merchant may request the Bank to disburse any and all funds due 
the Merchant remaining in the Reserve Account.

Unless otherwise agreed upon in writing by the Bank, such funds shall not be 
disbursed to the Merchant until the end of two hundred and seventy (270) 
days from the date of the last Chargeback or Transaction, whichever is later, 
unless the Bank in its sole and absolute discretion, has reasons to believe that 
Chargeback rights under the then applicable Rules may be longer than such 
two hundred and seventy (270) day period of time, in which event such funds 
may not be disbursed until the expiration of the period of time for such 
Chargeback rights.

If requested by the Merchant, the Bank shall set the date when funds available 
in the Reserve Account, held beyond such two hundred and seventy (270) day 
period as referenced above, may be released and shall notify the Merchant of 
such date. No funds held in the Reserve Account shall accrue or bear interest.

Without limiting the rights of the Bank set forth above, the Merchant 
acknowledges that the establishment of, or a change in the amount 
percentage or other terms of Reserve Account and/or increase to the 
Discount Fee or other Fees may, without limitation thereto, result from the 
Bank’s determination that any of the following has occurred: (a) the Merchant 
engages in any processing of charges which represents an overcharge to the 
Cardholder by duplication of charges; (b) any activity designed by the 
Merchant to circumvent a pre-requisite when attempting to process a 
Transaction for a Cardholder; (c) failure by the Merchant to fully disclose the 
true nature of its business to the Bank to permit a fully-informed decision as to 
the suitability of Merchant for approval of the Application and the acceptance 
of this Agreement; (d) failure by the Merchant to fully disclose the true 
ownership, or any change in such ownership, of the Merchant’s business entity; 
(e) processing by the Merchant of unauthorized charges; (g) processing by 
the Merchant of any credits through any Cardholder account; (h) any 
misrepresentation made by the Merchant in completion of the Application or 
any breach of any other covenant, warranty or representation of the Merchant 
contained in this Agreement, including, without limitation, a change of type of 
business without prior approval by the Bank; (i) the Merchant has 
Chargebacks which exceed one percent (1%) (as determined by the 
Associations and amended from time to time) of the total number of Sales 
Record Transactions completed by the Merchant in any given thirty (30) day 
calendar period, such thirty (30) day calendar period not limited to any 
specific monthly cycle; (j) excessive number of requests for retrieval of 
documentation; (k) excessive credits that exceed sale Transactions by ten 
percent (10%); (l) any form of financial instability or diminishment of the 
financial condition of the Merchant; or (m) whenever the Bank, in its sole 
discretion, believes that the Bank has a credit risk exposure and that recovery 
of any amounts due or which may become due from the Merchant, are in 
jeopardy or that the Bank may incur losses in connection with or related to the 
Services provided to the Merchant under this Agreement.

7. LIEN, SECURITY INTEREST AND SET-OFF.

The Merchant hereby grants the Bank a lien and security interest in and to any 
of the Merchant’s funds pertaining to the Transactions contemplated by this 
Agreement now or hereafter in the Bank’s possession, whether now or 
hereafter due or to become due to the Merchant for the purpose of securing 
the Merchant’s obligations towards the Bank and its a�liates under this 
Agreement and any other agreement for the provision of the Services or the 
furniture of the related equipment.

The Bank shall be entitled to set-o� against any amounts due and payable by 
the Merchant and not paid by the Merchant in the agreed upon manner any 
amounts held by the Bank for the account of the Merchant in with all the 
related charges being borne by the Merchant. In addition to the foregoing, the 
Merchant agrees that all cash, credit balances, goods and other assets 
including, but not limited to, precious metals whether coined or not, shares, 
stocks, bonds, notes, cheques, debentures, certificates of deposit, negotiable 
instruments including bills under collection and any other securities of any 
kind whatsoever, which are at the time being or could be in the future in the 
possession of the Bank, its custody or power, or deposited with or transferred 
to the Bank, its agents or any of its branches for the Merchant’s account 
whether held individually or jointly with any other person, including all rights 
and entitlements arising therefrom or attached thereto shall be charged as a 
continuing security in favor of the Bank and may be, in that sense, set o�, 
appropriated, sold or applied in or towards due payment to the Bank of all 
sums to the due satisfaction of all the obligations for which the Merchant is at 
the time being or in the future indebted or liable to the Bank on any account 
or in any manner whatsoever, and whether individually or jointly with any 
other person, and under whatever name or form.

The Merchant agrees to duly execute and deliver to the Bank such instruments 
and documents as may be reasonably requested to render enforceable such 
lien, security interest, right to set o�, recoupment and subordination set forth 
in this Agreement. 

8. REQUESTS FOR ADJUSTMENTS OR REFUNDS.

Requests for adjustments shall be made through a written notification to the 
Bank within thirty (30) days after any debit or credit is or should have been 
e�ected.
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If the Merchant notifies the Bank after such time period, the Bank may, in its 
absolute discretion, assist the Merchant, at its own expense, in investigating 
whether any adjustments are appropriate and whether any amounts are due 
to or from any other parties without any obligation on the back of the Bank to 
investigate or to continue such investigation or to carry out any future 
investigation or e�ect any such adjustments.

9. CHARGEBACKS.

The Merchant shall be responsible for any and all Chargebacks as well as 
Association fines, assessments and fees related to or arising out of such 
Chargebacks in the manner provided for in the Rules, and shall reimburse the 
Bank for and upon its demand, the face amount of such Chargebacks, fines, 
assessments and fees. Further, the Merchant shall be liable and shall reimburse 
the Bank for any and all return items, or other losses resulting from the 
Merchant’s failure to produce, within the applicable time limits, any Sales 
Records as it may be requested by the Bank. 

The Bank shall have the right to debit the Merchant’s incoming Chargebacks, 
through the Settlement Account or any other funds of the Merchant in the 
Bank’s direct or indirect control by reason of the security interest granted to 
Bank by the Merchant pursuant to Clause 15 of this Agreement, and to charge 
such Chargebacks to the Merchant, including without limitation, in any of the 
following situations: (a) where the Transaction is for a type of Product sold 
other than as disclosed in the Application and approved in advance by Bank 
and the sales Transaction was charged back; (b) where the goods have been 
returned or the services cancelled by a Cardholder and the Cardholder 
requested a Credit Record and such Credit Record was not processed by the 
Merchant within three (3) Business Days; and (c) where a Cardholder 
contends or disputes in writing to the Bank or to the Issuing Bank that: (i) the 
products were not received by the Cardholder; or (ii) the products received by 
a Cardholder do not conform to the description on the Sales Record; or (iii) 
the products were sold in a misleading fashion or manner by the Merchant; or 
(iv) the products were defective; or (v) the dispute reflects a claim or defense 
authorized against issuers or creditors by a governmental agency, a relevant 
statute or regulation; (vi) where a Sales Record or Credit Record was not 
received by the Bank as required in accordance with the terms of this 
Agreement or those of the Rules; (vii) where the Sales Record was not 
completed as required by this Agreement or by the Rules; (viii) the Cardholder 
has certified in writing to the Bank or to the Issuing Bank that the Cardholder 
did not make or authorize such a Transaction (ix) where the Issuing Bank or 
the Bank has information or belief that the Merchant fraud occurred at the 
time of the Transaction(s), whether or not such Transaction(s) was properly 
authorized by the Issuing Bank, and the Cardholder neither participated in nor 
authorized the Transaction(s); (x) in any other situation where the Sales 
Record was executed or depository credit was given to the Merchant in 
circumstances constituting a breach of any representation or warranty of the 
Merchant or in violation of the Rules, whether or not a Transaction is charged 
back by the Issuing Bank.

If, with respect to any one of the Merchant’s outlets, the amount of any Card 
counterfeit or fraud incidences becomes excessive, and in the sole and 
absolute discretion of Bank, the Merchant may be charged back for all 
Transactions terminated immediately for such cause, and the Merchant’s 
funds, including but not limited to those incoming Transactions; and those in 
the Merchant’s Account and Reserve Account shall be held pursuant to the 
provisions of this Agreement, including without limitation pursuant to the 
provisions of Clauses 6 and 7 of this Agreement.

The Bank shall have the right to assess the Chargeback Fee for each 
Chargeback plus the amount of any Chargeback fines or penalties assessed by 
the Associations against the Bank for Transactions arising from the activities 
of the Merchant, or any other charges as may be established by the Bank from 
time to time. Further, the Bank shall have the right to assess, at its sole and 
absolute discretion, the fee for processing any fines or penalties that may be 
charged by the Associations towards the Bank.

Should the Merchant agree to process any Transaction while the Card is not 
present, then the Merchant shall bear one hundred percent (100%) of the risk 
of Chargeback and any fees resulting from such Transaction as provided for 
under the Rules, and the Merchant shall, without limiting any other provisions 
in this Agreement, hold the Bank harmless from any losses, claims and costs 
arising from or associated with all such Transactions and/or Authorizations.

10. ADDITIONAL RULES FOR MAIL, TELEPHONE, E-COMMERCE (INTERNET) 
AND RECURRING TRANSACTIONS. 

The Merchant understands that Mail, Telephone and E-Commerce (Internet) 
orders and sale Transactions have substantially higher risk of Chargeback and 
Cardholder dispute than Card “present” (e.g. in a face-to-face) Transactions, 
as the Merchant will not have an imprinted or magnetically “swiped” 
Transaction with the Cardholder’s signature on the Sales Record; and as such, 
the Merchant shall be assuming a greater risk associated with accepting Card 
“not present” Transactions, including Mail, Telephone and E-Commerce 
(Internet) Transactions. The Merchant understands that Sales Records 
submitted for Mail, Telephone, Recurring Transactions, Pre-Authorized Orders 
and E-Commerce (Internet) Transactions are subject to Bank’s increased risk 
management and security review procedures and may result in delays or holds 
of funds being released to the Merchant.

The Merchant acknowledges that all mail order Transactions, telephone order 
Transactions, Recurring Transactions and E-Commerce (Internet) 
Transactions are di�cult to defend against Chargeback and agrees that it shall 
take reasonable precautions to protect against such Chargebacks, including, 
but not limited to the following: (i) delivering Products only to the 
Cardholder’s billing address where the Issuing Bank sends the Cardholder’s 
billing statement; (ii) using a delivery service that maintains shipping logs and 
requires signatures by a person receiving the Products; (iii) (iv) obtaining 
CVV2/CVC2 verification from the Issuing Bank if the Merchant processes 
Recurring Transactions and charges a Cardholder’s account periodically for 
recurring Products (e.g., monthly insurance premiums, yearly subscriptions, 
annual membership fees, etc.). The Merchant shall further (in addition to, and 
not in lieu of, other applicable procedures and Rules) comply with the 
following: (i) have the Cardholder complete and deliver to the Merchant a 
written request for such Products to be charged to the Cardholder’s account. 
The written request shall at least specify the Transaction amounts, the 
frequency of recurring charges and the duration of time for which the 
Cardholder’s permission is granted and be provided promptly in response to a 

9

15

3

7 6

100%

10

Cardholder’s request for copy; (ii) if the Recurring Transaction is renewed, 
then the Cardholder shall complete and deliver to the Merchant a subsequent 
written request for the continuation of such Products to be charged to the 
Cardholder’s account; (iii) the Merchant may not complete a Recurring 
Transaction after receiving a cancellation notice from the Cardholder or 
Issuing Bank or after a request for Authorization has been denied; (iv) the 
Merchant shall perform an AVS inquiry for at least the first Transaction and 
then annually thereafter, if applicable. The Merchant further understands that 
penalties can be assessed by the Associations for failure to comply with rules 
applicable to Recurring Payment transactions, and that a Recurring 
Transaction may not include partial payments for Products purchased in a 
single Transaction. No charges may be imposed in connection with a 
Recurring Transaction. In any case, all Transactions with an Authorization date 
more than fifteen (15) days prior to the shipping date or date services are 
rendered are subject to a greater risk of possible Chargeback.

In case the Merchant is an E-Commerce (Internet) merchant, and accepts 
orders via the Internet, the Merchant shall (in addition to, and not in lieu of, 
other applicable procedures and Rules) comply with the following: (a) post its 
privacy and security policies on its websites, where such policies shall be 
clearly marked for consumers to see and review; (b) the Merchant’s websites 
shall include all the following information in a prominent manner: (i) Complete 
description of the Products o�ered; (ii) returned Products and refund policy. 
If the Merchant does not o�er refunds or makes such other restrictions, the 
words “no refund”, or other appropriate terminology, shall be prominently and 
legibly written or typed or displayed on the Merchant’s websites for 
goods/service purchase used by the Merchant with respect to performance of 
this Agreement and provided to the customer; (iii) method for the 
Cardholders to acknowledge their acceptance of the terms and conditions for 
returned merchandise or for the refund policy, such acknowledgement should 
be in a format that complies with the Associations’ guidelines for proper 
disclosure; (iv) customer service contact, including email address and/or 
telephone number; (v) transaction currency; (vi) any applicable export or legal 
restrictions; (vii) delivery policy; (viii) consumer data privacy policy; and (ix) 
description of the Transaction security used on the Merchant’s website; and 
(c) use an Internet acquiring transaction indicator in order to identify the 
Internet Acquiring Transactions in the Authorization request and clearing 
record.

11. FEES AND CHARGES.

Fees payable by the Merchant in consideration of the Services shall include:

- Local Debit Cards : _________ %

  (Visa and Master Card) : _________ %

- All Other Cards : _________ %

- Monthly merchant maintenance fee @ OMR50 per month; and

- Other charges will be applied if mandated by Card Associations.

Settlements of Transactions shall be net of any credits/refunds, adjustments, 
applicable Discount Fees when due, Chargebacks and any other amounts then 
due from the Merchant.

All credits to the Merchant’s Settlement Account or other payments to the 
Merchant shall be provisional and are subject to, among other things, final 
audit, Chargebacks (including the Bank’s related losses), fees and fines 
imposed by the Associations; and the Merchant further allows the Bank to 
debit or credit the Settlement Account for any deficiencies, overages, fees and 
pending Chargebacks, and to deduct such amounts from any settlement funds 
due to the Merchant. Alternatively, the Bank may elect to invoice the Merchant 
for any such amounts, net due within thirty (30) days from the invoice date or 
on any such earlier date as may be specified by the Bank.

In case any fees due to the Bank are not paid within ten (10) days of their due 
date, the Bank may temporarily suspend the Services until the fees are paid in 
full. In such occurrence, the Merchant shall to pay three (3) months 
maintenance fee as a re-instatement fee to the Bank to re-activate the 
Services while in the temporary cancellation status. 

In case any fees due to the Bank are not paid within thirty (30) days of their 
due date, the Bank may temporarily cancel all services. In such occurrence, 
and in case the Merchant subsequently wishes to re-enroll for the Services, 
then the Merchant shall sign up as any new merchant and newly pay all the 
associated fees/charges.

12. FINES AND EXCESSIVE CHARGEBACK FEES.

The Merchant shall pay for and indemnify and hold harmless the Bank from 
any fines or penalties imposed on the Bank by any Association resulting from 
the Merchant’s activities, acts or omissions, Chargebacks and any other fees or 
fines imposed by an Association with respect to the Merchant’s acts or 
omissions, whether such activities occur or the fines, penalties, or other 
assessments are imposed, during or after the Term of this Agreement.

In case the Merchant’s Chargeback percentage for any line of business 
exceeds the estimated industry Chargeback percentage, as set out from time 
to time by the Bank in accordance with the Rules in order to reflect changes in 
the industry Chargeback percentage reported by the Associations, the 
Merchant shall, in addition to the Chargeback fees and any applicable 
Chargeback handling fees or fines, pay the Bank an excessive Chargeback fee 
in accordance to the Rules.

13. RETRIEVAL AND STORAGE OF SALES RECORDS, CREDIT RECORDS, 
TRANSACTION DATA AND INFORMATION.

The Merchant shall establish a system to store and maintain copies of Sales 
Records and Credit Records in such a manner so as to forward such sales 
Records and Credit Records to the Bank in no longer than two (2) working 
days from any request made by the Bank for such purpose. The failure to 
respond to such request constitutes a violation of this Agreement and may 
result in a Chargeback.

Should the Merchant deliver the requested Sales Records Sales Records and 
Credit Records longer than the timeframe described in the preceding 
paragraph while it has been established that such Sales Records or Credit 
Records constitutes a Chargeback to the Merchant, the Bank may levy the 
processing fees determined in the Rules in addition to such Chargeback fee.
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The Merchant shall keep all Sales Records and Credit Records for at least 
twenty four (24) months from their occurrence for the perusal of the 
Associations.

14. TERM.

This Agreement shall enter into force from its signing date (the “E�ective 
Date”) and remain in force for twelve (12) consecutive months therefrom (the 
“Initial Term”).

The Initial Term shall be thereafter automatically renewed for additional 
twelve (12) consecutive months terms unless earlierterminated in accordance 
with the provisions of clause 15below.

15. TERMINATION.

Any Party may terminate this Agreement prior to the expiration of any running 
term by serving a thirty (30) days written notice provided that such notice 
shall be e�ective at the expiration of any running existing term.

Notwithstanding the above, the Bank, and in addition to any rights of 
immediate termination without notice as may be contained elsewhere in this 
Agreement, may terminate this Agreement, and at the Bank’s discretion, any 
merchant processing agreement(s) of any other business that is commonly 
owned or controlled by the Merchant for any reason or cause (or for no 
reason) whatsoever upon ten (10) Business Days prior written notice to the 
Merchant. Such termination shall become e�ective on the later of ten (10) 
Business Days from the date such notice is given in the manner prescribed for 
notices herein or the date specified in such notice.

The Bank may terminate this Agreement upon the occurrence of one or more 
of the events stated below (the “Events of Default”) upon serving a 
termination notice e�ective upon its serving to the Merchant. The following 
events (but not limited to the following) shall be considered as Events of 
Default: (a) the Bank determines that the Merchant’s type of business as 
indicated on the Application di�ers from the actual type of business the 
Merchant operates; (b) the Merchant moves or relocates to a new location 
without giving the Bank notice prior to, or within thirty (30) days after, the 
move; (c) The business as conducted by the Merchant could endanger the 
safety and/or soundness of the Bank; (d) the Merchant files for bankruptcy or 
is otherwise shown to be insolvent; (f) the Merchant has Chargebacks which 
exceed one percent (1%) of the total number of Transactions completed by 
Merchant in any thirty (30) calendar day period; (g) the Merchant owes money 
to Bank and fails to make a timely payment thereof; or (h) the Merchant 
breaches any of the provisions contained in this Agreement. 

Notwithstanding anything to the contrary in this Agreement, the parties 
hereby further agree and acknowledge that in addition to any other remedies 
contained in this Agreement or otherwise available under applicable law, if (a) 
the Merchant breaches this Agreement by improperly terminating it prior to 
the expiration of the Initial Term; or (b) if this Agreement is terminated by the 
Bank prior to the expiration of the Initial Term due to any Event of Default by 
the Merchant (both “Early Termination”), then in either event, the Bank shall 
su�er a substantial injury that is di�cult or impossible to accurately estimate. 
Consequently, and considering the costs that the Bank may incur by reason of 
such Early Termination, including without limitation those incurred in 
processing the Application and approving Merchant for the Services, and in an 
e�ort to liquidate in advance the sum that should represent such damages, 
the parties have agreed that the Merchant shall pay, as liquidated damages the 
sum of three hundred Omani Rials (OMR 300), which shall not be construed as 
a penalty.

Any and all obligations of any party to this Agreement to pay funds to another 
shall survive any expiration or termination of this Agreement.

16. CTMF (or MATCH FILE) TERMINATION RELATED PROVISIONS.

The Merchant expressly agrees that the Bank shall be entitled to report the 
business name(s) of the Merchant and the names and identification of its 
principals to the CTMF or MATCH File in the event that this Agreement is 
terminated because of one or more of the reasons specified in the Rules, which 
include without limitation, those that constitute an Events of Default under this 
Agreement.

17. REPRESENTATIONS AND WARRANTIES.

Without limiting any other warranties, covenants and agreements hereunder, 
the Merchant agrees, represents and warrants to the Bank that at all times 
during the term of this Agreement that: (a) it is lawfully engaged in the 
business described on the Application and is duly licensed under the laws of 
Oman; (b) it is fully compliant with all applicable laws, and with the Rules; (c) 
it will give prior notice to the Bank if it intends to change the nature of its 
business as indicated in the Application or to modify the ownership of the 
business; in which case, the Bank will have the right to terminate this 
Agreement or amend this Agreement accordingly; (d) all of its business 
locations engage in the same or substantially similar business activity as that 
listed in the Application; (e) it o�ers no enticements or incentives to 
Cardholders in connection with the sale of Merchant’s Products; (f) it will not 
use any personal Card owned by the Merchant, or any Card which the 
Merchant is authorized to purchase its own goods or service at the Merchant’s 
website. Such use is deemed a “cash advance” which is prohibited by the 
Rules and this Agreement and can result in immediate termination of this 
Agreement; (g) it uses both the name and address shown on the Application 
on all Sales Records and Credit Records and does not use any other name, 
unless a descriptor is used to further identify the Transaction and agreed to by 
the Bank; (h) it will not submit any Transaction that was previously charged 
back or declined; (i) it shall not, without the Cardholder’s prior written consent, 
sell, purchase, provide or exchange Card account information in the form of 
Sales Records, mailing lists, magnetic tapes or any other media obtained by 
reason of a Transaction to any third party other than Merchant’s agents for the 
purpose of assisting the Merchant in its business, or to the Bank or pursuant to 
any lawful government demand; (j) it has the authority to enter into this 
Agreement and that the person(s) signing on behalf of the Merchant is/are 
specifically authorized and directed to do so by the Merchant; and (k) as to 
each Transaction covered under this Agreement, the Merchant specifically 
represents and warrants that: (i) the Sales Transaction is valid in form and has 
been completed in accordance with all applicable requirements and the Rules; 
(ii) the Merchant has delivered the goods to the Cardholder or completed the 
service described on the Sales Record in accordance with the Merchant’s 
agreement with the Cardholder, and that Merchant has, in inventory, the 
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goods sold if not delivered at the time of sale; (iii) each Sales Record 
represents the Cardholder’s indebtedness for the total amount shown therein; 
(iv) the Merchant’s disclosure will clearly state that Cardholder has no defense 
right of o�set or counterclaim against the Merchant in connection with the 
purchase of the Products; (v) the Merchant has not charged the Cardholder 
directly or indirectly any separate or additional fee(s) such as a surcharge or 
portion of any discount or charge imposed upon the Merchant by this 
Agreement in connection with the Transaction other than as may be required 
by law (this Paragraph shall not, however, be construed as prohibiting 
discounts to customers or for charges such as bona fide commissions, fees for 
special handling or expedited services, postage and handling, and similar 
charges that are charged to the Cardholder regardless of the form of 
payment); (vi) each Transaction was placed by a person who is the Cardholder 
of the Card; (vii) has included all items of Products purchased in a single 
Transaction and the total amount on a single Sales Record; (viii) does not 
represent the refinancing of an existing obligation of the Cardholder including 
any obligation owed to the Merchant or arising from the dishonor of a personal 
cheque; (ix) is not a “cash advance”; and (x) the Merchant shall not submit any 
Transaction for entry into interchange, directly or indirectly, any Card 
Transaction that it knows to be fraudulent or not authorized by the 
Cardholder.

The Merchant understands and agrees that violation of any of the foregoing 
warranties, representations, covenants and agreements or otherwise provided 
in this Agreement, shall be an Event of Default, and may cause this Agreement 
to be immediately terminated, or subject to termination, have all funds placed 
into a Reserve Account pursuant to Clause 6 of this Agreement, and result in 
the Merchant placed on the Combined Terminated Merchant File (CTMF) or 
MATCH File pursuant to Clause 15of this Agreement.

18. INDEMNIFICATION.

The Merchant shall indemnify and hold the Bank, the Bank’sa�liates, o�cers, 
directors, employees, consultants, agents, service providers and licensors 
harmless from and against any and all association fines or fees (pursuant to 
Section 18 of this Agreement) and all losses, liabilities, damages and expenses 
(including attorney’s fees and collection costs) resulting from any breach of 
any warranty, covenant or agreement or any misrepresentation by the 
Merchant under this Agreement including, without limitation, a violation of the 
Rules, or arising out of the Merchant’s or the Merchant’s employees’ 
negligence or wilful misconduct, in connection with Card Transactions or 
otherwise arising from Merchant’s provision of Products to Cardholders, and 
any and all third party claims, liability, damages, and/or costs, including but 
not limited to attorney's fees, arising from: (i) any third-party claim, action, or 
allegation of infringement, misuse, or misappropriation based on information, 
data, files, or other materials submitted by the Merchant to the Bank and vice 
versa; (ii) any access of any other financial institutions, cards through the 
Equipmentor any action, omission, or any other cause or fault or misuse of the 
Equipment caused by the Merchant or any of its employees, o�cials, agents or 
representatives; (iii) any fraud, misrepresentation, manipulation, or other 
breach of this Agreement; and/or (iv) the Merchant’s violation of any law or 
rights of a third party.

In such occurrence, the Bank reserves the right, at its own expense, to assume 
the exclusive defence and control of any matter otherwise subject to 
indemnification by the Merchant, in which event the Merchant shall fully 
cooperate with the Bank in asserting any available defences.

The Merchant may not settle any action or claims on behalf of the Bank 
without the Bank’s prior written consent.

19. LIMITATION OF LIABILITY.

THIS AGREEMENT IS A SERVICE AGREEMENT. THE BANK DISCLAIMS ALL 
OTHER REPRESENTATIONS OR WARRANTIES, EXPRESS OR IMPLIED, 
MADE TO THE MERCHANT OR ANY OTHER PERSON, INCLUDING WITHOUT 
LIMITATION, ANY WARRANTIES REGARDING QUALITY, SUITABILITY, 
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OR 
OTHERWISE OF ANY SERVICES OR ANY GOODS PROVIDED INCIDENTAL 
TO THE SERVICES PROVIDED UNDER THIS AGREEMENT. 

NOTWITHSTANDING ANYTHING IN THIS AGREEMENT TO THE CONTRARY, 
IN NO EVENT SHALL THE BANK, OR ITS AFFILIATES OR ANY OF ITS 
RESPECTIVE DIRECTORS, OFFICERS, EMPLOYEES, AGENTS OR 
SUBCONTRACTORS, BE LIABLE UNDER ANY THEORY OFTORT, 
CONTRACT, STRICT LIABILITY OR OTHER LEGAL THEORY, FOR LOST 
PROFITS, LOST REVENUES, LOST BUSINESS OPPORTUNITIES, DELAYS IN 
THE RECEIPT OF FUNDS OR ERRORS IN DEBIT AND CREDIT ENTRIES 
CAUSED BY THIRD PARTIES INCLUDING ANY CARD ASSOCIATION AND/OR 
THE MERCHANT’S FINANCIAL INSTITUTION, EXEMPLARY, PUNITIVE, 
SPECIAL, INCIDENTAL, INDIRECT OR CONSEQUENTIALDAMAGES, EACH 
OF WHICH IS HEREBY EXCLUDED BY AGREEMENT OF THE PARTIES, 
REGARDLESS OF WHETHER SUCH DAMAGES WERE FORESEEABLE OR 
WHETHER ANY PARTY OR ANY ENTITY HAS BEEN ADVISED OF THE 
POSSIBILITY OF SUCH DAMAGES.

20.MONEY LAUNDERING PREVENTION.

The Bank may take whatever action it considers appropriate to meet any 
obligations, either in the Sultanate of Oman or elsewhere in the world, relating 
to the prevention of fraud, money laundering or terrorism financing and the 
provision of financial and other services to persons who may be subject to 
sanctions. 

Such actions include, but are not limited to, investigating, blocking and 
intercepting any Transaction particularly in the case of international transfer of 
funds; it may also include making enquiries to establish whether the Merchant 
and/or the Cardholder is subject to financial sanctions. 

The Bank shall not be liable for any loss, liability, delay or cost incurred by you 
as a result of such actions taken by it.

21. COMPLIANCE.

The Merchant shall comply and cause each of its employees to comply with 
this Agreement and all the applicable rules and regulations including, but not 
limited to, regulatory approvals and requirements applicable in the Sultanate 
of Oman by virtue of its obligations under this Agreement. The Merchant shall 
further conduct regular periodic monitoring of compliance with the regulatory 
requirements as instructed by the Bank from time to time.
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The Merchant shall comply with the Rules, including without limitation, those 
relating to Cardholder information security issues, non-disclosure of 
Cardholder information and Transaction documents, retention and storage of 
Cardholder and Transaction information and other security procedures 
adopted by the Associations.

The Merchant further confirms its agreement to abide by and fully comply 
with the CISP including the following procedures: (i) install and maintain a 
working network firewall to protect data accessible via the Internet; (ii) keep 
security patches up-to-date; Encrypt stored data; (iii) encrypt data sent across 
networks; (iv) use and regularly update anti-virus software; (v) restrict access 
to data by business “need to know”; (vi) assign a unique ID to each person 
with computer access to data; (vii) refrain from using vendor-supplied 
defaults for system passwords and other security parameters; (viii) track 
access data by unique ID; (ix) maintain a policy that addresses information 
security for employees and contractors; and (x) restrict physical access to 
Cardholder information. The Merchant understands that VISA may impose 
restrictions, fines, or prohibit the Merchant from participating in VISA 
programs if it is determined that the Merchant is non-compliant with the CISP. 
The Merchant may be required to comply with an audit to verify compliance 
with security procedures. The Merchant may seek compliance through 
adopting the relevant Payment Gateway functions, which are maintained to 
be CISP compliant.

The Merchant additionally confirms its agreement to abide by and fully 
comply with the following Transaction information security related 
procedures: (i) the sale or disclosure of databases containing Cardholder 
Account numbers, personal information, or other Card Transaction 
information to third parties is strictly prohibited by the Rules; (ii) unless the 
Merchant obtains consents from the Bank and each applicable Association, 
Issuing Bank and the Cardholder, the Merchant shall not use, disclose, sell or 
disseminate any Cardholder information obtained in connection with a Card 
Transaction (including without limitation, the names, addresses and Card 
account numbers of Cardholders, copies of imprinted Sales Records and/or 
Credit Records, mailing lists, magnetic tapes or other media obtained in 
connection with a Sales Record and/or Credit Record) except for purposes of 
authorizing, completing and settling Card Transactions and resolving any 
Chargebacks, retrieval requests or similar issues involving Card Transactions, 
other than pursuant to a court or governmental agency request, subpoena or 
order; (iii) proper controls for, limit access to, and render unreadable prior to 
discarding all records containing Cardholder account numbers and Card 
imprints shall be implemented by the Merchant; (iv) magnetic stripe data  shall 
not be retained and/or stored after a Transaction has been authorized; (v) 
electronically  captured signature of a Cardholder stored shall not be 
reproduced except upon a specific request of the Bank; (vi) all media 
containing Cardholder names, Cardholder account information, and other 
personal information, as well as Card imprints (such as Sales Records and 
Credit Records, auto rental agreements, and carbons) shall be stored in an 
area limited to selected personnel and, prior to discarding any such 
information, destroy it in a manner that renders the data unreadable; and (vii) 
in the event of the Merchant’s failure, including bankruptcy, insolvency, or 
other suspension of business operations, any materials that contain 
Cardholder account numbers, personal information, or Transaction 
information shall not be sold, transferred, or disclosed to third parties, and 
shall be returned to the Bank and/or destroyed upon acceptable proof of 
destruction to the Bank.

22.FORCE MAJEURE.

No party shall be liable for any default or delay in the performance of its 
obligations under this Agreement if and to the extent such default or delay is 
caused, directly or indirectly, by (i) fire, flood, elements of nature or other acts 
of God; (ii) any outbreak or escalation of hostilities, war, riots or civil disorders 
in any country; (iii) any act or omission of the other party or any government 
authority; (iv) any labor disputes (whether or not employees’ demands are 
reasonable or within the party’s power to satisfy); or (v) the non-performance 
by a third party for any similar cause beyond the reasonable control of such 
party, including without limitation, failures or fluctuations in 
telecommunications or other equipment.

In any such event, the non-performing party shall be excused from any further 
performance and observance of the obligations so a�ected only for as long as 
such circumstances prevail and such party continues to use commercially 
reasonable e�orts to recommence performance or observance as soon as 
practicable.

23.CONFIDENTIALITY.

The Merchant acknowledges that, pursuant to this Agreement, the Bank may 
provide to the Merchant information that is proprietary to the Bank. This 
includes any or all forms of media and information sent to the Merchant 
regardless of whether it is sent to the Merchant by email or in any another 
manner. 

The Merchant agrees to keep such proprietary information confidential and 
secure. The Merchant may not use, copy, adapt, alter all or part of the 
proprietary information which is disclosed or otherwise comes into its 
possession under or in relation to this Agreement and which is of a 
confidential nature. 

The Bank may disclose information to third parties pursuant to this Agreement 
in the following cases: (i) in order to comply with government or court orders; 
or (ii) if the Merchant gives the Bank a written permission to do so; or (iii) to 
enforce or defend the Bank’s rights in connection with this Agreement.

24.INTELLECTUAL PROPERTY.

Any data, information, logo, developed programs, or other information given 
to any Party by virtue of this Agreement or being associated with the 
personnel of any of the Parties shall remain the exclusive property of such 
Party.

The Merchant may not publish, release or make use of any data, information, 
logo, developed programs, or any other proprietary name and/or symbol of 
the Bank, VISA or MasterCard, unless the materials containing the same are 
provided to the Merchant by the Bank and/or are approved in advance by 
Bank, and, in either event, only while this Agreement is in e�ect, or until the 
Merchant is notified by the Bank or by VISA or MasterCard to cease usage.
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25.ADVERTISMENT.

The Merchant shall display the Banks’ advertising and promotional materials at 
noticeable points in the premises of the Merchant where the Equipment is 
installed. The Merchant further undertakes not to use any other material 
referring to the Bank or any other name, logo or design associated with the 
Cards without the Bank’s prior written consent.

26.ADDRESS AND NOTICES.

Unless otherwise provided herein, any notice, request, instruction or other 
document required permitted or to be given under this Agreement shall be in 
writing and if given by the Bank to the Merchant shall be deemed to have been 
given on the date and at the time the same shall be delivered personally or 
deposited in the postal system and addressed to the Merchant at the 
addresses on the execution page of this Agreement or at such other addresses 
as the Merchant may give to Bank from time to time by written notice, and if 
given by the Merchant to the Bank shall be deemed to have been given on the 
date and at the time the same shall be delivered personally or mailed by 
certified mail, postage prepaid with return receipt requested (such mailed 
notice to be e�ective on the date such receipt is acknowledged or refused)at 
the Bank’s address mentioned in its o�cial papers or at such other addresses 
as the Bank, as applicable, may give to the Merchant from time to time by 
written notice. Notice may also be sent by facsimile or email, and in such 
occurrence, such notice shall be deemed delivered at the date and time it was 
sent by either party to the other.

The Merchant shall keep the Bank informed about its business location at all 
times, during the Term of this Agreement, and, if the Bank holds Reserve 
Account funds for Merchant after the expiration or termination of this 
Agreement, then for such time until any Reserve Account funds are fully 
disbursed or applied by the Bank against amounts due from the Merchant.

27.FINANCIAL AND OTHER INFORMATION.

Upon request, Merchant will provide the Bank quarterly financial statements 
within forty-five (45) days after the end of each fiscal quarter and annual 
audited financial statements within ninety (90) days after the end of each 
fiscal year.

Such financial statements shall be prepared in accordance with generally 
accepted accounting principles. The Merchant shall also provide such other 
financial statements and other information concerning the Merchant’s 
business and its compliance with the terms and provisions of this Agreement 
as the Bank may reasonably request.

The Merchant authorizes the Bank to obtain from third parties financial and 
credit information relating to the Merchant in connection with its 
determination whether to accept this Agreement and the Bank’s continuing 
evaluation of the financial and credit status of the Merchant.

The Bank may also access and use information which the Merchant has 
provided to the Bank for any other reason. Upon request, the Merchant shall 
provide to the Bank or its representatives reasonable access to the Merchant’s 
facilities and records for the purpose of performing any inspection and/or 
copying of the Merchant’s books and/or records deemed appropriate.

The Merchant will provide the Bank with written notice of any judgment, writ, 
warrant of attachment, execution or levy against any substantial part 
(twenty-five percent (25%) or more in value) of Merchant’s total assets not 
later than three (3) days after Merchant becomes aware of the same.

28.MISCELLANEOUS.

The o�cial text of this Agreement shall be in Arabic. In the event of any 
dispute concerning the interpretation or construction of this Agreement, 
reference shall be made only to this Agreement as written in Arabic. Should it 
be required to translate this Agreement into the English language or any other 
language, the Arabic language version of this Agreement shall nevertheless 
prevail.

The headings and subheadings contained herein shall not be considered a part 
of this Agreement. Words in this Agreement that are in the singular include the 
plural and vice versa, unless the context requires otherwise.

This Agreement may be executed in multiple counterparts, all of which shall 
constitute one agreement.

This Agreement and its annexes are the entire agreement between the Bank 
and the Merchant concerning the Services provided by the Bank to the 
Merchant under this Agreement and supersede all previous agreements, 
communications, representations or discussions between the Bank and the 
Merchant relating to this Agreement. Any other banking agreements made 
between the Bank and the Merchant and/or any other obligations pertaining 
to the Merchant’s bank accounts held by the Bank shall remain unchanged.  

The Bank may change or cancel the one or more of the Services as described 
herein at any time without cause, subject to applicable laws and regulations 
and upon a seven (7) days’ written notice served to the Merchant prior to 
entry into force. The Merchant agrees to review such amendments 
immediately upon receipt of such notice, and in case a termination notice is 
not sent within the seven (7) days abovementioned term in accordance with 
the applicable terms and conditions of this Agreement, the content of such 
notice shall be e�ective at the expiry of such notice term.

Each of the terms of this Agreement is severable from the others and if one or 
more of them becomes void, illegal or unenforceable, the remainder will not be 
a�ected in any way. 

Subject as provided below, a person who is not a party to this Agreement has 
no right to enforce any provision of this Agreement. A�liates of the Bank 
which are not parties to this Agreement, and any sub-contractor of the Bank 
or its a�liates may nevertheless enforce this Agreement against the Merchant, 
subject to and in accordance with this Agreement and any applicable 
regulations and laws.

This Agreement shall be binding upon and inure to the benefit of the parties 
and their respective successors and assigns. 

The Parties to this Agreement do not require the consent of any person who 
is not party to this Agreement to rescind or vary this Agreement at any time.

All representations, warranties, covenants and indemnities shall survive the 

26

27

45
90

25%
3

28

7

7

Internet Card Acquiring Services Merchant Agreement 

expiration or termination of this Agreement. 

The Merchant shall review Operating Manuals concerning the procedures to 
be followed and prescribed forms to be used in carrying out the Transactions 
while using the Equipment as delivered along with the Equipment or published 
by the Bank on its website from time to time.

Personal Information Protection. Parties agree to comply with all applicable 
personal data protection and other laws to the same or similar purpose in all 
relevant jurisdictions.

The Bank shall provide the Merchant with statements via e-mail to the email 
address provided in this Agreement and as recorded in the Bank’s systems. 
Should the Merchant require paper or duplicate statements or any other 
additional documentation, then the Bank may charge an appropriate fee for 
the provision of such paper or duplicate statements or additional 
documentation.

Except in the case of manifest error, any Statement provided by the Bank shall 
be conclusive as to all matters of fact to which it refers. The Bank may only 
accept to consider disputes made to such Statements if submitted in writing 
within Thirty (30) days’ of receipt by the Merchant.

Neither the failure nor any delay on the part of the Bank to exercise any right, 
remedy, or privilege hereunder shall operate as a waiver or give rise to an 
estoppel nor be construed as an agreement to modify the terms of this 
Agreement, nor shall any single or partial exercise of any right, remedy, or 
privilege with respect to any occurrence to be construed as a waiver of such 
right, remedy, or privilege.

No waiver by a party hereunder shall be e�ective unless it is in writing and 
signed by the party making such waiver, and then such waiver shall apply only 
to the extent specifically stated in such writing. 

Any transfer or assignment of this Agreement by the Merchant, without the 
prior written consent of the Bank, by operation of law or otherwise, is voidable 
by the Bank. Furthermore, the Merchant shall indemnify and hold the Bank 
harmless from all liabilities, Chargebacks, expenses, costs, fees and fines 
arising from such transferee’s or assignee’s submission of Card transactions to 
the Bank for processing.

Subject to the Rules, the Bank shall only assign or transfer this Agreement and 
its rights and obligations hereunder and/or may delegate its duties hereunder, 
in whole or in part, to any third party, on the condition of receiving prior 
written consent by the Merchant.

Nothing in this Agreement shall be deemed to constitute a partnership 
between the Parties nor constitute either Party as being the agent of the other 
Party or otherwise entitle a Party to have authority to bind the other Party for 
any purpose other than the purpose contemplated in this Agreement.

During the Term of this Agreement, the Merchant shall not enter into any 
agreement or engage with any other service provider for the provision of 
Services similar to or competitive with the e-Payment Gateway Services 
subject of this Agreement.

29.LEGAL FEES AND COSTS.

The Merchant agrees to pay the legal fees and costs the Bank will incur in 
seeking legal advice in matters not in the ordinary course of the Services 
relationship established under this Agreement, including, without limitation, 
contract disputes, legal procedures, bankruptcy or similar events, whether the 
fees or costs are incurred during or after the Term of this Agreement.

30.GOVERNING LAW AND DISPUTE RESOLUTION.

This Agreement and any dispute, claim or issue arising out of or in connection 
with this Agreement, whether of a contractual or non-contractual nature, shall 
be governed by the laws of the Sultanate of Oman. Parties agree to 
irrevocably submit to the exclusive jurisdiction of the courts of the Sultanate 
of Oman.

For and on behalf Bank Dhofar

Mr. __________________________________________________

Position: __________________________________________________

Date: __________________________________________________

Signature: __________________________________________________

For and on behalf of Merchant

Mr. __________________________________________________

Position: __________________________________________________

Date: __________________________________________________

Signature: __________________________________________________
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